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Summary of the contribution

This document provides additional information on the routeing of user data and NAS signalling in the Public Safety UE to Network Relay Nodes. This is done for both the case of a PC9 interface based on a “1:many” PC5 interface and for a PC9 interface based on Uu.
Proposals:

a) It is proposed to make the following revision marked changes to TR 23.703 v0.5.0.

b) It is proposed to items that need discussion and/or agreement from RAN Working Groups (e.g. the assumptions on the nature of the “1:many” PC5 interface) are identified; appropriate questions drafted, and Liaison Statements sent from this meeting to the October RAN WG meetings. This can enable the RAN WGs to answer the questions in time for the November SA 2 meeting and/or prepare for joint WG sessions in the November meetings.
************** start of marked changes ******************************************
6.3.9
Solution R9: Reuse of Architecture A1 from TR 36.806

6.3.9.1
Functional description

The proposed architecture is essentially "architecture A-1" from TR 36.806 "Relay architectures for E-UTRA" v9.0.0 using "outband relays"
.

In this scenario, "outband relay" could mean, for example, that the Public Safety UE-Network Relay Node to Donor eNB is using LTE 800 MHz and the Public Safety UE-Network Relay Node to end User UE is using a channel in a 700 MHz band.

NOTE:    
Release 10 selected "architecture A-2" from TR 36.806. However the Rel 10 work enabled operation of inband relays (which required DeNB changes for new radio control channels on the Un interface between DeNB to RN); had to support Rel 8 UEs; and support X2 mobility to adjacent cells.

Editor’s note: it is FFS whether this architecture can also be used for "inband" operation with Release 12 ProSe enabled Public Safety UEs. 

The figure below is a copy of Figure 4.2.1.1-1 from TR 36.806 v9.0.0 that has been edited to only show ‘alternative 1’ of ‘architecture A’.
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Figure 6.3.9.1-1: Architecture A-1 for relays (edited copy from TR 36.806)

6.3.9.2
Procedures
6.3.9.2.1
General
With this architecture and ‘outband’ operation:

a) the Donor-eNB is intended to be a standard Rel-8 eNB, (i.e. the Release 10 Relay Control Channels are not needed), and 

b) the "Relay-UE" is intended to operate as a normal UE.

Then

c) (when activated as a relay by the Public Safety personnel) the Relay-UE activates a Default Bearer to the PLMN’s "relay APN". The Relay-UE’s MME (in association with the HSS) verifies that the Relay-UE is permitted to activate such a Default Bearer.


If not already configured, the Relay-UE can use this default bearer to receive e.g. an OMA DM Managed Object that configures the parameters (e.g. Cell ID, TAI and User-UE’s MME address) that the PS UE-Network Relay Node will use in the S1-AP signalling on the S1-MME(UE) interface. This TAI is NOT used by other PS UE-Network Relay Nodes or normal eNBs (at least, not used within that geographic area).

NOTE 1:
the Release 10 two phase Relay Node Attach procedures described in section 4.3.20.2 of TS 23.401 are not used.

d) the security procedures designed in TS 33.401 to counter the threats identified in section 5 of TR 33.816, " Feasibility study on LTE relay node security" are NOT used. This is because: 

- 
the relay-eNB is only intended to be used in a "closed access" mode by members of the emergency service; and

 - 
the emergency service users should be using (at least) "end to middle" encryption between the "User-UE" and the "GCSE application server" (so reading the data stream inside the Public Safety UE-Network Relay Node is not a threat).

- 
if integrity protection of the S1-AP signalling on the S1-MME(UE) interface is required, then appropriate keys could be agreed during step c (e.g. by using Protocol Configuration Options IEs sent between the Relay-UE and the RADIUS/Diameter servers connected to the Relay-UE’s PGW, coupled with not-yet-specified mechanisms to convey those keys to the User-UE’s MME). 

Editor’s Note: SA3 should be involved in the security analysis. 

e) the "Relay-eNB" performs the S1 Setup procedures (section 8.7.3 of S1-AP, TS 36.413) with the User-UE’s MME. 

NOTE 2:
(Using the terminology in Figure 6.3.9.1-1 above), the User-UE’s MME may need to maintain more S1 connections than the Relay-UE’s MME: if this is an issue, then an appropriate MME with such capabilities is signalled in step c. 

f) 
The "Relay eNB" either broadcasts this Tracking Area ID on the "PC9" interface or sends the TAI direct on PC9 to the "User-UE". 

- 
When the User-UE detects the Relay eNB (e.g. following loss of macro network coverage), the User-UE performs a TA Update to the User-UE’s MME. 

- 
As with normal S1 interface procedures, the Relay eNB inserts its cell ID and TAC into the Initial UE Message that carries the TA Update Request to the User-UE’s MME.

- 
The User-UE’s MME determines whether the User-UE is authorized to access that Relay eNB. If not authorized, the User-UE is rejected with cause #15, resulting in the User-UE looking for other Relay eNBs/TAUs/LAUs to access.

g) 
As part of a successful registration on the Relay eNB (or movement to away from the Relay eNB to another Tracking Area), the Cell ID of the User-UE is using is sent from the User-UE’s MME through the User-UE’s PGW onto the GCSE Application Server. The GCSE AS uses its normal processes to determine whether or not the Relay eNB is part of the User-UE’s ‘group call area’ for any group media that it needs to distribute.

NOTE 3:
the restriction in TS 36.300 section 8.2 "network entity related identities" that 

"- The Global eNB ID of RN is the same as its serving DeNB." 

Does not apply to this architecture (as it is based on architecture A-1).
h) (as described in the GCSE TR 23.768 v0.2.0 section 6.2 "Solution 2 – Permanently RRC Connected") the GCSE-AS performs the counting procedures and determines whether to use unicast or broadcast procedures for the media distribution via that Relay eNB.


Coordinated reservation by the HPLMN and VPLMN of a range of Cell IDs for the Relay-eNBs allows the GCSE AS to determine that the User-UE is on a Public Safety UE-Network Relay Node. This may be useful if the User-UE to Relay-eNB is is generally used in broadcast rather than unicast mode.

i) The Public Safety UE-Network Relay Node is designed to support Broadcast (eMBMS) mode.

- 
MBSFN operation of the Public Safety UE-Network Relay Node is not used as exact time synchronisation of the Public Safety UE-Network Relay Node poses extra requirements on its link to the DeNB link (and requirements on the DeNB). 

- 
Because this Public Safety UE-Network Relay Node is a single ‘cell’, and MBSFN is not in use, the MCE
 is located within the Public Safety UE-Network Relay Node.

- 
in step e) above, the Relay eNB also performs the M3-AP Setup procedure. The Relay-UE does not receive any eMBMS broadcasts from the DeNB. M3 procedures are carried across the Relay-UE’s GTP-U tunnel with the Relay-UE’s PGW. 

- 
when the GCSE AS determines that Broadcast mode needs to be used on the Public Safety UE-Network Relay Node, the GCSE AS causes the MME (e.g. using signalling through the BM-SC and MBMS GW to the MME) to initiate an M3-AP
 MBMS Session Start Request message to the IP address of the Relay-UE.

- 
The Relay UE sends an IGMP (IPv4) or MLD (IPv6) Join message over its default bearer (on the Relay APN) to signal its interest in receiving that particular multicast MBMS bearer service (the one identified by the IP multicast address received in the M3-AP Session Start Request).

- 
the Relay UE PDN GW is assumed to be IP Multicast aware (this is a requirement on 2G and 3G GGSNs in networks supporting MBMS) and hence the Relay UE PDN GW associates the IP multicast address in the Join message with the IP address of the Relay UE.

Editor’s Note: It is FFS whether the above step is needed. 

- 
downstream data received by the Relay UE PDN GW on the IP multicast address is then distributed on the unicast GTP tunnels from the Relay UE PDN-GW to the Relay UE.

- 
the Relay eNB then broadcasts the data using the TMGI received in the M3-AP Session Start Request

NOTE 4:
in step c, the RN-UE is stated to use a special APN when activating its default bearer. This APN can be used to select a PDN-GW that supports IP Multicast.

i)  The mobility of the User-UE follows the procedures that will be defined for PC9 and PC 5. (e.g. cell reselection, or, S1 handovers with the User-UE MME)

j) Mobility of the Relay Node UE is fully supported, irrespective of whether zero, one, or many User-UEs are connected to it. 

NOTE 5: The mobility of the UE-to-Network Relay is not a Stage 1 requirement in Rel-12.

Section 5.2.2.1 of the NOT approved TR 36.836 v2.0.1 "Mobile Relay for Evolved Universal Terrestrial Radio Access" shows the signalling flows and the basic architecture is copied below:
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Figure 6.3.9.2-1: Mobility of Relay Node (copied from v2.0.1, TR 36.836)

6.3.9.2.2
Relay Node Operation with PC9 interface based on PC5

While the nature of the “1:many” variant of the PC5 interface is still not finalised, the following assumptions are made for the PC9 interface:
· The Public Safety UE-Network Relay Node broadcasts some form of ‘beacon’ signal that enables User-UEs to detect its presence and obtain time synchronisation. 
· The ‘beacon’ signal broadcasts the fact that it is a Public Safety UE-Network Relay Node WITH a connection to the network.
· (At least because in Direct Mode Operation the units transmit before receiving) the Relay Node is assumed to broadcast an identity on the ‘beacon’ signal. This can be viewed as equivalent to the ECGI (e.g. PLMN-ID plus Cell ID). 
Then, 
1)
To enable reuse of existing NAS procedures and network selection procedures (e.g. TS 23.122), the Public Safety UE-Network Relay Node’s ‘beacon’ signal also broadcasts a Tracking Area ID that is unique (at least within the local radio environment) to that Relay Node. 
2)
When the User-UE detects the Public Safety UE-Network Relay Node’s ‘beacon’ signal, the User-UE initiates a Tracking Area Update that indicates there is also data to be sent (e.g.“follow on request” is set) irrespective of whether or not there is actually data to be sent. 
· the User-UE ‘broadcasts’ the TA Update message using the ECGI as the AS layer destination address. The Public Safety UE-Network Relay Node receives this broadcast.

· within the payload, the User-UE includes its GUTI.

· The Public Safety UE-Network Relay Node opens an S1 association for that User-UE with the User-UE’s MME and sends the TAU to the User-UE MME.
· The Public Safety UE-Network Relay Node allocates a “PSUNR-Radio Network Temporary ID” to the User-UE.
3)
because the User-UE indicated the “follow on request” for data, the User-UE’s MME sends the S1 Initial Context Request to the eNodeB part of the Public Safety UE-Network Relay Node. The Public Safety UE-Network Relay Node does not establish radio bearers or security contexts but does acknowledge receipt of the S1 message. Because the User-UE’s MME has sent the Initial Context Request the User-UE’s MME does not release the S1 connection until the User-UE makes an authenticated access on another cell. 
4)
The Public Safety UE-Network Relay Node maintains the S1-MME connection to the User-UE MME (and its binding to the PSUNR-RNTI) until the MME releases it. 
For downlink user plane data:
-
the Public Safety UE-Network Relay Node broadcasts the data (received from the BMSC) using the TMGI of the Public Safety User Group;
-
the payload contains the source IP address, and, the User-UE is (implicitly) aware of the APN; 
OR optionally if the network knows that there is only one recipient of the data:

the Public Safety UE-Network Relay Node broadcasts the user data using the PSUNR-RNTI of the User-UE.
For uplink user plane data:
-
the User-UE ‘broadcasts’ the data using the ECGI as the AS layer destination address. The Public Safety UE-Network Relay Node receives data ‘broadcast’ to its ECGI.
-
within the payload, the User-UE includes its PSUNR-RNTI and the identity of the bearer. 
-
the Public Safety UE-Network Relay Node uses the PSUNR-RNTI and the bearer ID to identify on which S1-U (UE) bearer to send the data. 
For downlink NAS signalling:
· the Public Safety UE-Network Relay Node is assumed to not know which GUTIs/PSUNR-RNTIs are associated with which TMGIs.

· the Public Safety UE-Network Relay Node broadcasts the (typically, encrypted) NAS signalling message using the PSUNR-RNTI of the User-UE.
For uplink NAS signalling:

· the User-UE broadcasts the (typically, encrypted) NAS signalling message using the ECGI as the AS layer destination address. The Public Safety UE-Network Relay Node receives data ‘broadcast’ to its ECGI.
· within the payload, the User-UE includes its PSUNR-RNTI .
· The Public Safety UE-Network Relay Node uses the received PSUNR-RNTI to identify the connection on which to forward the NAS message to the User-UE’s MME.
6.3.9.2.3
Relay Node Operation with PC9 interface based on Uu
With a Uu based PC9 interface, the Public Safety UE-Network Relay Node appears as a normal eNodeB to the UE and existing Uu/S1 routeing/binding mechanisms are reused..

The main concerns with basing the PC9 interface on the existing Uu interface are:
· It is desirable that the Public Safety UE-Network Relay Node functionality could be available and usable in every Public Safety UE. However, use of Uu for PC9 requires that the Public Safety UE-Network Relay Node broadcasts significant amounts of control signals (e.g. in FDD mode it transmits continuously) and this is likely to result in too short a battery life.
· The control plane processing of the Public Safety UE-Network Relay Node may be limited and it would be desirable that ordinary UEs did not attempt to camp on it and perform a TAU. Techniques to achieve this are FFS.
NOTE 6: 
CSG functionality may be inappropriate to use on the Public Safety UE-Network Relay Node. This is because UE’s detect closed femto cells based on non-specified search mechanisms that may be based on “fingerprinting” of the local macro cell network. With nomadic Public Safety UE-Network Relay Nodes, the surrounding macro cells will change and the UE’s “fingerprint” of the local network will not be detected and hence the (power hungry) search for the femto cell will not start. 
6.3.9.3
Impact on existing entities and interfaces

No specification impact has yet been identified for the existing RAN entities (the ProSe Public Safety UE-Network Relay Node described is this section is NOT the same as the existing Release 10 Relay Node). No specification impact has yet been identified for the existing EPC entities, except:
- 
procedures to integrity protect the S1-AP signalling between the User-UE’s MME and the ProSe Public Safety UE-Network Relay Node eNB may be required;
- 
the Relay UE PDN GW may need to be IP Multicast aware.

6.3.9.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. This section is not yet complete.

The above descriptions refer to work that has been included in RAN Technical Reports but which has not been progressed to normative Specifications. As such, the future involvement of other WGs is anticipated.

ProSe Public Safety UE-Network Relay Node needs to support the S1-MME and S1-U reference points, which implies support of protocols such as S1-AP, SCTP and GTP-U.

� section 9, TR 36.814 “Further advancements for E-UTRA physical layer aspects” v9.0.0


� MCE: Multi-Cell/Multicast Coordination Entity, TS 36.300 section 15.1.1


� M3 Application Protocol (M3AP), TS 36.444, section 8.2
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