SA WG2 Temporary Document

Page 1

SA WG2 Meeting #99
S2-133402
23 - 27 September 2013, Xiamen, P.R. China
(revision of S2-13xxxx)
Source:
BlackBerry Limited
Title:
Proposing random and temporary ProSe Identity
Document for:
Approval 

Agenda Item:
6.4
Work Item / Release:
ProSe
Abstract of the contribution: This P-CR proposes that ProSe identity should be random and temporary. It addresses how the association of a temporary identifier with a permanent identity is done and how to renew the temporary identifier.
	Begin of Change


6.4.x Solution Ix: Random and Temporary ProSe Identity
6.4.x.1
General
A UE is required to transmit an identity of itself repeatedly for Discovery purposes. The transmitted identity shall be used, at least, for establishing a communication session between the discovering UE and the discovered UE. That identity may be used as the source and destination address for the further communications between the UEs. This identity is a ProSe UE identity if the identity is bound to the ProSe enabled UE, while the identity is a ProSe Application Identity if the identity is bound to an application layer account existing on a ProSe enabled UE. The choice between ProSe UE Identity and ProSe Application Identity depends on the usecase. We use a term ProSe Identity to mean either the ProSe UE Identity or ProSe Application Identity. It will be shown that a single ProSe Identity management mechanism can be used for both ProSe UE Identity and ProSe Application Identity. 

As the ProSe Identity is to be transmitted repeatedly over radio interface, it would be desirable to be as short as possible without losing the required uniqueness. The length of the ProSe Identity would be kept short if a randomly selected identity from the pool of available identities is associated with a ProSe enabled UE or an application account on a ProSe enabled UE. It would be an even more efficient way of identity pool management if a ProSe Identity associated with inactive ProSe UE or inactive application account is returned back into the available identity pool. 

During the Discovery procedure, the ProSe Identity shall not be ciphered by any means in order to be delivered to the potential unknown recipients. Thus, any network entity with radio capability within the Proximity can detect the transmitted ProSe Identity. There is a serious security issue if a ProSe Identity contains any information revealing the actual identity of the transmitting UE or the identity of the application layer account associated with the transmitting UE, or if any such information can be derived from a ProSe Identity. Furthermore, the privacy of the UE becomes vulnerable if the UE keeps using the same ProSe Identity for the ProSe discovery and ProSe communications in an area. An eavesdropper may be able to determine the actual identity of the UE from repeatedly transmitted ProSe Identity for ProSe discovery as well as ProSe communications.

Based on the above observations, we propose random and temporary ProSe Identity assignment in this solution. We are presenting how this random and temporary ProSe Identity assignment is performed under in-coverage scenario and out-of-coverage scenario in the following subclauses. 
6.4.x.2
Flows for ProSe Temporary Identity Association and Inquiry

A ProSe enabled UE gets a randomly selected temporary ProSe Identity along with associated expiration time for a permanent identity by contacting an authorized network node. The associated ProSe Identity is valid until the time indicated by the expiration time. The expiration time in this description denotes an absolute time. In case the UE is within E-UTRAN coverage, the authorized network node is ProSe Function. Figure 6.4.x.2-1 shows an example flows of how a ProSe Identity is assigned as a ProSe Application Identity and how the ProSe Identity is used. 
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 Figure 6.4.x.2-1: Flows for temporary ProSe Identity association as a ProSe Application Identity 
1. 
When a UE, UE1, is activated for ProSe services, the UE1 registers with the authorized network node (if UE is in E-UTRAN coverage, the authorized network node is ProSe Function) using the permanent identity in the application layer, which is bob@ex.com in this example.
2. 
On receiving the registration request message from the UE1, the authorized network entity optionally performs authorization procedure with the application server. For this procedure, the UE1 may provide the application layer credential information as well, but it is beyond the scope of this solution.
3. 
When the authorized network node determines to associate a random temporary ProSe Identity to the permanent identifier in the application layer, the authorized network node randomly selects a ProSe Identity, T-ID1 in the example, from the available ProSe Identity pool and assigns an expiration time, ExpT1 in the example, to the selected ProSe Identity. The authorized network node saves the association of the permanent identity in the application layer, ProSe Identity, and expiration time to the database. The authorized network node sends an Ack message including associated ProSe Identity, T-ID1, and expiration time, ExpT1. On receiving the Ack message, the UE1 locally stores T-ID1 and ExpT1.
4. 
A UE, UE2, inquires the valid ProSe Identity of his/her friend in the application layer using the friend’s permanent identity in the application layer, which is bob@ex.com in this example. Though the message in this example inquires only one friend’s ProSe Identity, it could be a list of friends and the message may be piggybacked with another message.
5. 
On receiving an inquiry request, the authorized network node may optionally check with the application server if the UE2 is allowed to inquire the ProSe Identity associated with provided permanent identity, bob@ex.com. If it is allowed, the authorized network node sends an Ack message including ProSe Identity, T-ID1, and expiration time, ExpT1, associated with the given permanent identity, bob@ex.com, based on the stored database record. Note that the expiration time provided in this message indicates exact same time provided during the ProSe Identity association to UE1. On receiving the Ack message, UE2 locally stores the association of bob@ex.com, T-ID1, and ExpT1.
6. 
A UE with valid ProSe Identity is required to send a renew request message with the permanent identity in the application layer to the authorized network node as long as the UE is active in ProSe services before the expiration time, ExpT1, assigned to the currently valid ProSe Identity, T-ID1, is reached.
7. 
The authorized network node associates another ProSe Identity, T-ID2, and expiration time, ExpT2, to the provided permanent identity in the application layer, bob@ex.com. Note that the previous associated T-ID1 and ExpT1 are not removed from the association record database until the assigned expiration time, ExpT1, is reached. 
8. 
The UE1 uses previous associated ProSe Identity, T-ID1, until the assigned expiration time, ExpT1, is reached even after a new ProSe Identity, T-ID2, was associated with the permanent identity, bob@ex.com. The valid period of new T-ID2 in this example would be (ExpT1, ExpT2). UE1 broadcast T-ID1 for discovery purpose until ExpT1 is reached.
9. 
On receiving the broadcast message from UE1, UE2 maps the received ProSe Identity, T-ID1, with the list of stored ProSe Identities of friends. If there is a match, UE2 may trigger communications with UE1 as they have friend relationship. When ExpT1 is reached, the UE2 is required to inquire the associated ProSe Identity of bob@ex.com again to the authorized network node.
Figure 6.4.x.2-1 shows how random temporary ProSe Identity is associated as a ProSe Application Identity. With this approach, a UE may have multiple ProSe Identities if multiple applications on the UE utilize the ProSe services. Figure 6.4.x.2-2 shows how ProSe Identity is associated as a ProSe UE Identity.
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 Figure 6.4.x.2-2: Flows for T-ID association as a ProSe UE Identity
1.  Instead of permanent identity in the application layer, the UE1 provides a permanent UE identity when the UE registers with the authorized network node. It could be 3GPP specific UE identifier such as IMSI or a new permanent identifier for ProSe services assigned to the UE.
2.  On receiving the registration request message from the UE1, the authorized network node associates a random and temporary ProSe Identity, and expiration time with the provided UE permanent Identifier. The authorized network node sends an Ack message including the associated ProSe Identity, T-ID1, and expiration time, ExpT1.
3.  When an associated ProSe Identity and expiration time are provided from the authorized network node, the UE associates the given ProSe Identity, expiration time to all the permanent identity in the application layer, and the UE updates the association information towards all the corresponding application servers. More than one application server may get this information update. In some cases, the application server is combined with the authorized network node. In this case, the UE does not need to update information to the application server.
4-5. As friend relationship is established in the application layer, a friend UE inquires the valid ProSe Identity and expiration time to the application server.
6-7. UE1 sends a renew request message with a permanent UE identity to the authorized network node before the expiration time is reached. The authorized network node associates a new ProSe Identity and expiration time to the provided permanent UE identity. 
8.  UE provides new association to the application server(s).
6.4.x.3
ProSe Identity under Out-of-Coverage scenarios
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In the previous subclause, it was assumed that UE is under E-UTRAN coverage. Thus, the authorized network node is the ProSe Function in EPC. If UE is out of E-UTRAN coverage, the UE does not have connectivity to the ProSe Function. If the expiration time assigned to the associated ProSe Identity is reached while the UE is out of E-UTRAN coverage, the UE should be able to get a new ProSe Identity and expiration time. In this solution, we assume that Public Safety UEs have hierarchical structure in their organization. For example, each fire fighter belongs to a fire station, and a number of fire stations belong to a regional headquarter of the fire department as depicted in Figure 6.4.x.3-1.
 Figure 6.4.x.3-1: Hierarchy of Fire Department
In the example presented in Figure 6.4.x.3-1, the UE for the head of the regional headquarter is an authorized network node to associate ProSe Identity to any member who belongs to that regional headquarter including the heads of the fire stations and the fire fighters. Likewise, the UE for the head of each fire station is an authorized network node to associate ProSe Identity to any fire fighter within the fire station. In order to avoid potential collision between ProSe Identities associated by different authorized network nodes, each authorized network node maintains an exclusive ProSe Identity pool. When a UE needs to renew the ProSe Identity, the UE contacts available highest class authorized network node. If a UE is in E-UTRAN coverage, the UE contacts the ProSe Function as the ProSe Function is the highest class authorized network node among all. If a UE is out of E-UTRAN coverage, the UE will choose the highest class authorized network node among available. An authorized UE may associate a ProSe Identity for itself when there is no higher class authorized issuer available. 
6.4.x.4
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.4.x.5
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated.
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