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1. Discussion
This document provides a solution for key issue #9: EPC Support for WLAN Direct. The solution specifies how the EPC network can trigger two ProSe-enabled UEs to form a WLAN Direct group and thus enable them to directly communicate in WLAN Direct mode.

Note: The solution described in this document can also amend Solution C1 (“ProSe communications in Group Owner mode”), which describes the architecture and procedures that enable one or more ProSe UEs to communicate directly after these UEs become members of the same ProSe group. Specifically, the solution can fit to clause 6.2.1.2.1.2, “Group Formation with Network Assistance”.
The following changes are proposed to TR 23.703.
****************************** START OF CHANGES ******************************
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6.X.Y
Solution Wx: Network-assisted WLAN Direct Communication
6.X.Y.1
Functional description
This solution addresses the key issue #9: EPC Support for WLAN Direct. It specifies how the EPC network can trigger two or more ProSe-enabled UEs to form a WLAN Direct group and thus enable them to directly communicate in WLAN Direct mode. It also specifies how the EPC network can terminate the operation of an existing WLAN Direct group.
Two or more ProSe-enabled UEs can start communicating in WLAN Direct mode after these UEs become members of the same WLAN Direct group. A WLAN Direct group is essentially a peer-to-peer WLAN network, as shown in Figure 6.X.Y.1-1. It has a Group Owner (GO) that operates as the access point of the group and one or more clients (UE-2, UE-3, UE-4) that communicate with the GO. A UE can become a client in the group by associating and authenticating with the GO as specified in the Wi-Fi P2P specification [xy]. Every WLAN Direct group is using an SSID of the form “DIRECT-ab”, where a, b are two random characters. The SSID can be included in the Beacon transmissions of GO.
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Figure 6.X.Y.1-1: UEs participating in a WLAN Direct group.
Typically, a WLAN Direct group is autonomously formed by one or more WLAN Direct devices (as specified in the Wi-Fi P2P specification [xy]) without any network involvement. This does not make it feasible for the network to control and authorize P2P communication between devices. However, the present solution enables the network to prevent autonomous WLAN Direct group formation (see details below). In such case, a WLAN Direct group can only be formed by the EPC network which selects the devices that should participate in the group and selects the operating parameters of the group, such as the SSID and the security keys. By having the EPC network form WLAN Direct groups all P2P communications must be authorized and admitted by the network. Thus the network can exercise the necessary control over P2P communications.
The network can configure ProSe-enabled UEs so that they are either allowed or not allowed to autonomously form WLAN Direct groups. This configuration can be done via OMA-DM and the definition of a suitable Management Object (MO) for ProSe services. The procedures specified below apply to UEs which are not allowed to autonomously form WLAN Direct groups. Such UEs can only participate to WLAN Direct groups which are initiated by the EPC network as specified in clause 6.X.Y.2.1. The EPC network can also terminate WLAN Direct groups as specified in clause 6.X.Y.2.2.
6.X.Y.2
Procedures
6.X.Y.2.1
Network-initiated WLAN Direct Group Formation
The “network-initiated WLAN Direct group formation” procedure is initiated by the EPC network when it wants to enable two or more UEs to start P2P communication in WLAN Direct mode (as specified in the Wi-Fi P2P specification [xy]). The EPC network can decide to initiate this procedure based on several triggers, for example, after receiving a message from one UE requesting direct communication with another UE and after authorizing this request.
The main steps of the “network-initiated WLAN Direct group formation” procedure are shown below in Figure 6.X.Y.2.1-1. This figure shows an example when the EPC network initiates the setup of a WLAN Direct group between two UEs (UE-A and UE-B) but it can be easily extended to include more UEs in the group. Before this procedure is executed, it is assumed that the EPC network is made aware (e.g. during ProSe registration) that UE-A and UE-B are capable to support ProSe communication in WLAN Direct mode.
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Figure 6.X.Y.2.1-1: Network-initiated WLAN Direct Group Formation to enable WLAN Direct communication.
1. ProSe server A initiates the WLAN Direct group formation by sending a ProSe Group Setup Request message to UE-A. This message includes a Mode information element that indicates the technology (e.g. WLAN Direct) to use for setting up the ProSe group. The ProSe server A is made aware that UE-A suppots WLAN Direct (e.g. during ProSe registration). The ProSe Group Setup Request message includes also the following information elements:
a. 
SSID: The SSID to use for the WLAN Direct operation. This should be compliant with the WLAN P2P specification [xy] so it should be in the form “DIRECT-ab” where a, b are two random characters.
b. 
WLAN Secret Key: The pre-shared key to be used by UE-A and UE-B to secure their WLAN Direct communication. This is used by UE-A and UE-B as the Pairwise Master Key (PMK).

c. 
Implement Group Owner: If set, the UE should implement the Group Owner (GO) functionality specified in the Wi-Fi P2P specification [xy]. The UE implementing this functionality essentially becomes an AP that transmits Beacons with the P2P IE and accepts associations from other WLAN Direct devices or from legacy WLAN devices (those not implementing the WLAN Direct functionality). If not set, the UE should behave as a WLAN Direct client that attempts to discover and associate with a GO.

d. 
Peer Device ID: This is only required when the Implement Group Owner is set and indicates the WLAN Direct device from which the GO should accept WLAN association requests. Association requests from all other WLAN devices should be rejected by GO. This is further explained in steps 3 and 6 below.

2. UE-A responds with a ProSe Group Setup Response message which may include the WLAN channel on which UE-A starts operating as GO and the IP addresses assigned to UE-A and UE-B (IP address A and IP address B, respectively). These IP addresses can be allocated by UE-A in this step in order to expedite the group formation by eliminating the need to use DHCP later on. Note that the Wi-Fi P2P specification assumes that a GO functions as a DHCP server and dynamically allocates IP addresses to WLAN Direct clients. This DHCP functionality is not required if the IP addresses are assigned by UE-A in this step. The WLAN channel also may be included in order to accelerate the WLAN Direct group formation procedure in step 6.
3. UE-A tunes on the selected WLAN channel (channel 11) and starts functioning as GO. Note however that in this case UE-A does not accept associations from any WLAN client but only from the WLAN client that includes in the Association Request a P2P Device ID = Peer Device ID (received in step 1). This is required to make sure that only the UE-B can associate and communicate with UE-A. 
4. The ProSe server A sends also a ProSe Group Setup Request to UE-B. This request may need to be routed via another ProSe server (as shown in Figure 6.X.Y.2.1-1) if UE-B is unknown to ProSe Server A, e.g. when UE-B has a ProSe subscription in another network. It is assumed that the ProSe server A can find the contact information of ProSe server B e.g. by performing a DNS query or by querying the HSS of UE-B.
The ProSe Group Setup Request sent to UE-B includes the same Mode sent previously to UE-A, i.e WLAN Direct. The following information elements are also included:

a. SSID: The same SSID sent to UE-A.

b. WLAN Secret Key: The same pre-shared key sent to UE-A.

c. WLAN Channel: The WLAN channel indicated by UE-A in step 2.

d. IP Address A and IP Address B: The IP addresses allocated by UE-A in step 2.

e. Implement Group Owner: In this case it is unset so that UE-B behaves as a WLAN Direct client that attempts to discover and associate with a GO (UE-A).

f. Device ID: The same as the Peer Device ID sent to UE-A in step 2.

5. UE-B accepts the request and responds with a ProSe Group Setup Response which is forwarded to ProSe server A.
6. The normal WLAN Direct procedure takes place for forming a direct group between UE-A and UE-B. In this context, UE-B associates and authenticates with UE-A, which functions as GO. In the association request UE-B includes the Device ID received by the network (in step 4). Finally, the two UEs assign IP addresses to their WLAN interfaces and the WLAN Direct group formation is completed. The two UEs belong now to a common IP network and can establish direct IP communication over WLAN.
6.X.Y.2.2
Network-initiated WLAN Direct Group Termination
The “network-initiated WLAN Direct group termination” procedure is initiated by the EPC network when it wants to disable two or more UEs to start P2P communication in WLAN Direct mode.
Editor’s Note: How the network can terminate a WLAN direct group is FFS.
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