SA WG2 Temporary Document

Page 3

SA WG2 Meeting #S2-98
S2-132827
15 - 19 July 2013, Valencia, Spain
(revision of S2-132431)
Source:
Intel
Title:
ProSe ad hoc solution for one-to-many communications 
Document for:
Approval
Agenda Item:
6.4
Work Item / Release:
ProSe / Rel-12
Abstract of the contribution: The contribution describes a solution for ProSe one-to-many communications referred to as ProSe ad hoc mode. It is intended for use in scenarios where the use of the ProSe Group Owner mode described in clause 6.2.1 is not possible (e.g. independently moving users, no apparent candidate for Group Ownership). The contribution also proposes input to Annex A describing a possible distributed floor control protocol that can be used together with ProSe ad hoc mode. It is proposed to agree the contribution for inclusion in TR 23.703.
######################### TEXT PROPOSAL FOR TR 23.703 #########################

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TS 22.278:  "Service requirements for the Evolved Packet System (EPS)".

[4]
3GPP TS 22.115: "Service aspects; Charging and billing".

[5]
3GPP TS 23.141: "Presence service; architecture and functional description".

[6]
3GPP TS 33.222: " Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

[7]
3GPP TS 33.220: " Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[8]
3GPP TS 22.468: "Group Communication System Enablers for LTE".

[9]
3GPP TS 23.271: " Functional stage 2 description of Location Services (LCS)".

[10]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".

[11]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[12]
RFC 4862: " IPv6 Stateless Address Autoconfiguration".
[x]
ETSI TR 102 300-3: "Terrestrial Trunked Radio (TETRA); Voice plus Data (V+D); Designers' guide; Part 3: Direct Mode Operation (DMO)"
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6.Y
Solution Y: ProSe communications in ad hoc mode

6.Y.1
Functional description

6.Y.1.1
General

The solution in this clause addresses the key issue “ProSe one-to-many communications” described in clause 5.12. It is designed to work out of network coverage, but can also be used when in coverage.

It is assumed that a UE supporting ProSe ad hoc mode also supports ProSe Group Owner mode described in clause 6.2.1. The user explicitly selects one or the other mode when wishing to engage in ProSe one-to-many communications.
The ProSe ad hoc mode should be used when the use of the ProSe Group Owner model is not possible (e.g. independently moving users, no apparent candidate for Group Ownership).

6.Y.1.2
System architecture

Depicted in Figure 6.y.1.2-1 is the architecture for ProSe one-to-many communications in ad hoc mode.
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Figure 6.y.1.2-1: Architecture for ProSe one-to-many communications in ad hoc mode
New or enhanced reference points:
PC5ah:
This is the “lower layer” (ProSe) reference point among UEs that reside within transmission range. It provides layer-2 multicast connectivity.

The salient features of this architecture are:

· It is entirely distributed (no single point of failure);

· When sending traffic to a group of receivers, the sender uses a multicast address in the Destination Layer-2 ID field of the layer-2 data frame;

· Collision detection on the transmitter’s side needs to be resolved due to the exclusive use of multicast delivery;

· There is no QoS support;

· The communication in the ad hoc network is layer-2 based (no IP; see NOTE1);
· Confidentiality and data integrity is enabled via static security keys configured in each UE. The sender of a data frame is authenticated implicitly - by being able to successfully encrypt the data using the static keys. On the receiving side, only UEs that are in possession of the static keys are able to successfully decrypt the received frames;
· There is no possibility for centralised floor control for Push-to-Talk applications. (An example of distributed floor control that works in conjunction with ProSe ad hoc mode is provided in Annex A.x.1).


NOTE 1:
From functional perspective there is no need for IP communication in the described architecture. However, addition of an IP “shim” layer in the protocol stack may be beneficial from implementation perspective.
As a minimum, the header of the layer-2 frame consists of the following fields:

· Destination Layer-2 ID: this identifier can take the form of a group (multicast) identifier;

· Source Layer-2 ID: this identifier is always set to the individual (unicast) identifier of the sender’s device;

The frame payload can contain various types of user data, including signalling messages for floor control, talk bursts, etc.
For each GCSE Group of which it is a member the Public Safety UE is configured with the following data:

· Layer-2 Group ID - a layer-2 identifier uniquely identifying this GCSE Group, and

· Group Master Key – a static security key that is common for all members of this GCSE Group. This key is used for derivation of encryption and integrity protection keys for all traffic sent within the group.

NOTE 2:
In addition to being uniquely identified by the Layer-2 Group ID, a GCSE Group may also be identified at the application layers via a unique App Group ID (e.g. a  SIP URI in the following format: sip:fire.brigade75@firstresponder.net). There is a 1:1 relationship between App Group ID and Layer-2 Group ID. The configuration of Layer-2 Group ID and App Group ID in the UE allows for consistent GCSE Group membership, regardless whether the UE takes part in GCSE Group communication in ProSe Group Owner or ProSe ad hoc mode or via a direct network connection. Refer to Annex A.x.1 for a possible GCSE Group identifier usage with distributed floor control and ProSe ad hoc communication.
All layer-2 frames carry Layer-2 Group ID in the Destination Layer-2 ID field. This applies both to frames carrying signalling messages for floor control and frames carrying user data. The Source Layer-2 ID field in all frames is set to the layer-2 identifier of the sender’s device. Upon reception of a layer-2 frame the receiver checks the Destination Layer-2 ID field to see whether it belongs to a GCSE Group of which it is a member. In the affirmative case the receiver proceeds by decryption of the frame payload using the static keys; otherwise, it discards the whole frame.

6.Y.2
Procedures

Editor’s Note: The PC5ah procedures for frame transmission are in the RAN realm. To support this solution the RAN groups need to define a mechanism for efficient collision detection on the transmitter side to the exclusive use of multicast delivery.
6.Y.3
Impact on existing entities and interfaces
The solution has no specification impact on existing RAN entities.

The solution has no specification impact on existing EPC entities.

6.Y.4
Solution evaluation

######################### NEXT CHANGE #########################
A.x
Floor Control
A.x.1
Example of distributed floor control for ProSe communications in ad hoc mode
Depicted in Figure A.x.1-1 is a possible architecture for GCSE communications over a network operating in ProSe ad hoc mode described in clause 6.Y.
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Figure A.x.1-1: Architecture for ProSe one-to-many communications in ad hoc mode
New or enhanced reference points:
PC5ah:
This is the “lower layer” (ProSe) reference point among UEs that reside within transmission range. It provides layer-2 multicast connectivity.

GC1ah:
This is the reference point between application clients residing in the UEs. It allows the UE to take part in direct ProSe one-to-many communication (i.e. without a relay). For applications that need it, this reference point supports distributed floor control.
One of the salient features of the ProSe ad hoc architecture described in clause 6.Y is the absence of a location for centralised floor control for applications that require it (e.g. Push-to-Talk). Figure A.x.1-2 attempts a system-level description of distributed floor control protocol that can be used in conjunction with the ProSe ad hoc architecture described in clause 6.Y. The figure focuses both on:

· Layer-2 aspects, such as layer-2 addressing and medium access protocol;

· Application layer aspects, such as application layer addressing and signalling messages for floor control.
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Figure A.x.1-2: Distributed floor control in the ProSe ad hoc architecture (clause 6.Y)
It is assumed that the Public Safety UE is configured with the following data for each GCSE Group of which it is a member:

· Layer-2 Group ID - the layer-2 identifier uniquely identifying this GCSE Group, and

· Group Master Key – a static security key that is common for all members of this GCSE Group. This key is used for derivation of encryption and integrity protection keys for all traffic sent within the group.

All layer-2 frames carry Layer-2 Group ID in the Destination Layer-2 ID field. This applies to both signalling messages and talk bursts. The Source Layer-2 ID field in all frames is set to the layer-2 identifier of the sender’s device.

Floor control for Push-to-Talk type of applications is performed with two signalling messages:

· FLOOR REQUEST (freq): used for seizing the floor for group communication to this specific Layer-2 Group ID;

· FLOOR RELEASE (frls): used for releasing the floor for group communication to this specific Layer-2 Group ID.

The payload of the FLOOR REQUEST message may include the following parameters:

· Msg ID: a signalling message identifier (set to “FLOOR REQUEST”);

· App Personal ID: an application layer identifier of the sender (e.g. sip:john.doe@first.net). This is needed for sender’s identification, given that the layer-2 identifier of the sender’s device (“UE A’s L2 ID” in Figure A.x.1-2) may be meaningless to the other GCSE Group members;

· App Group ID: an application layer identifier of the GCSE Group (e.g. sip:fire.brigade75@first.net). This is an optional parameter that may be included for disambiguation purposes e.g. if for some reason the Layer-2 Group ID address contained in the Destination Layer-2 ID field is not globally unique. There is a 1:1 relationship between App Group ID and Layer-2 Group ID;

· Other…
When a UE wishes to seize the floor (which in a Push-to-Talk application typically corresponds to the user pressing the “Talk” button), it first checks whether the floor is busy by listening to the traffic exchanged on the medium. If the floor is found to be free, the UE attempts to seize the floor by transmitting several FLOOR REQUEST (“freq”) signalling messages. The reason for sending multiple identical signalling messages is for robustness purposes: it is expected that consecutive transmission of identical signalling messages may improve the chances for successful reception in the receivers.

NOTE 1:
The repetition of signalling messages for floor control depicted in Figure A.x.1-2 is just an example on how to improve robustness at the “upper layers”. The RAN groups may also design a “lower layer” solution for more reliable transport of certain frames (notably, those carrying messages for floor control), when requested to do so by the upper layers.
Subsequent to the frame carrying the last FLOOR REQUEST message the sender starts transmitting the talk burst frames (“tb”). All other group members refrain from seizing the floor until the floor is cleared.
At the end of the talk burst frame train (e.g. when the sender releases the “Talk” button) the sender’s UE transmits several consecutive FLOOR RELEASE (“frls”) signalling messages indicating to other group members that they can attempt seizing the floor (i.e. they can attempt a “changeover”).

In reference to Figure A.x.1-2, as soon as UE A releases the floor (by sending consecutive FLOOR RELEASE messages), UE B attempts to seize the floor by transmitting consecutive frames carrying the FLOOR REQUEST signalling message.
The interactions between the distributed floor control protocol and the MAC protocol are further clarified in Figure A.x.1-3. It is assumed there are five UEs in proximity of each other. At the application layer they are grouped in two GCSE groups: GCSE group A (including UE_A1, UE_A2 and UE_A3) and GCSE group B (including UE_B1 and UE_B2). It is also assumed that the MAC protocol relies on RTS/CTS (Request-To-Send / Clear-To-Send) control frames for collision detection. Given that the data frames are always sent on a multicast address, it is assumed that the RTS/CTS control frames are exchanged with a selected adjacent device. Note that the use of RTS/CTS is a MAC layer concept and can be used in conjunction with the repetition of signalling messages (“freq”, “frls”) for floor control described in Figure A.x.1-2.
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Figure A.x.1-3: Interactions between distributed floor control and MAC protocols
1. UE_A1 has already seized the floor in GCSE group A and transmits a talk burst train destined to members of GCSE group A (i.e. the Destination Layer-2 ID field in all layer-2 frames is set to a value uniquely identifying GCSE group A). Although UE_B4 and UE_B5 are within transmission range, they filter the received layer-2 frames without forwarding them to the upper layers.

2. At the end of the talk burst train of UE_A1 (indicated by the reception of FLOOR RELEASE signalling message) the user of UE_A3 presses the “talk” button in order to initiate a “changeover”. This results in the GCSE application client residing in UE_A3 to send the identity of UE_A1 to the lower layers, so that the lower layers can initiate a directed RTS.

3. UE_A3 sends a directed RTS control frame to UE_A1, as suggested by the upper layers.

4. UE_A1 responds to UE_A3 with a CTS.

5. UE_A3 can now seize the floor in GCSE group A (sending a FLOOR REQUEST signalling message) and start sending a talk burst train. Note that for individual layer-2 frames carrying talk burst frames UE_A3 has the option of either preceding the talk burst frames with RTS/CTS (e.g. for increased reliability) or not. If it decides to use RTS/CTS, it may still direct them to the last talker (UE_A1), as was suggested by the upper layers upon the last “changeover”, or decide to direct them to any other UE of whose presence it is aware.

6. At some point UE_B2 wishes to seize the floor in GCSE group B in order to start a new GCSE dialogue. Given that UE_B2 has filtered all frames sent on the GCSE group A’s Layer-2 Group ID, it is not aware of the talk burst train boundaries in GCSE group A and may attempt to seize the transmission medium at any point. This being a new dialogue, the application client residing in UE_B2 makes no suggestion for directed RTS to the lower layers, leaving them to select a target device on their own.

7. With regard to the recent activity of UE_A3 (with whom UE_B2 is completely unaffiliated), the lower layers in UE_B2 decide to send a directed RTS to UE_A3, etc.

NOTE 2: The floor control messages FLOOR REQUEST and FLOOR RELEASE correspond to the SETUP (“su”) and TX_CEASED (“txc”) messages in the TETRA DMO specification (ETSI TR 102 300-3 [x]). Although the meaning of these messages is similar, there is one major difference that is worth clarifying. TETRA DMO provides a “circuit”-like bearer service and the SETUP/TX_CEASED messages are used for seizing/releasing both the floor and the medium (i.e. a TETRA DMO channel). In other words, when a device seizes the floor, the medium too is reserved continuously until either the sender relinquishes the overall resource (floor + medium) or a timer expires. Even when the sender is not effectively transmitting on the medium, the radio resource is still reserved for a certain period of time (referred to as the “reservation period” in [x]) in order to allow for “changeover” on the same call, the changeover on the same group call having higher priority compared to a completely unrelated group call. During this “reservation period”, the TETRA DMO frame structure provides special time slots that can be used by other UEs to contend for the “changeover” or for pre-emption of the radio resource (e.g. allowing someone to place an emergency call). In contrast, the FLOOR REQUEST and FLOOR RELEASE messages for distributed floor control are used only for seizing/ releasing the floor within a specific GCSE group, whereas access to the medium is controlled by a MAC protocol. The ProSe ad hoc communication medium being frame-switched, UEs that have seized the floor within their GCSE group may still have to contend for access to the medium with UEs in unrelated adjacent GCSE groups. This contention-based access is performed for every single frame. In reference to Figure A.x.1-3 this means that the talk burst frames destined to GCSE group A (step 5) will likely be interleaved on frame-by-frame basis with the talk burst frames destined to GCSE group B (step 9).
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