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Abstract of the contribution: This paper proposes to provide an illustration of how stage 3 protocol specification should look like (even if the actual work is CT1 responsibility) in solution #1 WLCP and potentially solution #10 WCS. A few IEs are reused from TS 24.008, a subset of the state machine from TS 24.008 are also reused.
Discussion
Solutions #1 (Tunnelled approach with dedicated UE-TWAG control protocol) and #10 (WCS Solution) refer to TS 24.008 for the SaMOG control plane protocol between the UE and the TWAG (denoted WLCP in solution #1 and WCS in solution #10). 
Specifically, solution #1 states that TS 24.008 NAS Session Management "is the starting point" for WLCP protocol design:

"The NAS SM defined in 3GPP TS 24.008 is the starting point for the WLCP protocol design, and a subset of the SM functionality is used. Specifically:

· Only basic PDP Context Activation/Deactivation procedures are needed. No secondary PDP context procedure is considered. Activate PDP Context Request/Accept/Reject and Deactivate PDP Context Request/Accept are used.

· Some parameters not needed (e.g. QoS, etc.) others possibly updated (e.g. protocol options), with stage 3 defining such details

· No eMBMS is considered

· No support of emergency PDN connection is considered in release 12

· LIPA functionality not required

Basing WLCP on 3GPP TS 24.008 enables the separation of the attach procedure from the connectivity procedures, i.e. it allows the device to be attached without having an active PDN connection and does not require the device to initiate a detach after the device has disconnected all PDN connections. 

NAS SM assumes the presence of a GMM state machine. For WLCP, no GMM is needed, and it is assumed that a successful EAP authentication and AP association brings the device in a state where WLCP can be used.

Any functionality, procedure (including network-initiated ones) and parameters defined for existing NAS in 24.008 or 24.301 can be re-used if determined needed later (e.g. low priority indication, QoS support, etc.)."

"NAS SM defined in TS 24.008 is the starting point for WLCP protocol design" may be interpreted as requiring the implementation of an important part of that TS 24.008. In reality, the needs for the design of WLCP (or WCS) protocol are much smaller than what is specified in TS 24.008. Here it is proposed to provide, as an illustration of what should be meant by "starting point for WLCP protocol design", the detailed states in UE as well as in network, the transitions between those states, the list of WLCP messages with their structure and IEs description, and when appropriate for specific IEs, the reference to the IEs already used in TS 24.008 or TS 24.007.

Proposal

It is proposed to add an annex in TR 23.852, and a pointer from solution #1. 

* * * First change * * * *
Annex X
 Illustration of expected stage 3 WLCP protocol specification
This annex shows an illustration (the actual work is CT1 responsibility) of what could be the WLCP (or WCS) protocol stage 3 specification. This illustration took the same document organization from TS 24.008 Session Management and, derived from what is done in that specification, describes the detailed states in UE as well as in network, the transitions between those states, the list of WLCP messages with their structure and IEs description, and when appropriate for specific IEs, the reference to the IEs already used in TS 24.008 or TS 24.007. 

Values of Protocol Discriminator, Transaction Identifier and Cause will be defined in stage 3.

Timers will be defined in stage 3.
X.1
WLCP PDN connection management

X.1.1
General

The main function of the WLCP PDN connection management (WCM) is to support PDN connection handling of the user terminal in Trusted WLAN. 

The WCM comprises procedures for identified PDN connectivity establishment and release. 
SM procedures for identified access can only be performed if the UE has been authenticated and authorized by the TWAN.
X.1.2
WLCP PDN connection management states

In this subclause, the WCM states are described for one WCM entity. Each WCM entity is associated with one PDN connection. Subclause X.1.3 describes the WCM states in the UE and subclause X.1.4 describes the WCM states on the network side. 

X.1.3
WLCP PDN connection management states in the UE
In this subclause, the possible states of a WCM entity in the mobile station are described. As illustrated in figure X.1.3-1 there are four WCM states in the UE.

X.1.3.1
WCM-INACTIVE

This state indicates that no PDN connection exists.

X.1.3.2
WCM-ACTIVE-PENDING

This state exists when PDN connection establishment was requested by the UE.

X.1.3.3
WCM-INACTIVE-PENDING

This state exists when deactivation of the PDN connection was requested by the UE.

X.1.3.4
WCM-ACTIVE

This state indicates that the PDN connection is active. 
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Figure X.1.3-1: WLCP PDN connection management states for PDN connection handling in the UE (overview)

X.1.4
WLCP PDN connection states on the network side

In this subclause, the possible states of an WCM entity on the network side are described. As illustrated in figure X.1.4-1 there are three WCM states on the network side.

X.1.4.1
WCM-INACTIVE

This state indicates that the PDN connection is not active.

X.1.4.3
WCM-INACTIVE-PENDING

This state exists when PDN disconnection was requested by the network.

X.1.4.4
WCM-ACTIVE

This state indicates that the PDN connection is active.
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Figure X.1.4-1: WLCP/WCS PDN connection management states for PDN connectivity handling on the network side (overview)

X.1.5
Message Type

The message type IE and its use are defined in 3GPP TS 24.007 [x]. Table X.1 defines the value part of the message type IE used in the PDN connection protocol between UE and Trusted WLAN.

Table X.1: PDN connection management messages
	PDN connection management messages
	Reference

	 PDN CONNECTIVITY REQUEST
	X.1.6

	 PDN CONNECTIVITY RESPONSE
	X.1.7

	 PDN DISCONNECTION REQUEST
	X.1.8

	 PDN DISCONNECTION RESPONSE
	X.1.9


Table X.2: Message types for PDN connection management
	Bits
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X.1.6
PDN CONNECTIVITY REQUEST
NOTE: 
This message is denoted "establishment of a new per-UE-and-PDN point-to-point link "in solution #1, and "WCS Attach Request" or "WCS PDN Connectivity Request" in solution #10

This message is sent by the mobile station to the network to request a new PDN connection.

Message type:
PDN CONNECTIVITY REQUEST

Direction:

mobile station to network

Table X-1: PDN CONNECTION REQUEST message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Connection management
	Protocol discriminator
	M
	V
	

	
	protocol discriminator
	X.1.6.1
	
	
	

	
	Transaction identifier
	Transaction identifier
	M
	V
	

	
	
	X.1.6.2
	
	
	

	
	PDN Connectivity Request
	Message type
	M
	V
	

	
	message identity
	X.1.6.3
	
	
	

	
	Request type
	Request type
	M
	V
	

	
	
	X.1.6.4 
	
	
	

	
	Requested APN
	Access Point Name
	O
	 TV
	

	
	
	X.1.6.5 
	
	
	

	
	PDP address
	PDP address
	M
	 TV
	

	
	
	X.1.6.6 
	
	
	

	
	PCO
	Protocol configuration options
	O
	TV
	

	
	
	X.1.6.7 
	
	
	


X.1.6.1
Protocol discriminator
The Protocol Discriminator (PD) IE and its use are defined in 3GPP TS 24.007 [x]. 
X.1.6.2
Transaction Identifier 

The transaction identifier IE and its use are defined in 3GPP TS 24.007 [x]. 

X.1.6.3
Message type
The message type IE and its use are defined in 3GPP TS 24.007 [x]. The value is defined in X.1.5
X.1.6.4
Request Type
This IE is included in the message to indicate whether the PDN connectivity request is for a handover from a non-3GPP access network or for initial connectivity for the PDN. This IE is defined in clause 10.5.6.17 of TS 24.008.

X.1.6.5
Access Point Name 
This IE is included in the message when the UE selects a specific external network to be connected to. This IE is defined in clause 10.5.6.1 of TS 24.008.
X.1.6.6
PDP address
This IE includes the PDP Type and may also include the address information. This IE is defined in clause 10.5.6.4 of TS 24.008.
X.1.6.7
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network. This IE is defined in clause 10.5.6.3 of TS 24.008.
X.1.7
PDN CONNECTIVITY RESPONSE
NOTE: 
This message is denoted "response to the establishment of a new per-UE-and-PDN point-to-point link "in solution #1, and "WCS Attach Accept" or "WCS PDN Connectivity Accept" in solution #10

This message is sent by the network to the network to acknowledge a PDN connection request.

Message type:
PDN CONNECTIVITY RESPONSE
Direction:

network to mobile station
Table X-1: PDN CONNECTIVITY RESPONSE message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Connection management
	Protocol discriminator
	M
	V
	

	
	protocol discriminator
	X.1.7.1
	
	
	

	
	Transaction identifier
	Transaction identifier
	M
	V
	

	
	
	X.1.7.2
	
	
	

	
	PDN Connectivity Response
	Message type
	M
	V
	

	
	message identity
	X.1.7.3
	
	
	

	
	Cause
	Cause
	M
	V
	

	
	
	X.1.7.4
	
	
	

	
	PDN connection ID
	PDN connection identity

X.1.7.5
	M
	 LV
	

	
	Access Point Name
	Access Point Name
	M
	 TV
	

	
	
	X.1.7.6
	
	
	

	
	PDP address
	PDP address
	M
	 TV
	

	
	
	X.1.7.7
	
	
	

	
	PCO
	Protocol configuration options
	O
	TV
	

	
	
	X.1.7.8
	
	
	


X.1.7.1
Protocol discriminator
The Protocol Discriminator (PD) and its use are defined in 3GPP TS 24.007 [x]. 
X.1.7.2
Transaction Identifier 

The transaction identifier and its use are defined in 3GPP TS 24.007 [x].
X.1.7.3
Message type
The message type IE and its use are defined in 3GPP TS 24.007 [x]. The value is defined in X.1.5
X.1.7.4
PDN Connection ID
This IE includes the PDN Connection ID allocated by the network.

X.1.7.5
Access Point Name 
If the UE has provided the Requested APN in the PDN Connection Request, this IE includes the same Access Point Name. Otherwise, this IE includes the Default Access Point Name allocated by the network. This IE is defined in clause 10.5.6.1 of TS 24.008.
X.1.7.6
PDP address
This IE shall be included by the network if the UE has requested the activation of a PDP context with the PDP type IPv4 or IPv6 or IPv4v6 and dynamic addressing. This IE is defined in clause 10.5.6.4 of TS 24.008.
X.1.7.7
Protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE. This IE is also included to indicate the selected Bearer Control Mode to be applied for all active PDP contexts sharing the same PDP Address and APN. This IE is defined in clause 10.5.6.3 of TS 24.008.

X.1.7.8
Cause
This IE is included to indicate whether the network has accepted the requested PDN connectivity with restrictions, accepted the requested PDN connectivity without restrictions, or rejected the requested PDN connectivity, and also indicate the restrictions or the cause of the rejection.
X.1.8
PDN DISCONNECTION REQUEST
NOTE: 
This message is denoted "PDN Disconnection Request" in solution #1 and solution #10

This message is sent by the mobile station or the network to the network to release an existing PDN connection.

Message type:
PDN DISCONNECTION REQUEST

Direction:

both
Table X-1: PDN DISCONNECTION REQUEST message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Connection management
	Protocol discriminator
	M
	V
	

	
	protocol discriminator
	X.1.8.1
	
	
	

	
	Transaction identifier
	Transaction identifier
	M
	V
	

	
	
	X.1.8.2
	
	
	

	
	PDN Disconnection Request
	Message type
	M
	V
	

	
	message type
	X.1.8.3
	
	
	

	
	PDN connection ID
	PDN connection identity

X.1.8.4
	M
	 LV
	

	
	Disconnection Cause
	Cause
	M
	 LV
	

	
	
	X.1.8.5
	
	
	

	
	PCO
	Protocol configuration options
	O
	TV
	

	
	
	X.1.8.6
	
	
	


X.1.8.1
Protocol discriminator
The Protocol Discriminator (PD) and its use are defined in 3GPP TS 24.007 [x]. 
X.1.8.2
Transaction Identifier 

The transaction identifier and its use are defined in 3GPP TS 24.007 [x].
X.1.8.3
Message type
The message type IE and its use are defined in 3GPP TS 24.007 [x]. The value is defined in X.1.5
X.1.8.4
PDN Connection ID
This IE includes the PDN Connection ID allocated by the network.

X.1.8.5
Cause
This IE is included to indicate the cause of the PDN disconnection.
X.1.8.6
Protocol configuration options
This IE is included in the message when the UE or the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the peer entity. This IE is defined in clause 10.5.6.3 of TS 24.008.

X.1.9
PDN DISCONNECTION RESPONSE
NOTE: 
This message is denoted "PDN Disconnection Response" in solution #1 and solution #10

This message is sent by the network or the mobile station to the network to acknowledge a PDN disconnection.

Message type:
PDN DISCONNECTION RESPONSE
Direction:

both
Table X-1: PDN DISCONNECTION RESPONSE message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Connection management
	Protocol discriminator
	M
	V
	

	
	protocol discriminator
	X.1.9.1
	
	
	

	
	Transaction identifier
	Transaction identifier
	M
	V
	

	
	
	X.1.9.2
	
	
	

	
	PDN Disconnection Request
	Message type
	M
	V
	

	
	message type
	X.1.9.3
	
	
	

	
	PDN connection ID
	PDN connection identity

X.1.9.4
	M
	 LV
	

	
	PCO
	Protocol configuration options
	O
	TV
	

	
	
	X.1.9.5
	
	
	


X.1.9.1
Protocol discriminator
The Protocol Discriminator (PD) and its use are defined in 3GPP TS 24.007 [x]. 
X.1.9.2
Transaction Identifier 

The transaction identifier and its use are defined in 3GPP TS 24.007 [x].
X.1.9.3
Message type
The message type IE and its use are defined in 3GPP TS 24.007 [x]. The value is defined in X.1.5
X.1.9.4
Protocol configuration options
This IE is included in the message when the UE or the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the peer entity. This IE is defined in clause 10.5.6.3 of TS 24.008.

* * * Next change * * * *
8.2.1.1.3.2 
WLCP

A UE-TWAG protocol is needed to control (i.e. setup and teardown) the per-PDN point-to-point link. This protocol is denoted as WLCP (WLAN Control Protocol). WLCP is a protocol defined by 3GPP and is transported above the layer 2. WLCP is not an IP protocol and sits below the IP layer. 

WLCP provides any foreseeable session management functionality required for PDN connections (based on the PDN connection management defined over the cellular link):
· Establishment of PDN connections
· Handover of PDN connections
· Request the release of a PDN connections by the UE or notify the UE of the release of a PDN connection

· IP address assignment (both IPv4 and IPv6 address assignment mechanisms defined for NAS can be applied, e.g. the delivery of the IPV4 address through WLCP, DHCPv4, and the use of SLAAC for IPv6)

· PDN parameters management

· APN, PDN/PDP type, address, PCO, request type. Etc. 
· As described in clause 8.2.1.1.1, a User Plane Connection ID (GRE key or VLAN ID) value is needed to differentiate PDN connections. When establishing a new per-UE-and-PDN point-to-point link using WLCP, the network decides upon this User Plane Connection ID value and returns it to the UE using WLCP.

The WLCP may need to support functionality to verify the availability of the UE (i.e. if the UE is still connected to a WLAN AP) if existing mechanisms as described for Trusted WLAN Access in rel-11 would not to be sufficient. 

WLCP applies to the support of multiple PDN connections and enables a UE behavior similar to behavior over cellular link. WLCP is a protocol running between the UE and the TWAG, thus the intermediate nodes (e.g. AP) between the UE and the TWAG do not need to support / understand WLCP. 

The NAS SM defined in 3GPP TS 24.008 is the starting point for the WLCP protocol design, and only a subset of the SM functionality is required. Specifically:

· Only basic PDP Context Activation/Deactivation procedures are needed. No secondary PDP context procedure is required. 
· Some parameters not needed (e.g. QoS, etc.) others possibly updated (e.g. protocol options), with stage 3 defining such details

· eMBMS is not required
· Support of emergency PDN connection is not required in release 12

· LIPA functionality not required

Basing WLCP design on TS 24.008 rather on TS 24.301 enables the separation of the attach procedure from the connectivity procedures, i.e. it allows the device to be attached without having an active PDN connection and does not require the device to initiate a detach after the device has disconnected all PDN connections. 

NAS SM assumes the presence of a GMM state machine. For WLCP, no GMM is needed, and it is assumed that a successful EAP authentication and AP association brings the device in a state where WLCP can be used.

Any functionality, procedure (including network-initiated ones) and parameters defined for existing NAS in TS 24.008 or TS 24.301 may also be the base for WLCP enhancements if determined needed later (e.g. low priority indication, QoS support, etc.).

An illustration (the actual work is CT1 responsibility) of what could be the WLCP protocol stage 3 specification, based on the above, is described in Annex X.

NOTE 1: it is up to stage 3 to define aspects such as segmentation, retransmission, etc. since these have already been solved for existing NAS and CT1 has the expertise to address these aspects. 

NOTE 2: security considerations for WLCP are for SA3 to discuss, e.g. need for integrity protection, whether the underlying security resulting from a successful EAP authentication suffice, etc.
8.2.1.1.3.2.1 
WLCP Transport

WLCP is transported above layer 2. A new EtherType indicating the control protocol needs to be defined by IEEE. The payload of such frame contains the control protocol message. Various solutions are possible for structuring the control protocol frame. As an example, the control signalling can use the same frame format as user plane signalling, i.e. with an intermediate GRE/VLAN header also for control signalling. Alternatively, this intermediate layer is omitted for control signalling. The detailed frame format can be left to stage 3 to decide.
When the UE does not yet know the TWAG MAC address, the UE uses MAC broadcast to reach the TWAG.
* * * End of changes * * * *
3GPP
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