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Abstract of the contribution: This contribution discusses a protocol entity providing ProSe services to upper layers, its functions and expected services provided by lower layers. It is proposed to introduce a new subclause under section 4 of TR 23.703 capturing the corresponding requirements and assumptions. 
1
Introduction

The reference architecture model in TR 23.703 v0.4.1 introduced the reference entities and interfaces. The ProSe applications utilize the ProSe capability of the system. It is not clear how the ProSe capabilities are made available for the ProSe applications in the reference architecture. In order to provide ProSe capabilities to the ProSe application, it is proposed to introduce an entity providing ProSe services to the application in the UE. This document discusses what functions shall be supported by such entity and what services the entity expects from the lower layers and what services it offers to the upper layers (ProSe applications).
2 
Discussion

2.1 
ProSe Functions

We can assume that a ProSe-enabled UE includes a single ProSe Entity which provides services to upper layers hereafter referred as the ProSe Service User and performs ProSe related functions. Further, the ProSe Entity expects some services to be provided by lower layers. The ProSe Entity in UE communicates with a peer ProSe entity in the ProSe Function entity in the network (shown in the reference architecture model [1]) or in other UE. 
The ProSe Entity should provide the following services to upper layers
-
registration for ProSe services;

-
enabling/disabling of discoverability;

-
discovery of ProSe Service User(s) in proximity.


The following is stated among the SA1 requirements:

“The EPS shall ensure that the confidentiality and integrity of both user data and network signalling over the ProSe Communication path and ProSe-assisted WLAN direct communication path to a level comparable with that provided by the existing 3GPP system.
Existing 3GPP security mechanisms shall be reused whenever possible and appropriate.”

We can conclude that the ProSe Entity could rely on integrity protection and ciphering already available in 3GPP system for the communication between the UE and the network. On the other hand, the functions of lower layers need to be enhanced to provide the security mechanisms for ProSe direct communication in unicast, multicast and broadcast modes. The lower layers should provide services for information transfer to the ProSe Entity obviously. It is not certain at this stage whether segmentation and concatenation should be also provided by lower layers because the size of ProSe PDUs and constrains of lower layers in regard to the transmission of ProSe information is not known. 
The ProSe Entity expects the following services from lower layers

-
integrity protection and ciphering;

-
reliable and in-sequence delivery of information, with duplication avoidance .

The ProSe Entity includes the following functions

-
registration for ProSe services with the ProSe Function entity in the network; 

-
discoverability;

-
discovery;

-
control information transfer
2.2
ProSe Entity Functions

2.2.1
Registration

The registration function includes
-
authorization for use of ProSe services from the ProSe Function entity; and
-
authorization of the upper layer entity for the use of ProSe discovery and/or ProSe discoverability
2.2.2
Discoverability

The discoverability function is offered to the upper layers through the discoverability service. The function is used to make a registered upper layer entity discoverable by peer upper layer entities registered for the discovery in ProSe Entities on other UEs. In the request for the discoverability service, the upper layer indicates the type of discoverability: open or restricted. If restricted discovery is requested, the upper layer shall also provide permissions as to which peer upper layer entities are permitted or prohibited to discover. EPS shall use the permission information to execute the restrictions as specified in TS 22.278, see below.
“The permission to be discoverable is given by the user and shall be executed by the EPS, subject to operator control, on a per-application basis.”
The ProSe entity shall only notify the permitted upper layers about the peer upper layer entity in proximity, see subclause 2.2.3.
2.2.3
Discovery

The ProSe Entity performs the discovery function to determine there is a UE of interest in proximity. The relation “UE of interest” is described by the requirements in 22.278 as follows

“ProSe Discovery shall be able to determine whether or not other ProSe-enabled UEs are of interest to a discovering ProSe-enabled UE. A ProSe-enabled UE is of interest to a discovering ProSe-enabled UE if its proximity needs to be known by one or more authorised applications.” 
From the ProSe Entity point of view, the discovery function is finding out 

-
whether or not there is a peer ProSe Entity on a UE in proximity; and

-
whether or not there is an upper layer registered for discoverability with the ProSe services in the peer ProSe Entity; and

-
whether or not the ProSe Entity  is permitted to discover the peer ProSe Entity (optional for UE/subscription level open/restricted discovery in 3GPP internally); and
-
whether or not the ProSe Entity has an upper layer registered for discovery which should be notified about the proximity of the upper layer registered for discoverability in the peer ProSe Entity; and

-
whether or not the ProSe Entity is permitted to indicate the proximity of the upper layer (ProSe Entity User) registered for discoverability in the peer ProSe Entity, to the upper layer (ProSe Entity User) registered for discovery (the open/restricted discovery at the application layer).
At least two ProSe Entities are involved in the discovery process:

-
a discovering ProSe Entity; and

-
a discoverable ProSe Entity.

The discovering ProSe Entity performs the discovery upon request from the upper layers by:

-
optionally, sending a discovery request message to peer ProSe Entities in proximity so they transmit a discovery message;

-
the reception of a discovery message from a peer ProSe Entity.

The discoverable ProSe Entity can be configured to transmit a discovery message:

-
upon reception of a discovery request message; and/or

-
periodically.

There are certain requirements on the discovery request message and the discovery message:

1. When the discoverable ProSe Entity receives a discovery request message, the ProSe Entity shall be able to determine/verify whether the request has been sent from a discovering ProSe Entity which is authorized to discover the discoverable ProSe Entity. However, the discoverable ProSe Entity shall be able to discover the discovering ProSe Entity only if this entity is also discoverable to the discoverable ProSe Entity. 

2. The system shall ensure that the discovery message can be correctly interpreted only by the discovering ProSe Entities which are authorized to discover the discoverable ProSe Entity.

2.2.4 
Control Information Transfer

The control information transfer includes functions for information transfer between the ProSe Entity and the ProSe Function entity, and between the peer ProSe Entities.
Conclusions
The provisioning of ProSe capabilities to the upper layers (ProSe applications) is discussed. For this purpose, ProSe Entity is introduced. The ProSe Entity offers the ProSe capabilities (registration, discoverability, discovery) through well-defined service access points. It is proposed to introduce the ProSe Entity in section 4.X in the TR.
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*** Changes to TR 23.703 v0.4.1***
4.X
ProSe Functions

4.X.1
General

The ProSe Entity should provide the following services to upper layers

-
registration for ProSe services;

-
enabling/disabling of discoverability;

-
discovery of ProSe Service User(s) in proximity.

The ProSe Entity expects the following services from lower layers

-
integrity protection and ciphering;

-
reliable and in-sequence delivery of information, with duplication avoidance .

The ProSe Entity includes the following functions

-
registration for ProSe services with the ProSe Function entity in the network; 

-
discoverability;

-
discovery;

-
control information transfer.

4.X.2
ProSe Entity Functions

4.X.2.1
Registration

The registration function includes

-
authorization for use of ProSe services from the ProSe Function entity; and

-
authorization of the upper layer entity for the use of ProSe discovery and/or ProSe discoverability
4.X.2.2
Discoverability

The discoverability function is offered to the upper layers through the discoverability service. The function is used to make a registered upper layer entity discoverable by peer upper layer entities registered for the discovery in ProSe Entities on other UEs. In the request for the discoverability service, the upper layer indicates the type of discoverability: open or restricted. If restricted discovery is requested, the upper layer shall also provide permissions which peer upper layer entities are permitted or prohibited to discover. EPS shall use the permission information to execute the restrictions (This function may be available only if the discovery is performed under the coverage).
The ProSe entity shall only notify the permitted upper layers about the peer upper layer entity in proximity, see subclause 4.X.2.3.
4.X.2.3
Discovery
The ProSe Entity performs the discovery function to determine there is a UE of interest in proximity. The relation “UE of interest” is described by the requirements in 22.278 as follows

“ProSe Discovery shall be able to determine whether or not other ProSe-enabled UEs are of interest to a discovering ProSe-enabled UE. A ProSe-enabled UE is of interest to a discovering ProSe-enabled UE if its proximity needs to be known by one or more authorised applications.” 
From the ProSe Entity point of view, the discovery function is finding out 

-
whether or not there is a peer ProSe Entity on a UE in proximity; and

-
whether or not there is an upper layer registered for discoverability with the ProSe services in the peer ProSe Entity; and

-
whether or not the ProSe Entity  is permitted to discover the peer ProSe Entity (optional for UE/subscription level open/restricted discovery in 3GPP internally); and
-
whether or not the ProSe Entity has a upper layer registered for discovery which should be notified about the proximity of the upper layer registered for discoverability in the peer ProSe Entity; and

-
whether or not the ProSe Entity is permitted to indicate the proximity of the upper layer (ProSe Entity User) registered for discoverability in the peer ProSe Entity to the upper layer (ProSe Entity User) registered for discovery (the open/restricted discovery at the application layer).

At least two ProSe Entities are involved in the discovery process:

-
a discovering ProSe Entity; and

-
a discoverable ProSe Entity.

The discovering ProSe Entity performs the discovery upon the request from the upper layers by:

-
optionally, sending a discovery request message to peer ProSe Entities in proximity so they transmit a discovery message;

-
the reception of a discovery message from a peer ProSe Entity.

The discoverable ProSe Entity can be configured to transmit a discovery message:

-
upon reception of a discovery request message; and/or

-
periodically.

There are certain requirements on the discovery request message and the discovery message:

1. When the discoverable ProSe Entity receives a discovery request message, the ProSe Entity shall be able to determine/verify whether the request has been sent from a discovering ProSe Entity which is authorized to discover the discoverable ProSe Entity. However, the discoverable ProSe Entity shall be able to discover the discovering ProSe Entity only if this entity is also discoverable to the discoverable ProSe Entity. 

2. The system shall ensure that the discovery message can be correctly interpreted only by the discovering ProSe Entities which are authorized to discover the discoverable ProSe Entity.

4.X.2.4
Control Information Transfer

The control information transfer includes functions for information transfer between the ProSe Entity and the ProSe Function entity in the network, and between the peer ProSe Entities in UEs.
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