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Abstract of the contribution: This contribution provides evaluation of overload control for device triggering solution documented in TR23.887.
1 Proposal

Clarification of overload control for T4 is proposed. Also the evaluation to overload control for device triggering is proposed for TR 23.887.

****************************************FIRST CHANGE******************************************

5.2.1.3.1
Solution: Overload Control for Device Triggering

5.2.1.3.1.1
General

For Device Triggering, a SCS can send a trigger over Tsp interface to an MTC-IWF for trigger delivery over T4 to SMS-SC [3] or over T5 to MME/SGSN directly. There are following parts for overload control for device triggers: 
1.
The MTC-IWF supports load control functionality to indicate SCSs over Tsp interface to limit trigger loads generated on it. This is described in clause 5.2.1.3.1.1.1.

2.
The MME/SGSN/SMS-SC and MTC-IWF supports overload control functionality to allow the MME/SGSN/SMS-SC to limit trigger loads generated on it over T5b/T5a/T4 interface. This is described in clause 5.2.1.3.1.1.2.
5.2.1.3.1.1.1
MTC-IWF Control of Trigger Load over Tsp to SCS(s)

The use of the load control on MTC-IWF is for handling of signalling load and avoiding signalling overload from the SCSs sending triggering requests to target UEs.
The MTC-IWF can relay the overload/congestion status provided by the core network entity (SMS-SC/SGSN/MME) and the associated parameters (e.g., back-off timer) for overload control to the SCS(s). On receiving the overload/congestion information, the SCS(s) shall suppress the device trigger requests to the core network as per the instruction in the associated parameters.
The MTC-IWF can detect the trigger load associated with a particular SCS and perform the load control based on criteria such as: the ingress/service rate of triggers from a specific SCS, the aggregate ingress/service rates from all SCSs, the maximum number of queuing trigger requests from a specific SCS or all SCSs, one or multiple MMEs/SGSNs/SMS-SCs indicate congestion to the MTC-IWF, or setting in network management.
The MTC-IWF and SCSs support the load control functionalities over the Tsp interface in the following manners:
· The MTC-IWF checks quota or the trigger submission rate over Tsp of the authorized SCS.
· The MTC-IWF indicates the SCS to control trigger load by sending an appropriate message over Tsp interface with optional IEs indicating Tsp suppression parameters, including suppression factor, suppression duration or the suppression subcategories, e.g. a priority type, a specific TCP/UDP port, etc., to suppress the triggers sending from one or more SCSs, where the suppression factor indicates the percentage of triggers that is expected to receive from the SCS, the suppression duration indicates the duration the trigger suppression is expected to last, and the suppression subcategories further indicates the specific type of triggers to be suppressed.
· The MTC-IWF can inform the SCS for the failure trigger delivery with an appropriate failure cause and optionally indicating a suppression duration for the specific UE for preventing further trigger requests sending from the SCS to this UE.

· The MTC-IWF reports the failure of the trigger delivery (e.g. indicates that the cause of the failure delivery is due to network congestion) to the SCS.

· The SCS sends Device Trigger Request message based on authorized trigger submission rate or based on trigger suppression parameters received from the MTC-IWF.

· The MTC-IWF and SCSs should take priority of trigger into consideration for load control, e.g. not suppress triggers with high priority.

With load control mechanism at MTC-IWF, it is anticipated that the trigger load generated by each SCS to the MTC-IWF is handled well. However under certain circumstances, e.g. network congestion on the MME/SGSNs, the MTC-IWF may also need to suppress triggers delivery to the congested MME/SGSNs as detailed in the following subclause.

5.2.1.3.1.1.2
Control of Trigger Load over T4

TS29.337 has developed a Diameter result code “DIAMETER_ERROR_SC_CONGESTION(5531)” for the SMS-SC to notify the MTC-IWF the congestion status of the SMS-SC. 
However this mechanism only reveals the congestion status of the SMS-SC but no information is provided as to when the SMS-SC is expected to restore service.
As an enhancement, the SMS-SC sends a "back-off timer" together with the SC Congestion Diameter Result Code to inform the MTC-IWF indicating when the SMS-SC is expected to restore the services. On receiving the “DIAMETER_ERROR_SC_CONGESTION(5531)” and the "back-off timer", the MTC-IWF schedules resending the Device Trigger request to the SMS-SC. The MTC-IWF discards the Device Trigger request if validity period expires.
5.2.1.3.1.1.3
MME/SGSN Control of Trigger Load over T5 to MTC-IWF
It order to prevent the network congestion from being exacerbated by UEs that respond to triggers, the network needs to ensure that no UEs are triggered as long as the particular congestion situation remains, e.g. NAS level Mobility Management Congestion Control [5,6]. Hence to reflect the amount of trigger load that the MME/SGSN wishes to reduce, the MME/SGSN can sent an appropriate message over T5b/T5a interface with optional IEs indicating T5 suppression parameters including suppression factor, suppression duration, and/or suppressing subcategories, e.g. a specific priority type, etc.
When receiving T5 suppression parameters from the MMEs/SGSNs, the MTC-IWF can conducts overload control in the following manners:

· perform trigger suppression on triggers as indicated in the T5 suppression parameters to stop indicated triggers submitting to the congested network node;

· return the failure report with appropriate cause value to SCS for suppressing a trigger as indicated in the T5 suppression parameters;

· determine if performing load control over Tsp interface on one or more MTC servers as described in subclause 5.2.1.3.1.1.1. 

During an overload situation the MME/SGSN and MTC-IWF should support for triggering UEs for high priority triggers.
When the MME/SGSN is recovering from overload situation or network congestion, the MME/SGSN can send an appropriate message indicating new suppression parameters for trigger suppression, or send an appropriate message indicating new suppression parameters that permits more trigger to be delivered over T5, or resume handling triggers from the MTC-IWF when the suppression duration is expired.
The MTC-IWF uses the latest trigger suppression parameters to determine trigger delivery routes and trigger load control.

Editor’s Note: It is FFS if the MTC-IWF supports store and forward function.

If the MME/SGSN applies NAS level congestion control to a particular target UE, i.e. a back-off timer is running on the UE, the MME/SGSN can decide whether to reject the trigger request in order to avoid MO MM or SM signalling from the target UE to the network. The SGSN/MME may reject the trigger request to the UE based on one or more of the following conditions:

· the priority of the trigger request; or

· if the trigger request is used for Device Triggering; or
· if back-off timer is applied to target UE.

An appropriate reject cause indicates that the unsuccessful trigger request delivery is for the particular UE (e.g. due to congestion or MM back-off). Additionally the MME/SGSN may inform the MTC-IWF about suppression duration a timer for suppressing the further trigger request to this UE (similar value as the MM back-off timer running in the MME/SGSN). For device triggering message with validity period, the MTC-IWF can compare the validity period and the suppression duration, if any, to conduct further handling for the triggering message. If validity period is larger than the suppression duration, the MTC-IWF can attempt delivery the triggering message to the target UE at a later time after the expiration of the suppression duration. Otherwise, the MTC-IWF can delete the triggering message after the expiration of the valid period and report the failure of the trigger delivery (e.g. indicates that the cause of the failure delivery is due to network congestion) to the SCS/AS.
5.2.1.3.1.2
Impacts on existing nodes and functionality
Following interfaces/network entities are impacted:
· Tsp interface needs to support protocols and messages for overload control between the MTC-IWF and SCSs.

· T4 interface needs to be enhanced to support the overload control functionality;
· T5 interface between MTC-IWF and MME/SGSN needs to support protocols and messages for overload control.

· SCS needs to follow the latest received Tsp suppression parameters sending from the MTC-IWF or the trigger submission rate indicated in the subscription.

· MTC-IWF needs to detect trigger load and support overload control mechanisms over Tsp to the SCSs, and need to follow the latest received T5 suppression parameters sending from the MMEs/SGSNs.

· MME/SGSN needs to support overload control mechanism on triggers submitting from the MTC-IWF, e.g. when conducting NAS level congestion control.
5.2.1.3.1.3
Solution evaluation

Benefits:

·  Enable the MTC-IWF to regulate trigger loads by overload control to reduce the trigger loads generated by one or more SCSs.

·  Effectively protect network nodes (e.g. MME/SGSN, MTC-IWF) from network overload due to massive simultaneous trigger requests from SCSs.

·  Avoid massive individual failure report messages responding from an MTC-IWF to the SCS or from a congested network node to the MTC-IWF.

Drawbacks:

· Network nodes (e.g. MME/SGSN or MTC-IWF) need to support the overload control function for suppressing trigger load from MTC-IWF or SCSs due to network congestion/overload.

*****************************************NEXT CHANGE*****************************************

5.2.1.4
Overall Evaluation 


Overload control is useful to protect the operator network from overload caused by massive device trigger requests. Existing mechanism is not sufficient to support the overload control for device triggering from the SCS. At least, Tsp/T4 interface is required to be enhanced to support the overload control functionality.

Editor's Note: The evaluation to T5 overload control will have dependency on the evaluation of T5 device trigger solution.
***************************************END OF CHANGE*****************************************
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