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1. Introduction
In previous meetings as part of individual solutions a lot of aspects of ProSe identities for discovery have been discussed without though concluding on "what is their use", "how they get allocated", "what is their size" and overall without converging on any working assumptions. 

This contribution analyses the proposals that have been made so far on ProSe identities, attempts to find similarities and proposes a possible options for a "realistic way forward" on the issue of ProSe identities for rel.12 taking into account the limited time remaining.

2. What is their use?
1) Identities for restricted discovery

Roughly speaking three models have been identified so far in proposals in TR 23.703 about what ProSe identities represent for restricted discovery:

Model A: ProSe identity is UE identifier only;

· For example as proposed in D6, D7 solutions
Model B: ProSe identity consists of UE and application identifier;
· For example as proposed in D10/11, D8 solutions

Model C: ProSe identity is application identifier only

· For example as proposed in D2, D4 solutions

Arguably any of the models above could allow the users to fulfil the above requirement, but how?

For example with Model A: App-1 (social networking) knows that UE identifier=0x12345 belongs to Jane D. App-2 (gaming app) doesn't, but it is also looking for UE identifier = 0x12345, associated with "WildGirl99". Gaming app can collude with/snoop info from the App-1 to determine that WildGirl99 is Jane D. 

If applications share a single UE identifier, the association of two or more identities that belong to the same user but are wished to be separate can occur. In addition to that, in order to allow for changes in authorization (add buddy, remove buddy, each app can do so independently), Model A allows two design choices: 

· UE identifier remains unchanged. This means that the app has to be trusted to respect authorization as given by the app server; for example in the case of unfriending, app must no longer ask the 3GPP layers in the UE. This possibly constitutes a vulnerability introduced by the 3GPP layer.
· UE identifier is changed, to enforce backward and/or forward security. This means that all other apps on that UE must also be notified of the new UE identifier and see that this change is propagated accordingly, resulting in churn and additional signalling. 

With models B and C these vulnerabilities do not exist since each application will have its own identifier or sub-identifier (e.g. as in index in D10/11).

2) Identities for open discovery
The requirements for open discovery have not been discussed so far in SA2, but as defined in TS 22.278, we cite:  
Open ProSe Discovery: is ProSe Discovery without explicit permission from the ProSe-enabled UE being discovered.
TR 22.803 in section 5.1.2 describes a use case where users discover a restaurant in proximity. To allow for flexibility in the use cases and allow for dynamic info to be announced (e.g. store signalling the presence of an event, or restaurants announcing table availability), the network should allocate only part of the ProSe Identity- that is, some room should be left for the device to extend the identity in the announced over the air bits, in a prescribed fashion.

In addition, to allow for open discovery of multiple categories of products, services and events, a UE should be able to announce more than one identity. For example, a UE belonging to the restaurant can also temporarily announce an additional discovery ID referring to an event, e.g. a live music band. This identity can be individually decoded by UEs looking for local music events, for example, or can be found in the same process as the restaurant discovery.
3) Identities for direct communication
Direct communication one-to-one needs to use an identity in order to contact in order to initiate the connection setup (see solutions C2~C4 in TR 23.703). It may be useful for certain cases of direct communication to have a "default temporary identifier" (e.g. similar to GUTI) that can be used when establishing direct connection without the need to knowing the application specific authorisation policies (e.g. for public safety). This identifier can also be used by the MME in order to identify the "MME of the terminating UE" (e.g. as in section 6.2.4) for network authorised communication. 

Based on all the above it becomes obvious that two types of ProSe Identities may be beneficial to be defined in order to fulfil all ProSe use cases:

- 
ProSe UE Identity: This can be an identity that is allocated by the serving PLMN and can considered similar to GUTI.
-
ProSe Application Identity: This can be an identity that corresponds to the specific application related use. There can exist more than one ProSe Application Identities per UE.
Proposal 1: Agree that in order to satisfy the needs for open, restricted discovery and one-to-one communication, ProSe identities should allow for a "ProSe UE Identity" and one or more "ProSe Application-related Identities". 
Whether the UE uses on the "discovery plane" only the ProSe UE Identity or one or more ProSe Application Identities will depend on the use cases. For example a ProSe enabled public safety UE that only uses discovery as pre-requisite to communication it can choose to only use the ProSe UE Identity whereas a consumer UE that does not support ProSe direct communication can choose to use Prose Application Identities.
For direct communication one-to-many two different "modes" exist: 1) star formation- in which case the procedure for one-to-one communication apply between each UE and the star node, 2) ab hoc formation- in which case procedures have not yet been discussed in SA2.
3. How do the identities get allocated?

ProSe UE Identity:

It is reasonable to expect that the "ProSe UE Identity" is allocated by the network e.g. when the UE attaches, or following a "special" procedure (e.g. similar to GUTI reallocation). For "out of network use" this identity can be stored/cached and then used when the UE goes out of coverage. It is FFS whether "ProSe UE Identity" can be actually the GUTI itself but at least in terms of size the "container" standardised should be able to accommodate an identity of size equivalent to GUTI (e.g. 104 bits).
Proposal 2: Agree that ProSe UE identity is allocated following EPS procedure similar to those used for GUTI allocation.

Proposal 3: Agree that ProSe UE identity should be possible to be cached/stored in the UE for "out of network" operation.

Proposal 4: Agree that ProSe UE identity has similar size and format to GUTI. It is FFS whether "ProSe UE Identity" can be the GUTI itself or another identity with similar structure and format.
Proposal 5: Agree that the ProSe UE identity can be used in the Direct connection establishment procedures for one-to-one communication.
ProSe Application Identity:

A point where the majority of solutions already captured in the TR 23.703 differ is the allocation of ProSe Application identities: 

1) ProSe Application Identities for restricted discovery

Alternative 1: Allocation of ProSe Application identities from EPS
With this alternative the allocation of ProSe Application identities is performed from the network, either from a new logical entity (ProSe Server, PDCF) or some existing node (e.g. MME). At this point, only a few solutions clarify the signalling needed to allocate these identities (for example whether this signalling can be considered to be using the 3GPP control plane or user plane). 

Sub-alternative 1a) 3GPP Control Plane: If the signalling for allocation of ProSe Application Identities is on the 3GPP "control plane" it gives rise to the issue of what type of signalling will be used in order to allocate these identities. For example, one option is to use NAS (as implied by D6,D7 and D8), in which case the allocation is performed by the MME. Another option is to employ some form of transparent mechanism that uses NAS only as transport e.g. some form of USSD-like (as implied by D10 and D11) signalling. For this latter approach, however, we note that USSD-like signalling is not specified in LTE in the same way it exists in 2/3G.

In any case if 3GPP control plane is used, any possible application interactions e.g. removing a friend from a buddy list, would need to be associated with a corresponding control plane signalling (as is shown e.g. in section 6.1.11), which might introduce unnecessary overheads.
Inter-PLMN discovery would also require interconnection in control plane between "ProSe Servers" of different PLMNs. The protocols for this kind of interconnections are not defined and the procedures not well documented currently in the TR 23.703.
Overall experience has shown so far that standardising procedures for the above with mechanisms for allocating/maintaining "ProSe Application Identities" using the "control plane" will not be straightforward. 

Proposal 6: Agree that ProSe Application identities should not to be allocated using 3GPP control plane signalling. 
Sub-alternative 1b)3GPP User Plane: if the signalling for ProSe Application Identities is performed on the 3GPP user plane, we can assume that the "ProSe Server" is a user plane entity (e.g. HTTP server) and allocation of ProSe identities happens on the 3GPP user plane. This approach may be implied by solution D2 but also S2-134252 (for "public expressions"). 
Here we need to separate the cases of "open" and "restricted discovery". Restricted discovery is application specific and therefore we can assume that the allocation of ProSe Application Identities can also be application specific. 

In addition, for restricted discovery, when the allocation of ProSe Application Identities is performed from the network, it is required that some form of interconnection to be provided between the ProSe Server and 3rd party applications (PC2). Experience shows that this interface would not be easy to standardise in the limited timeframe remaining and more so achieve adoption by the industry.

Open discovery may need some semantics to be conveyed over the air to support the discovery process use cases. These semantics can be application specific or can exist "cross applications". 

In order to fulfil the "cross applications" model, a user plane interface defined by 3GPP can be used to allocate these identities and a reference point for "lookups" can be a service the operator offers. 

In order to ensure interoperability, we can allow two models for the management of open discovery, one that the operator manages the allocation and lookup interfaces, and one that this interface becomes application specific. Given the restricted timescales of rel.12 it can be considered that cross application discovery allocation and lookup procedures for ProSe Application Identities can be left out of scope of Rel.12.
Proposal 7: Agree that ProSe Application Identities for discovery could be allocated using 3GPP user plane signalling.

Proposal 8: Agree that PC2 reference point is out of scope of 3GPP
Proposal 9: Agree that application specific allocation and lookup mechanisms for ProSe Application Identities e.g. required for open discovery are out of scope of 3GPP
Proposal 10: Agree that cross-application allocation and lookup mechanisms for ProSe Application Identities e.g. as required for open discovery are in scope of 3GPP. Given the restricted timescales of Rel.12, it can be considered that cross application discovery allocation and lookup procedures for ProSe Application Identities is out of scope of Rel.12.
Alternative 2: Local allocation of ProSe Application identities
This proposal (see alternative 1 in S2-134252) assumes that for restricted discovery, ProSe Application Identities (called expressions) are locally allocated by the "ProSe manager", a logical entity inside the UE. This approach assumes that the ProSe Application Identity corresponds to Model C (ProSe identity=ProSe Application Identifier only) and is just a "random number" without any special semantics. Therefore, the main requirement in this case is that the identifier is unique in the proximity i.e. it has adequate size to avoid collisions with high probability. This mechanism is an internal interface in the UE therefore there is no need for 3GPP standardisation. For accounting and policy control purposes, the UE can send these identities to the network if required. 
Proposal 11: Agree that allocation procedures of ProSe Application identities for restricted and open discovery are out of scope of 3GPP for rel.12.

4. How to ensure interoperability for ProSe Application Identities?
Given proposals 6~11 above it is a fair question to ask: if the semantics of ProSe Application Identities differ e.g. across applications and PLMN, how can interoperability be ensured?
For restricted discovery this may not be an issue since restricted discovery is only application specific, given it is associated with some application authorisation policy e.g. buddy list etc. For open discovery there is indeed an issue. Here in order to ensure interoperability and potentially "future compatibility" with mechanisms that could standardise the allocation and management of ProSe Application Identities in the future, we propose to define an "Application Index" and "PLMN index". 

These two parameters can be used in order to determine the semantics of the "ProSe Application Identity" in use (for example in the receiving end). We claim that they are relevant/desirable only for open discovery.
Proposal 12: Agree that "application index" and "PLMN index" shall be defined in order to ensure interoperability for open discovery.

An additional dimension related to some of the solution captured already in TR 23.703 is the use two approaches for discovery: the "I am here" approach (let it be called approach A) where the UE broadcasts its identity in frequent intervals in time, and the "who is there" approach (let it be called approach B) where the UE that wants to discover something broadcasts the targets identity, and the target responds. 

Therefore, we believe that both approaches A and B above are relevant; as part of the discovery message, it has to be possible to indicate whether the message corresponds sending the identity of the initiator or this is a message that contains the target identity therefore expect some response. 
Proposal 13: Agree that both discovery approach A and B are relevant, therefore a message type needs to be standardised to ensure interoperability. These message types can be named: DiscoveryReq, DiscoveryResp (corresponding to Approach B) and Announce (corresponding to Approach A). The protocol details to be specified by RAN WGs

5. What is the appropriate size of ProSe identities?

In order for RAN WG1/2 to define the appropriate resources that can be used in order to transport the discovery signals over the air, it is important to determine from the higher layers what is an appropriate size range for ProSe identities transmitted over the air. 
Two requirements exist here:

- the identities should be long enough to ensure uniqueness in the proximity (at least), including in high-density environments
- the identities should be short enough to ensure that each one does not take up lots of air interface resources , so as to support high-density environments
Here we submit that an appropriate size in the area of approximately 100-120 bits can provide virtually zero probability for over the air collisions in near proximity and it only takes up approximately 1-2 radio blocks over the air for every discovery action -- taking into account some necessary overhead.  
Proposal 14: Agree that ProSe identities should be in the area of 100-120 bits long to start with. Double-check this assumption with RAN WGs.

6. Proposal

It is proposed to agree on the following proposals as working assumptions for ProSe Identities in rel.12 and capture in section 4.1.x the following text.
>>>Start Changes<<<<
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

ProSe Direct Communication: A communication between two or more UEs in proximity that are ProSe-enabled, by means of user plane transmission using E-UTRA technology via a path not traversing any network node. 

ProSe-enabled UE: A UE that supports ProSe requirements and associated procedures. Unless explicitly stated otherwise, a Prose-enabled UE refers both to a non-public safety UE and a public safety UE. 

ProSe-enabled Public Safety UE: A ProSe-enabled UE that also supports ProSe procedures and capabilities specific to Public Safety.

ProSe-enabled non-public safety UE: A UE that supports ProSe procedures and but not capabilities specific to public safety.
ProSe Direct Discovery: A procedure employed by a ProSe-enabled UE to discover other ProSe-enabled UEs in its vicinity by using only the capabilities of the two UEs with rel.12 E-UTRA technology. 

EPC-level ProSe Discovery: a process by which the EPC determines the proximity of two ProSe-enabled UEs and informs them of their proximity. 
ProSe UE Identity: It is a ProSe identity uniquely identifying the ProSe enabled UE allocated by EPS.
ProSe Application Identity: It is a ProSe identity identifying application related information for the ProSe enabled UE. There can exist more than one ProSe Application Identities per UE.
Editor's Note: Alignment of the definitions with TS 22.278 [3] needs to be done. 

>>>Next Change<<<<
4.1.X 
ProSe UE Identities
The following assumptions apply for the ProSe UE Identities:

-
ProSe identities in order to satisfy the needs for open, restricted discovery and one-to-one communication, will comprise of a "ProSe UE Identity" and one or more "ProSe Application Identities". The ProSe enabled UE can use the "ProSe UE Identity", and/or one or more "Prose Application Identities" for discovery depending on operator configuration, user settings, application settings etc.
-
ProSe UE Identity is allocated following EPS procedures similar to those to be used for GUTI allocation.

-
ProSe UE Identity should be possible to be cached/stored in the UE for "out of network" operation.

-
ProSe UE Identity has similar size and format to GUTI. It is FFS whether "ProSe UE Identity" can be the GUTI itself or another identity with similar structure and format. 

-
ProSe Application Identities should not be allocated using 3GPP control plane signalling. 

-
ProSe Application Identities for discovery could be allocated using 3GPP user plane signalling.

-
Allocation procedures of ProSe Application identities for restricted and open discovery are out of scope of 3GPP for rel.12.
-
"Application index" and "PLMN index" shall be defined in order to ensure interoperability for open discovery.
-
Both "I am here" and "who is there" approaches need to be supported, the discovery messages need to ensure that the message type is indicated together with the included ProSe identity e.g. Discovery request, Discovery Resp, Announce.
-
ProSe UE Identity and ProSe Application Identity individually should be in the area of 100-120 bits long to start with. Double-check this assumption with RAN WGs and SA WG3.
>>>Next Change<<<<
4.3.1
 Reference Architecture Model

The following figure 4.3.1-1 shows the high level view of the architecture.
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Figure 4.3.1-1: Non-Roaming Reference Architecture 

EPC here represents the E-UTRAN Core Network architecture as represented in TS 23.401 [11].  Interfaces inside the EPC may also be impacted albeit they are not explicitly shown in this diagram.

Editor’s Note: Roaming Reference Architecture needs further evaluation and FFS.
4.3.2
Reference Points/Interfaces
Reference points:

PC1:
It is the reference point between the ProSe application in the UE and in the ProSe App Server. It is used to define application level signalling requirements. 

Editor’s Note: It is FFS if this is to be 3GPP specified reference point.

PC2:
It is the reference point between the ProSe App Server and the ProSe Function. It is used to define the interaction between ProSe App Server and ProSe functionality provided by the 3GPP EPS via ProSe Function. One example may be for application data updates for a ProSe database in the ProSe Function. Another example may be data for use by ProSe App Server in interworking between 3GPP functionality and application data, e.g. name translation. PC2 reference point is out of scope of 3GPP in rel.12.
PC3:
It is the reference point between the UE and ProSe Function. It is used to define the interaction between UE and ProSe Function.  An example may be to use for configuration for ProSe discovery and communication.

Editor’s Note: Whether PC3 relies on EPC user plane for transport (i.e. an “over IP” reference point) or whether it relies on EPC control plane for transport is FFS.

PC4:
It is the reference point between the EPC and ProSe Function. It is used to define the interaction between EPC and ProSe Function. Possible use cases may be when setting up a one-to-one communication path between UEs or when validating ProSe services (authorization) for session management or mobility management in real time.

Editor’s Note: Depending on the function needed, PC4 may terminate in different EPC entities and may reuse existing interfaces.  This will be further defined as work progresses.

PC5:
It is the reference point between UE to UE used for control and user plane for discovery and communication, for relay and one-to-one communication ( between UEs directly and between UEs over LTE-Uu).

PC6
This reference point may be used for functions such as ProSe Discovery between users subscribed to different PLMNs. Additional use of this reference point is FFS.

SGi:
 In addition to the relevant functions defined in TS 29.061 [10] via SGi, it  may be  used for application data and  application level control information exchange.

NOTE:  
Applicability of the above interfaces/reference points may be dependent on solutions developed for ProSe.
>>>Next Change<<<<
Annex X: Direct Discovery Messages
X.1
General

In order to accommodate the requirements for ProSe Identities in section 4.1.x an example protocol format can be as follows: 
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Figure x.1-1: Example Direct Discovery Message 
The Discovery Mode field indicates whether the message is for Discovery Request, Discovery Response or Announce.

The Type field indicates whether the ProSe Identity is a ProSe UE Identity, and whether it is used for Open Discovery or Restricted Discovery.
The Content field indicates: 

- with the Type field set to ProSe UE Identity: the ProSe UE Identity, 

- with the Type field set to Restricted Discovery: the ProSe Application Identity and 

- with the Type field set to Open Discovery: the Application Index, the PLMN index and the ProSe Application Identity.
NOTE: 
The details of the exact protocol format will be specified by RAN WGs, it is shown here for information purposes only.
>>>End of Changes<<<<
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