SA WG2 Temporary Document

Page 10

3GPP SA WG2 Meeting #98
S2-132423
15 – 19 July 2013, Valencia, Spain
Source:
Research In Motion Ltd., UK 
Title:
Support for VPLMN provided WLAN service providers
Document for:
Approval
Agenda Item:
6.7
Work Item / Release:
WLAN_NS / Rel-12

Abstract: 
This document describes the motivation for enabling the VPLMN to provide a list of WLAN service providers to the device.  It also highlights the importance of including the VPLMN in an AAA signalling path if the VPLMN is providing service for WLAN originated/terminated traffic.  An update to the text in Solution 10 of 23.865 is proposed.   
1 Introduction
At SA2#97 the concern was raised that it may not always be possible to successfully authenticate with a WLAN SP provided by a VPLMN (in a V-ANDSF MO) because there may be no Wi-Fi roaming agreement between VPLMN and HPLMN (even though a cellular roaming agreement exists).  As a solution it was proposed that the device should select a WLAN that provides access to one of the service providers in the HPLMN provided PSPL (S2-131762) and that the UE should build an NAI such that the authentication request would be sent to the HPLMN either directly or via an SP identified in the PSPL. 
This contribution starts by recapping the motivation for enabling the VPLMN to push a list of WLAN service providers to the device.  The contribution then goes on to show that: 
a) Authentication, authorisation and accounting (AAA) signalling must occur with any entity that is providing service.  If the VPLMN is providing service for WLAN routed traffic (eg local breakout via S2a) then this means that the VPLMN must appear in an AAA signalling route.
b) Routing authentication requests from the non-3GPP network to the HPLMN, without traversing the VPLMN, when the VPLMN is providing service is not in line with 23.402 architecture agreements at least for the case of S2a. 
c) It does not make sense for the VPLMN to push a set of Wi-Fi SP’s to the UE if the VPLMN has no Wi-Fi roaming agreement with the HPLMN.  It can therefore be assumed that a good V-ANDSF server implementation will not do so and that routing of authentication signalling via a VPLMN provided WLAN SP to the VPLMN and thence to HPLMN should generally be successful.
A corresponding P-CR to Solution 10, 3GPP TR23.865 is proposed.    

2 Discussion
2.1 Motivation for VPLMN provided Wi-Fi service provider lists

The main motivation for enabling a VPLMN to push a set of Wi-Fi Service Providers to a UE is that it is impractical for an HPLMN operator to provision to its subscribers a set of Wi-Fi service providers that should be used in every country in the World in which subscribers of that HPLMN might roam (there are 196 countries).  For some countries at least it will be preferable for an HPLMN operator to leverage existing cellular roaming partner relationships and allow those cellular roaming partners, who have the local country knowledge and relationships, to also provision lists of WLAN service providers to cellular roaming devices.   
2.2 Need for AAA signalling to follow path of service provision

Arguably the primary purpose of AAA signalling is to charge users for a service
.  For this reason AAA signalling needs to occur with any entity that is providing service.
AAA consists of 3 steps:

· Authentication (Who are you? Prove it.)

· Authorisation (OK I know who you are, I’ve checked you have credit, so yes you can have service)

· Accounting (I’m going to check how much data you consume and charge you for it, all sub-contracted providers of service will be compensated)
Which commercial entities are involved in providing service will depend on the particular scenario and for example may depend on whether or not access is provided over trusted WLAN or untrusted WLAN.

For example in the case of an S2a VPLMN local breakout (LBO) scenario the following services are provided:

· Access to WLAN hotspot AP and backhaul (provided by HS operator
)

· Access to global internet or other PDN’s (VPLMN provides this at LBO PGW
)

· Agent (aggregator) organises commercial roaming relationships
Each of these entities will want to charge for their service.  Charging can only happen after authorisation.  Authorisation can only happen after authentication.  If AAA signalling is to be efficient, ie if we are to avoid multiple independent AAA signalling exchanges with different service providing entities, then AAA signalling should follow the route of service provision.

By way of example, for the case of receiving WLAN access network services it can be noted that if the VPLMN is providing the list of WLAN service providers then AAA signalling must follow the route from WLAN SP to VPLMN to HPLMN since this is the ‘route’ along which the commercial relationships exist (ie WLAN SP has commercial relationship with VPLMN, VPLMN has commercial relationship with HPLMN).  If the VPLMN is also providing EPC services (eg S2a LBO) then this would be an additional reason for routing the AAA signalling via the VPLMN.
Figure 1 shows the route that AAA signalling should follow when the VPLMN provides S2a LBO service for WLAN routed traffic if multiple authentication/authorisation procedures are to be avoided.

[image: image1]
Figure 1) Illustrating the rationale for authentication, authorisation and charging to follow the same route for the example of VPLMN provided local breakout over S2a
In the case of untrusted access, for example over S2b, the services that are provided are different.  In the case of untrusted access, as things are currently standardised, there will be more than one authentication procedure.  There will be AAA (eg. EAP) signalling in order to gain access to the WLAN access network services.  In addition there will be a separate authentication process to access the EPC services (UE - ePDG authentication using IKE).  
2.3 Review of current non-3GPP architecture

The figure below is an extract from 23.402 that shows the roaming architecture with local breakout.
[image: image2.wmf] 
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Figure 2) Roaming Architecture for EPS using S5, S2a, S2b – Local Breakout (Figure 4.2.3-4 of 23.402)

It can be seen that AAA traffic is routed via a 3GPP AAA Proxy in the VPLMN.  This is consistent with the need for AAA signalling to follow the path of service provision in the case of VPLMN provided local breakout.

2.4 Possibility of lack of Wi-Fi roaming agreement between VPLMN and HPLMN

At SA2#97 (S2-131762) it was argued that a V-ANDSF server may push an ANDSF MO to a device (detailing a list of WLAN service providers) that could result in problems if there is no Wi-Fi roaming contract in place between the VPLMN and the HPLMN.   But this raises the question, why would a VPLMN push an ANDSF MO to a device (detailing a list of WLAN SP’s) if it had no roaming relationship in place with the HPLMN?

In this regard it is worth noting that in order for an ANDSF MO to be downloaded from a server to a device, a mutual authentication/authorisation of device and server must occur.   As part of this authentication/authorisation process the V-ANDSF server can determine the identity of the home operator associated with the UE and a good implementation of the V-ANDSF server will then determine whether or not to supply the V-ANDSF MO to the device (e.g. depending on whether or not a Wi-Fi roaming agreement exists with the HPLMN). 

The method through which the VPLMN can determine the identity of the Home Operator (HPLMN) of the device that requires the V-ANDSF MO can be ascertained from Section 6.8.2.2.1A of 24.302 which details the operation of the ANDSF communication security mechanism. It is stated that the security is based on a PSK-TLS / GBA mechanism.  The Generic Authentication architecture; GBA specification 3GPP TS 33.220 explains how the VPLMN needs to be able to route signalling related to the authentication process to the home operator.  Hence it seems reasonable to assume that the VPLMN knows the home operator of the device and can therefore formulate the appropriate V-ANDSF MO. 
3 Impacts for the solution
There are two main impacts for the solution:

1) The VPLMN should be able to push a V-ANDSF MO to the UE detailing the preferred service providers of the VPLMN.  In other words, both HPLMN and VPLMN should be able to push a PSPL.

a. Of course the facility can be provided to the home operator to dis-allow the device from using any PSPL that is provided by the VPLMN and requiring instead that the device should use the PSPL provided by the HPLMN (and without routing AAA signalling via the VPLMN).  However, in this case it should be borne in mind that the device will not then be able to use the EPC services of the VPLMN unless there is a separate mechanism for performing AAA signalling with the VPLMN (as is the case with S2b via IKE, but which should not be the case for S2a).

2) A mechanism is needed by which AAA signalling can be routed by the VPLMN.  This can be achieved as follows:  

If WLAN SP is an aggregator/agent (with a 3rd party actually operating the access network), as shown in Figure 1, then routing AAA signalling via a WLAN SP to a VPLMN and thence to an HPLMN can be solved via the use of nested / recursive NAI (See Section 2.7, RFC 4282).The UE needs to build an NAI as follows:

· UE sends VPLMN!home.net!user@WLAN_SP.net
· This is routed to WLAN_SP

· WLAN_SP sends the request to VPLMN and changes NAI to home.net!user@VPLMN.net
· The VPLMN sends the request to HPLMN and changes NAI to user@home.net
If WLAN SP is also the hotspot operator (and there is no agent / aggregator) then the UE can simply build the NAI as follows:

· UE sends home.net!user@VPLMN.net
· This is routed to VPLMN
· VPLMN sends the request to HPLMN and changes NAI to home.net!user
4 Change proposal
In this section a change is proposed to Solution 10 of TR 23.865 and a change is proposed to the conclusions section.
**** 1st change ****

6.10
Solution #10: WLAN Selection Based on WLANSP Rules
6.10.1
Overview

This solution extends the ANDSF MO to include a new set of rules and describes how a UE uses these rules for selecting the most preferred WLAN access network. The following extensions to the ANDSF MO are specified: 

1. A Preferred Service Provider List (PSPL) node is added to the ANDSF MO that contains a list of service providers preferred by the home or visited operator. These service providers support AAA interworking with the HPLMN, either directly or indirectly via the VPLMN and/or WLAN service provider and can be used to authenticate the UE with EAP-AKA. This node is included by either the home ANDSF or the visited ANDSF. The use of PSPL is described in clause 6.10.5.

2. A PreferVplmnWlans node is added to the ANDSF MO that can contain a list of PLMNs. When the UE is roaming to one of these PLMNs, the UE is configured to prefer WLAN access networks policies provided by this VPLMN over the WLANs provided by the HPLMN. When the UE is roaming to any other PLMN, the UE is configured to prefer WLAN access networks policies provided by the HPLMN.  If the UE is cellular roaming under a VPLMN but selects a preferred Wi-Fi service provider of the HPLMN then services provided in the VPLMN for the handling of Wi-Fi traffic (such as S2a LBO) shall not be accessible unless a separate AAA procedure is undertaken with the VPLMN EPC (as is the case with S2b IKE).
3. A new “WLAN Selection Policy” (WLANSP) node is added to the ANDSF MO. This node includes one or more WLANSP rules, each one specifying a priority value, a set of validity conditions and list of a preferred WLAN attributes (such as supported realms, BSS load, SSIDs, OUIs, etc.). The UE determines which WLANSP rules are valid and selects one of these valid rules to apply, as specified in clause 6.10.2. The applied WLANSP rule is used by the UE to select the most preferred WLAN access network, as specified in clause 6.10.4.

It is also noted that:

1. The Policy node (ISMP) in the ANDSF MO remains unchanged and it can still include a prioritized list of 3GPP and WLAN access networks, e.g.: WLAN-A priority 1, 3GPP priority 2, WLAN-B priority 3. This prioritized list can be used to define the relative priority of 3GPP access with respect to WLAN access or with respect to certain WLAN access networks. How the UE uses the active ISMP rule when it also has an active WLANSP rule is specified in clause 6.10.3.

a. 
If the prioritized list of access networks in an ISMP rule include only WLAN access networks, this list is not used since WLAN selection is based on WLANSP only.

2. The ISRP node and the internal “ForFlowBased”, “ForServiceBased” and “ForNonSeamlessOffload” nodes in the ANDSF MO remain unchanged. So, the ISRP rules for IFOM and for MAPCON can still include a prioritized list of 3GPP and WLAN access networks, e.g.: WLAN-A priority 1, 3GPP priority 2, WLAN-B priority 3. This prioritized list can be used to define the relative priority of 3GPP access with respect to WLAN access or with respect to certain WLAN access networks. How the UE uses the active ISRP rule when it also has an active WLANSP rule is specified in clause 6.10.3.

a. 
If the prioritized list of access networks in an ISRP for IFOM rule or in an ISRP for MAPCON rule include only WLAN access networks, this list is not used since WLAN selection is based on WLANSP only.

b. 
The prioritized list of access networks in an ISRP for NSWO rule is not used since WLAN selection is based on WLANSP only.

Editor’s Note: It is FFS if the above extensions to the ANDSF MO create any backwards compatibility issues.

6.10.2
Selection of Active Rules

The UE may be provisioned with multiple valid ISMP, ISRP and WLANSP rules. Out of all these valid rules the UE selects and applies only two rules: one WLANSP rule and either one ISMP or one ISRP rule. A rule applied by the UE is called an “active” rule. Specifically:

· A UE that cannot simultaneously route IP traffic over multiple radio accesses selects an active ISMP rule and an active WLANSP rule. 
· A UE that can simultaneously route IP traffic over multiple radio accesses selects an active ISRP rule and an active WLANSP rule.
When the UE is not roaming, it selects the active ISMP/ISRP rule and the active WLANSP rule to apply from the valid rules provided by the HPLMN based on the individual priorities of these rules (or based on other criteria already specified in TS 24.312). For example, the highest priority valid WLANSP rule is selected as the active WLANSP rule. 

When the UE is roaming, it may have valid rules from both HPLMN and VPLMN. In this case, the active ISMP/ISRP rule and the active WLANSP rule are selected by the UE as follows:
a) The UE is configured to either “prefer WLAN access networks policies provided by the HPLMN” or not. This configuration can be done either by the user or by the home ANDSF via the PreferVplmnWlans node (see clause 6.10.1). User configuration takes precedence over the home ANDSF configuration. 

b) If the UE is configured not to prefer WLAN access network policies provided by the HPLMN, then the UE selects the active WLANSP rule and the active ISMP/ISRP rule from the valid rules provided by the VPLMN. 

c) If the UE is configured to prefer WLAN access networks policies provided by the HPLMN, then the UE checks the WLANSP rule provided by the HPLMN and determines if any of the WLAN access networks in this rule are available.

i) If at least one of these WLAN access networks is available, then the UE selects the active WLANSP rule and the active ISMP/ISRP rule from the valid rules provided by the HPLMN (e.g. based on their priority values).

ii) If none of these WLAN access networks is available, then the UE selects the active WLANSP rule and the active ISMP/ISRP rule from the valid rules provided by the VPLMN. When the UE determines that at least one of the WLAN access networks in the WLANSP provided by the HPLMN becomes available, it operates as in bullet i) above and may re-select to such WLAN access network.

During power-up the UE considers the WLANSP rules provided by the HPLMN as valid and selects an active WLANSP rule as described above (e.g. the one with the highest priority). Thus during power-up the UE can select a WLAN network based on the WLANSP rules provided by HPLMN.

6.10.3
Interactions between Active Rules

After the UE selects an active ISMP/ISRP rule and an active WLANSP rule as described in the previous clause, the UE behaves as follows:

(i) If the UE selects an active ISMP rule because it cannot simultaneously route IP traffic over multiple radio accesses:

· The UE uses the active ISMP rule to determine if EPC connectivity is preferred over WLAN access or over 3GPP access. 

· If EPC connectivity is preferred over WLAN access (i.e. the highest priority access in the active ISMP rule corresponds to WLAN access technology), the UE uses the active WLANSP rule to determine the most preferred available WLAN access network (as specified in clause 6.10.4). 

· If the most preferred available WLAN access network has higher priority than 3GPP access (according to the prioritized accesses in the active ISMP rule), then the UE connects to EPC over the most preferred available WLAN access network. Otherwise, the UE connects to EPC over 3GPP access. For example:

· 
If the prioritized access networks in the active ISMP rule are the following: WLAN-A priority 1, 3GPP priority 2, WLAN-B priority 3; then

· 
The UE determines that EPC connectivity is preferred over WLAN access because a WLAN access network (WLAN-A) has higher priority than 3GPP access.

· 
Subsequently, the UE uses the active WLANSP rule to determine the most preferred available WLAN access network (as specified in clause 6.10.4). 

· 
If the most preferred available WLAN access network is included in the active ISMP rule and has lower priority than 3GPP access (e.g. WLAN-B), then the UE connects to EPC over 3GPP access.

· 
If the most preferred available WLAN access network is included in the active ISMP rule and has higher priority than 3GPP access (e.g. WLAN-A), then the UE connects to EPC over most preferred available WLAN access network.

Editor’s Note: The UE behavior when it selects a WLAN access network not included in the ISMP rule if FFS. In this case, the UE cannot explicitly determine the relative priority of the WLAN access network with respect to 3GPP access.

 (ii) If the UE selects an active ISRP rule because it can simultaneously route IP traffic over multiple radio accesses:

· The UE uses the active WLANSP rule to select and connect to the most preferred available WLAN access network as specified in clause 6.10.4. 

· If an IP flow matches an active ISRP for IFOM rule which contains a prioritized list of access networks, then the UE determines if the selected WLAN access network has higher priority than 3GPP access and routes the IP flow accordingly. For example:

· 
If the prioritized access networks in the active ISRP for IFOM rule are the following: WLAN-A priority 1, 3GPP priority 2, WLAN-B priority 3; then

· 
If the UE has selected WLAN-B (or any WLAN network with lower priority than 3GPP access), it routes the IP flow over 3GPP access.

· 
If the UE has selected WLAN-A (or any WLAN network with higher priority than 3GPP access), it routes the IP flow over WLAN access.

Editor’s Note: The UE behavior when it selects a WLAN access network not included in the ISRP for IFOM rule if FFS. In this case, the UE cannot explicitly determine the relative priority of the WLAN access network with respect to 3GPP access.

· If the UE attempts a PDN connection establishment for an APN that matches an active ISRP for MAPCON rule and if this rule contains a prioritized list of access networks, then the UE determines if the selected WLAN access network has higher priority than 3GPP access and establishes the PDN connection accordingly. For example:

· 
If the prioritized access networks in the active ISRP for MAPCON rule are the following: WLAN-A priority 1, 3GPP priority 2, WLAN-B priority 3; then

· 
If the UE has selected WLAN-B (or any WLAN network with lower priority than 3GPP access), it establishes the PDN connection over 3GPP access.

· 
If the UE has selected WLAN-A (or any WLAN network with higher priority than 3GPP access), it establishes the PDN connection over WLAN access.


Editor’s Note: The UE behavior when it selects a WLAN access network not included in the ISRP for MAPCON rule if FFS. In this case, the UE cannot explicitly determine the relative priority of the WLAN access network with respect to 3GPP access.

· If an IP flow matches an active ISRP for NSWO rule the UE routes this IP flow over the selected WLAN access network. 

6.10.4
WLAN Selection based on WLANSP

The UE uses the active WLANSP rule to select the most preferred available WLAN access network and then performs EAP-AKA/EAP-AKA’ authentication over this WLAN access network (if EAP-AKA/EAP-AKA’ authentication is needed). This WLAN selection is performed with the following steps.

i. Step 1: The UE discovers the available WLANs and puts them in priority order based on the active WLANSP rule. E.g.

· WLAN-1 (priority 1)

· WLAN-4, WLAN-2 (priority 2)

· WLAN-3 (priority 3)

ii. Step 2: The UE selects the WLAN with the highest priority (best match), e.g. WLAN-1.
· 
If there are multiple WLANs with the same highest priority, the UE selects the WLAN that interworks with the most preferred service provider in the PSP list.
iii. Step 3: For EAP-AKA//EAP-AKA’ authentication (if needed) the UE determines from the PSP list which preferred service providers interwork with the selected WLAN and constructs a NAI that corresponds to the most preferred service provider. E.g. for the case where the WLAN SP (PSP-A) is one which was identified by the HPLMN in an H-ANDSF MO and if WLAN SP is not the HS operator, then:
· 
NAI = <realm_of_hplmn>!<IMSI>@<realm_of_PSP-A>, if PSP-A is the most preferred service provider that interworks with the selected WLAN.
In an alternative example, if the WLAN SP (PSP-A) is one which was identified by the VPLMN in the V-ANDSF MO, and if WLAN SP is not the HS operator, then the authentication request would first be routed to the WLAN SP, then to the VPLMN and finally to the HPLMN. E.g.

· NAI = <realm_of_vplmn>!<realm_of_hplmn>!<IMSI>@<realm_of_PSP-A>
If the WLAN SP is also the hotspot operator then the first level of nesting (toward PSP-A) in the NAI construction above would not be required.  
Note that Step 3 above is only required when the UE decides to connect to the most preferred WLAN access network that is determined in Step 2.

Note also that the UE performs the WLAN selection based on the active WLANSP rule (as described above) without taking into account real-time events associated with the active ISRP rule. The active ISRP rule is used only for routing decisions and does not impact the selection or reselection of the WLAN access network. For example, when a new IP flow in the UE matches the traffic selector in the active ISRP rule, this event should not trigger WLAN re-selection. If the conditions for WLAN selection change every time a new application runs or when certain IP flows are detected, the WLAN selection in the UE will be complex and may lead to frequent WLAN re-selections that would negatively affect the user experience and the battery consumption. 

NOTE: Events such as change of WLAN load information, change of UE location, change of time of day may lead to WLAN (re-)selection based on the WLANSP rule.

6.10.5
Preferred Service Provider List

The Preferred Service Providers List (PSPL) contains a list of 3GPP service providers preferred by the UE’s 3GPP home operator (HPLMN) or visited operator (VPLMN). As specified above, this list is used by the UE (i) to construct a NAI when it attempts EAP-AKA/EAP-AKA’ authentication over a selected WLAN access network and (ii) to select a WLAN access network when there are multiple WLANs available that best match the preferences in the active WLANSP rule.

PSPL contains 3GPP Service providers that can be identified as realms, possibly with the domain name derived from a PLMN ID. This allows a UE to select the preferred 3GPP service provider to authenticate with upon selecting WLAN based, among other information, on the list of 3GPP service providers that the UE may discover from the WLAN AP, e.g. by means of HS2.0 ANQP query if the AP is HS2.0 capable. 

The UE uses the PSPL to identify whether a 3GPP service provider is an equivalent HPLMN, equivalent VPLMN or a 3GPP roaming partner.

The PSPL also contains a policy whether or not a UE prefers the 3GPP RPLMN also for WLAN access. If the policy is set to “prefer 3GPP RPLMN” and the active ANDSF rule is provided by the 3GPP RPLMN, the UE selects the 3GPP RPLMN (or a PLMN equivalent to 3GPP RPLMN) as the PLMN selected for WLAN access. If the active ANDSF rule is provided by another PLMN than the current 3GPP RPLMN, or the policy is not set, the UE uses the PSPL as described above.  

The Preferred Service Providers List (PSPL) is provided either by the HPLMN through H-ANDSF or by the VPLMN via V-ANDSF or can be statically provisioned in the UE. 
**** End of 1st change ****
**** 2nd change ****

8
Conclusions
Editor’s Note: This clause will provide conclusions and what further specification work is required for WLAN network selection for 3GPP terminals.

This clause contains the agreed conclusions for 3GPP specifications work.

1) ANDSF policies need to be enhanced to support WLAN selection based on identifiers other than just SSIDs as described in solution #1 in clause 6.1. Realms shall be added as additional identifiers when specifying all WLAN selection policies in ANDSF.

2) The WLAN selection will be based on a new WLAN Selection Policy (WLANSP) node in ANDSF. WLANSP is described in solution #10 in clause 6.10.

3) A Preferred Service Provider List (PSPL) node will be added to the ANDSF MO that contains a list of service providers preferred by either the home PLMN or by the visited PLMN. 
**** End of 2nd change ****
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� There are also secondary reasons related to provision of encryption and integrity protection


� An ‘HS Operator’ is the commercial entity that actually operates the AP and WLAN (ie the entity that is paying rent for the site, owns the AP and is paying for the backhaul). 


� The VPLMN needs to be compensated for operating a P-GW box and for the charges it will need to pay to an internet backbone provider for the traffic going to and from the WLAN. 
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