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Abstract of the contribution: Discusses considerations relevant to identifiers and applications and proposes a starting-point generic solution for ProSe identifiers used for direct discovery, in Section 6 of TR 23.703.

>>>Start Changes<<<<
6.n
Solution n: Solution for ProSe Identifiers for direct discovery
6.n.1
 Length of ProSe Identifiers used for ProSe Direct Discovery

ProSe identifiers used over-the-air during ProSe Direct Discovery can be seen as bit strings of limited maximum length. The strings may be generated from other forms of identifiers (e.g. expressions), but ultimately their length cannot exceed some maximum value. That value depends on the size and availability of radio resources, on the characteristics of the radio transmission, on how many UEs may be transmitting of the same time and on other variables. It is reasonable to expect that the maximum length will be a known constant value that will apply to all ProSe Direct Discoveries, at least within a given system.
It is also reasonable to expect that in some cases, the length of those ProSe identifiers will be insufficient to uniquely determine the identity during ProSe Direct Discovery. This is equivalent to potentially having the same value for an identifier used by different UEs, users or applications during ProSe Direct Discovery.  The implication of limited length ProSe identifiers is that ProSe Direct Discovery may be incomplete from a user point of view, even if it yields a complete match of a ProSe identifier against the discovery criteria. 
It is possible  that ProSe Direct Discovery be followed by an automatic phase during which the UEs actually engage in (hidden) ProSe Communication in order to complete (at the application layer) the discovery procedure against the overall discovery criteria (including full security validation). 
ProSe Direct Discovery and Communication with ProSe identifiers of insufficient length for discovery:

	User perception:
	DISCOVERY
	COMMUNICATION

	System working:
	ProSe Direct Discovery
	ProSe Direct Communication

	Internal sub-phases:
	ProSe Direct Discovery
	Automatic UE to UE communication setup
	UE to UE direct communication to complete identification and mutual authentication
	User plane direct UE to UE communication


6.n.2
 Security considerations for  ProSe Identifiers used for ProSe Direct Discovery

While in-depth security work is out-of-scope for this document, the general requirements for ProSe Direct Discovery to be as secure as other operations, may have direct implications on the ProSe identifiers used in direct discovery. 
A first specific observation is that the system should be able to at least detect and discard forged  ProSe identifiers  that may be transmitted by rogue UEs.  The implication here is that some type of integrity protection field should be included when using  ProSe identifiers. 
A second specific observation is the requirement of confidentiality. Although it could be waived in certain cases, in the general case it is not waived. Normally this requirement is met by using some form of encryption of the identities. The alternative mechanism (providing TMSIs) may not be practical in the absence of network assistance. The implication here is that in general a ProSe identifier contains parts/fields that are encryptable.
A third specific observation is also linked of the requirement of confidentiality and  requires that the same bit configuration representing same identity is not used over-the-air, to prevent replays. Usually good solutions to the previously two identified security considerations are sufficient to cover this case, but a general requirement of not reusing  same identifiers over time (i.e. changing the values often), can be inferred. 
6.n.3
 Considerations on the identification of applications

The proposed paradigm is a UE having a set of “applications” and the user having (at least) one identity within each application. In general, what is being identified is “a user in the context of an application” , although it should be possible to just identify applications. For example if a UE has the applications “game 1” and “game 2” loaded, and the user has the identities “unbeatable” under “game 1” and “george” under “game 2”, the UE may advertise one or more of the following “unbeatable@game1”, “george@game2” or just “game1, game2”.
In general, the applications should be seen as commercially available for download from the Internet, but “vetted” and “guaranteed” by the operator, to make sure that they use the UE correctly and they have the ability to use ProSe.  There are a couple of exceptions though, as follows:
1. 
2. There is a “Directory of Applications” application fully controlled by the operator with the identities of all the applications stored on the UE.  The identities of the applications are not changeable and they are as static, well known and potentially standardized as practical.
3. On Public Safety UEs only, there is a uniquely identifiable “Default PS application”. It guarantees, subject to permissions, that any Public Safety worker can discover another Public Safety worker in proximity, enables mutual aid and emergency support, and may provide additional information such as agency type, jurisdiction, role and incident identification. The exact details are out of scope for  this document 

6.n.4
 Generic format for ProSe identifiers

This solution recognizes that ProSe Direct Discovery identifiers may have length limitations while the identifiers used in network-assisted ProSe Discovery may not necessarily be subject to these kind of restrictions.
 The conclusion is that a variable length (and thus multiple formats) should be allowed. This is also consistent with the potential encryption of parts of the identifier, as discussed in 6.n.2. In addition, for Public Safety only, it may become highly desirable that special formats be defined for the “Default PS Application” and the length of the identifiers be small enough to allow rapid single phase processing for mission critical situations.




A generic format for ProSe identifiers is shown below, yet it is TBD if other security-related fields are present:
	Format  Control
	 ProSe Identifier
	Integrity Protection


Format Control: controls the length and layout 
Command:  e.g. Announcement or Query,
Integrity Protection: one or more security related fields, to be specified by SA3.

Prose Identifier: as defined below:
	Control Field
	Type 1 Sub-identifier
	Type 2 Sub-identifier


Control Field: which of the two possible sub-identifiers are included (one, the other or both), whether or not the UE is a relay and if yes, what kind.

Type 1 Sub-Identifier: Controlled at the 3GPP Layer. It is TBD whether or not all Type 1 Sub-identifiers have the same length.

Type 2 Sub-Identifier: Controlled at the application layer. It is a variable length field.
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