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1. Background information

Both GSMA and WBA have a strong shared interest to improve the Wi-Fi experience for their respective customers, and to enable data offload and roaming. In April 2011, GSMA and WBA formed a joint taskforce to address the different relevant topics to bring together the Wi-Fi and cellular ecosystems in a collaborative effort.

One of the concerns raised has been the impact on the signalling networks of operators by the introduction of seamless authentication into Wi-Fi networks.

The Joint Task Force examined the possible impact and has come up with  recommendations to help ensure that there should be no unwanted consequences to operator networks due to the introduction of seamless authentication, in particular consequences caused by the use of SIM credentials.

This liaison has been sent to both 3GPP and the WFA so that both bodies have knowledge of the nature of the request made to the other body and can co-ordinate between themselves as they may deem necessary.

2. Objective of the LS

The Task Force concluded that one approach to control WLAN authentication signalling is for the operator to be able to set the aggressiveness of the authentication/association attempts of the UE to operator controlled AP/networks or AP/networks of roaming partners with operator policies e.g. provisioned from an ANDSF server. The task force further recognised the need for operators to be able to control WLAN authentication signalling more dynamically (depending on the WLAN signalling load situation) and for specific areas generating WLAN signalling load (e.g. signalling ‘hotspots’).
Based on the above observations, 3GPP are requested to:

1. Specify operator policy which, for example, may be set using ANDSF to enable operator to set the aggressiveness of the authentication/association attempts (that require the use of SIM based authentication) of the UE to WLAN APs/networks controlled by the operator or to the WLAN APs/networks controlled by roaming partners of the operator.  The operator needs to have the ability to set this total aggressiveness based on contributing factors such as:

· Relative motion of the UE relative the Wi-Fi Access Points

· Geographic mobility of the UE

· Location of the UE

· Time of day

· Type of AP/Network being seen by the UE

· Current cellular coverage

This list is not exhaustive.

2. Evaluate the option of providing a mechanism for a home cellular operator network to be able control WLAN authentication/association attempts for dual mode UEs (that require the use of SIM based authentication) by sending dynamic information (e.g. over the cellular network, or WLAN) to UEs related to restriction of the authentication/association attempts to WLAN APs/networks controlled by the operator or to the WLAN APs/networks controlled by roaming partners of the operator. This may, for example, be used to prevent UE authentication attempts over WLAN for specific areas in the network during overload of the 3GPP AAA server or of the HSS 

3. Evaluate the option of specifying the UE behavior upon reception of an indication denying authentication and/or association to an AP or to a realm.
3GPP and the WFA are also kindly requested to look at the following item:

4. Hotspot 2.0 compliant UE (non-AP STA) behaviour enabling the UE (non-AP STA) movements between APs of the same ESS without unnecessary re-authentication attempts. Methods to be considered for inclusion should include PMK caching techniques, EAP-SIM/EAP-AKA/EAP-AKA' fast re-authentication and similar methods as defined in the IEEE and IETF.
The WFA are also kindly requested to look at the following items:

a) Hotspot 2.0 compliant UE (non-AP STA) behaviour enabling network to request the UE (non-AP STA) not to associate with the same AP during a network indicated time, or not to associate with an AP of the same ESS during a network indicated time.

b) Hotspot 2.0 compliant UE (non-AP STA) behaviour upon reception of an indication denying authentication and/or association to an AP and/or network connected to the AP.

GSMA/WBA understand that adding the features above is subject to a security assessment.
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