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1. Introduction
In previous SA2 meetings the input from various companies and also some offline discussions indicated quite different perspectives of what is termed as “discovery” in SA1 specifications and SA WID.
This paper aims to provide a high-level “vision” of what a discovery identifiers might look like and contribute to the drafting of architecture requirements.

2. Types of discovery identifiers
Restricted discovery

SA1 requirements and TR define “discovery” as UE discovery. Should we then draw the conclusion that the discovery identifier is a unique identifier for the UE -- permanent or temporary-- that can be used for all purposes of discovery? 
We submit that we cannot draw this conclusion, and here is why:

Since users interact with their UEs via applications, we conjecture discovery information is useful for applications running on UEs to discover other applications running on other UEs. This then brings the question how is the UE to determine which discovery identifier is “useful” to which application? 
We start off by listing how NOT to arrive at this determination: 

· Discover all UEs in proximity and then connect to a server or each of the UEs in order to allow the filtering to be performed by applications.

The former is rather inefficient since a) it involves continues communication with a Proximity Server and almost every discovery event to make sure the authorisation is always valid and b) requires the operator to maintain up to date authorisation information for the different applications running in the UE.

It is also not acceptable from privacy point of view to leave this to the application layer since for example in the social network application, Peter’s UE does not detect that it is in proximity of Mary’s UE in section 5.1.1 of TR 22.803 and Mary does not detect the “hundreds of other ProSe enabled UEs”. It is well-accepted in the  community that in the application-layer land, cross-application leaking of information occurs, either inadvertently or with malicious intent.
We deem the enablement of multiple ProSe-enabled applications running concurrently on the same UE to be valuable to the ProSe feature deployment. Therefore, ProSe discovery information should be reflective of the application-layer identity in some fashion, so as to allow discovery to be restricted according to both operator configuration and application needs.
SA1 could not explicitly reach a conclusion in terms of proximity identifiers since it was perceived to step into the solution domain; nevertheless, we claim that requirements throughout TS 22.278 provide hints:

The ProSe system shall:

· Allow a ProSe-enabled UE to selectively discover ProSe-enabled UEs of interest;

Author’s interpretations: Identify “interest” in 3GPP layer; not application layer
· Ensure that 3GPP UE/subscriber identifiers are not disclosed to unauthorised parties when ProSe is used;

· Author’s interpretations: Don’t use 3GPP-specific identifiers such as IMSI, IMEI etc.
· Allow both granting and revocation of discovery permissions; 

· Author’s interpretations: Granting and revocation of permissions can only be done per application. Peter can be friends with Mary in one application, but not in another (or not any longer, as Mary can “unfriend”Peter)
· Enable applications to individually request the setting of discovery parameters, such as discovery range class.

Author’s interpretations: This means that for example one application selects a long discovery range whereas another a short(er) one. Therefore a single 3GPP-layer identifier cannot be used to represent all applications
In order to achieve this requirement for restricted discovery, the different entities have the following roles:
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User: determines via application specific means whether it is useful to be informed of the proximity of another UE.
Operator: authorizes a UE for ProSe discovery based on subscription information and range criteria.In certain cases it also controls the dissemination of proximity identifiers.
UE (3GPP layers): allow filtering of proximity identifiers from that are of interest to the user applications
Based on the above we can conclude that in order to meet the SA1 service requirements for restricted discovery, we need the following functionality in the 3GPP architecture:
- Multiple discovery identifiers per user/UE corresponding to the multiple user applications
- Operator control for ProSe discovery based on subscription information and range criteria 
- UE Capability for filtering of proximity identifiers that are of interest to the user applications

Open discovery

The same model applies also to the open discovery case.  In this case all UEs and potentially multiple applications should be able to discover the proximity identifiers that are used by other entity or type of entities (e.g. restaurants) in proximity. In this case the capability in the UE “…to selectively discover ProSe-enabled UEs of interest” is also important. 

Therefore in this case also, the UE needs to have the capability for filtering of proximity identifiers that are of interest to the different user applications.
3. Proposal

Based on the above the following Architecture requirements are proposed to be included in section 4.2 of TR 23.703. 
>>>Start Changes<<<<
4.2 
Architectural Requirements 

Editor’s Note: This clause will define the architectural requirements based on the normative stage-1 requirements defined in TS 22.278 and TS 22.115. 

In order to satisfy the normative stage-1 general requirements the system shall:

-
enable the ProSe discovery of the ProSe-enabled UE by other ProSe-enabled UEs where the discovery is based on direct signals using E-UTRA, or EPC-level ProSe discovery within the same PLMNs or different PLMNs; 

-
enable the operator to control the ProSe discovery feature in its network, authorize the functionality required for the ProSe discovery functions for each UE;
-
enable the ProSe communication or ProSe-assisted WLAN direct communication and seamless service continuity when switching user traffic between an infrastructure paths and a ProSe communication path of the ProSe-enabled UEs; enable HPLMN operator to authorize ProSe-enabled UE to use ProSe communication separately for the HPLMN and for roaming in VPLMNs; 

-
be able to control ProSe communication between ProSe-enabled UEs when the UEs are served by a same eNB or different eNBs;
-
accommodate the ProSe related security functions related to privacy, support for regulatory functions and authentication upon ProSe discovery and ProSe communication; enable the operator to authorize and authenticate the third party applications before making use of the ProSe feature; 

-
accommodate for charging by the operators (HPLMN or VPLMN) for the utilization of the ProSe functionality.
The solution shall support ProSe Direct communications without need of ProSe discovery (as defined in TS 22.278 [3]).
Based on the SA1 service requirements for discovery we need the following functionality in the 3GPP architecture:

- Multiple discovery identifiers per user/UE corresponding to the multiple user applications

- Operator control for ProSe discovery based on subscription information and range criteria

- UE Capability for filtering of proximity identifiers that are of interest to the user applications
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