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Abstract of the contribution: A solution for M2M Messaging based on mainstream IP suitable for example for sensor type of devices.
Introduction

Messaging with M2M devices deployed in large quantities using low cost devices (e.g. sensor type of devices), requires a cost efficient solution with minimum resource usage in the 3GPP network. The solution below describes how a 3GPP operator could offer this by applying a user plane small data optimization, combined with a special subscription with a reduced service set. The subscription would for example use a policy limited to messaging only and limited to a certain bitrate. The M2M devices could be low cost devices as currently being investigated in RAN1 (see [5]). This kind of offer would allow the operator to monetize M2M messaging. It would be based on mainstream IP communication. 
Discussion
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Sensor M2M devices are expected to be heavy users of MTC Small data type of communication. The M2M device can either operate as a UE GW routing traffic from/ to devices in a capillary network e.g. ZigBee devices, or operate as a sensor device itself.

Typically sensor devices would periodically report their measured values to a server such as SCS. Specific messaging protocol may be used especially in constrained environments, e.g. the Constrained Application Protocol (CoAP) currently being developed by IETF (see [1]) or proprietary messaging protocols such as the Message Queue Telemetry Transport (MQTT) [2]. 
Energy efficiency of devices is important due to the large number of devices and the current global transition to green technology and usage of renewable energy sources. Many sensor type of devices should therefore operate using sleeping modes. See for example IETF RFC 5867 chapter “5.4.3 Sleeping Devices” [3]. 
Further discussion on sensor devices communicating over cellular networks is found in Internet-Draft “Building Power-Efficient CoAP Devices for Cellular Networks” [4].   

Example of a message model (CoAP) – excerpt from [1]:
The CoAP messaging model is based on the exchange of messages over UDP between endpoints.

CoAP uses a short fixed-length binary header (4 bytes) that may be followed by compact binary options and a payload.  This message format is shared by requests and responses. […] Each message contains a Message ID used to detect duplicates and for optional reliability.

Reliability is provided by marking a message as Confirmable (CON).  A Confirmable message is retransmitted using a default timeout and exponential back-off between retransmissions, until the recipient sends an Acknowledgement message (ACK) with the same Message ID (for example, 0x7d34) from the corresponding endpoint; see Figure 2. […]
                         Client              Server

                            |                  |

                            |   CON [0x7d34]   |

                            +----------------->|

                            |                  |

                            |   ACK [0x7d34]   |

                            |<-----------------+

                            |                  |

                  Figure 2: Reliable message transmission
A message that does not require reliable transmission, for example each single measurement out of a stream of sensor data, can be sent as a Non-confirmable message (NON).  These are not acknowledged, but still have a Message ID for duplicate detection; see Figure 3.  […] 
                         Client              Server

                            |                  |

                            |   NON [0x01a0]   |

                            +----------------->|

                            |                  |

                 Figure 3: Unreliable message transmission

A cost efficient solution with minimum resource usage in the 3GPP network for large quantities of low activity (i.e. low data & low signalling) M2M sensor type of devices is achieved by combining the following:

· Low cost devices e.g. according to RAN1 work item reduced terminal costs

· Optimized user plane for small data for using a minimum of signaling and network resources
· Subscription with reduced service set to reduce usage of network resources

Low cost devices

M2M devices used for messaging and deployed in large quantities e.g. sensor type of devices, are good candidates to use the LTE radio optimizations that will result from the RAN1 study on Provision of Low-cost MTC UEs. 

Optimized user plane 
M2M Messaging for sensor type of devices would in today’s 3GPP system consume resources for service request signaling, data bearer establishment and corresponding signaling at de-establishment at inactivity timeout. With large numbers of such sensor type of devices the costs for network resources can be too high to meet the requirements from the market. Therefore an optimization such as Small data fast path / Connectionless  or other UP optimization should be a pre-requisite for supporting this type of machine communication.   

These solutions are described in TR 23.887 v0.9.0 subclause 5.1.1.3.6. The Connection less approach provides optimization for small data, with preserved UE-eNB security model, but at the cost of additional signaling for mobile devices and constant consumption of eNB memory resources for security information.  The Small data fast path approach provides optimization for small data with minimum eNB memory usage and without signaling for mobile devices, at the expense of introduction of a new security model UE-SGW. Other small data user plane optimizations e.g. eliminating the S11 signaling are also proposed. 
Subscription with reduced service set  
A subscription for low cost sensor type of devices can have a reduced service set that is adapted to the message model for constrained devices. The subscription can be tailored to consume a minimum of total network resources. It is given a restricted set of services in the 3GPP network. Such restrictions may include:

· All data passed with a user plane optimization for  small data enabled e.g. on subscription level
· Single bearer, single PDN connection, single APN
· Bandwidth limitation (MBR)
· Protocol limitation (e.g. CoAP, MQTT)

· Other services disabled e.g. CS

· Simplified charging data handling
· etc
All data is passed in the small data fast path / connection less. This means that the criteria to choose the small data fast path is “hard coded” in the UE, i.e. any UL data is always sent in the small data fast path by the UE and service requests should not be used. Similarly the DL data criteria/decision in the SGW for the device is to always use the small data fast for DL data.

The device only uses the default bearer established at attach. The MME would reject any requests for additional bearers or PDN connections for the subscription. 

Other functions and services that are not needed and that would consume network resources can be disabled for the subscription. The default MBR may for example be set to an appropriate low value.

Conclusion

The advantages with the proposed approach are:

· It puts only a minimum of load on the control plane resources. By optimizing for a minimum of signalling and utilizing the user plane resources as far as possible, the risk of destabilizing the control structure of the cellular network is minimized.   
· It corresponds well with a mainstream IETF IP approach.
· Special M2M messaging subscriptions can be sold on a large scale. The reduced service set tied to the subscription minimizes used network resources and eliminates the risk that the subscriptions are misused for other types of communication such as mobile internet, surfPads etc.         
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Proposal

The following solution is proposed to be added to TR 23.887:  
Begin New Change
5.1.1.3.X
Solution: User plane M2M Messaging with minimum resource usage
5.1.1.3.X.1
General

A cost efficient solution with minimum resource usage in the 3GPP network for large quantities of low activity (i.e. low data & low signalling) M2M sensor type of devices is achieved by combining the following:

· Low cost devices e.g. according to RAN1 work item reduced terminal costs

· Optimized user plane for small data for using a minimum of signaling and network resources
· Subscription with reduced service set to reduce usage of network resources

A subscription for low cost sensor type of devices can have a reduced service set that is adapted to the message model for constrained devices. The subscription can be tailored to consume a minimum of total network resources. It is given a restricted set of services in the 3GPP network. Such restrictions may include:

· All data passed with a user plane optimization for  small data enabled e.g. on subscription level

· Single bearer, single PDN connection, single APN
· Bandwidth limitation (MBR)

· Protocol limitation (e.g. CoAP, MQTT)

· Other services disabled e.g. CS

· Simplified charging data handling

· etc

Most of these restrictions should be possible to apply using the current 3GPP standard e.g. using a certain subscription profile. Some restrictions may not be possible to enable with a current subscription profile, e.g. usage of an optimized user plane for small data, single bearer/single PDN connection restriction etc. To simplify the configuration and handling of such restrictions related to M2M messaging, a new subscription parameter “messaging only” is added to the PS subscription data. An associated “messaging category” parameter is also added to the PS subscription by which different profiles of messaging only subscriptions can be established (e.g. one category where dedicated bearers are allowed and small data UP optimization used, another category where only the default bearer is allowed and small data UP optimization used, etc).
5.1.1.3.X.2
Impacts on existing nodes and functionality

The solution reuses the
Impacts on UE:
- None

Impacts on eNB:
- None
Impacts on MME/SGSN:

- Use the messaging-only and messaging category parameters in the subscription information to apply defined restrictions and optimizations to attached MTC devices.

Impacts to HSS:

- New subscription parameters for MTC devices doing only small data messaging 

Impacts on S-GW/P-GW:
- None

5.1.1.3.X.3
Solution evaluation

Advantages:

· It puts only a minimum of load on the control plane resources. By using a minimum of signalling and utilizing the user plane resources as far as possible, the risk of destabilizing the control structure of the cellular network is minimized.   

· It corresponds well with a mainstream IETF IP approach.

· Special M2M messaging subscriptions can be sold on a large scale. The reduced service set tied to the subscription minimizes used network resources and eliminates the risk that the subscriptions are misused for other types of communication such as mobile internet, surfPads etc.

Drawbacks:
· -

End of Change
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