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1. Overall Description

SA3 would like to thank SA5 for their clarification request in S5-130356/S3-130192 related to privacy and user consent handling for new MDT use cases of SON. SA5 requested 
1)  clarification of the term ‘direct service delivery’

2)  SA3’s opinion on using a mapping mechanism from IMSI/IMEI to a pseudonym or temporary identity.
1.1 Direct Service Delivery

The privacy protection requirement is related to the service the user has signed up to in a contract with the operator. The operator can collect and process data needed to be able to deliver the service ordered by the user i.e. data related directly to the service delivery.
Due to recent legal developments, SA3 believes that in many locales regulators require user consent to be obtained for collection of location data of the device. The collected data need to be protected from third party access.
SA3 believes that MDT / SON requires some form of location information, therefore, SA3 believes that user consent is needed for the collection of location data for the device for the purpose of MDT / SON, even if it is for direct service delivery. 

The collection and subsequent use of user data is bound to the purpose the user has given consent to.
1.2 Opinion on using a mapping mechanism
If the user has given his consent for collection and processing of his data for the purpose of SON / MDT,  then data collection should still be restricted to the minimal data set needed to perform SON / MDT. 
If SON / MDT data groups need to be mapped to each other (e.g. for handover tracing or for some SON function, e.g. CCO), then SA5 may consider a generic protection mechanism like introduction of using specific identifiers, e.g. pseudonym or temporary identity to anonymize the user data. 

This kind of method is good for privacy protection, but may not be sufficient according to local legislation and cannot provide a replacement of user consent.

1.3 Other considerations
SA3 recommends also to consider the definition of a storage time of the MDT and SON related data. It is suggested to minimize the storage time in order to maximize user privacy.
2. Actions:

To SA5 group:
SA3 kindly asks SA5 to take the provided feedback into account.

3. Date of Next TSG-SA3 Meetings:

TSG-SA WG3 Meeting #72
8-12 July 2013
Qingdao, China

TSG-SA WG3 Meeting #73

11-15 Nov 2013
San Francisco, US
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