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Abstract of the contribution: This contribution proposes a solution for limiting unattended traffic in the UE based on network indication.
1
Background

As described in TR 23.705 Key issue #1, one of the possible measures to mitigate congestion is to limit unattended traffic, i.e., traffic generated by applications the user is not currently interacting with or actively checking.

This contribution proposes a solution which intends to throttle unattended traffic in the UE under instructions from the RAN and based on configuration.  
2
Solution
Whether an application is running in the foreground or in the background, and therefore whether the traffic the application generates is attended or unattended, is currently only known at the UE and is in most cases dependant on implementation of the application but also user settings.

If the UEs were required to provide to the RAN or CN, for each flow, whether the traffic flow is attended or unattended, this is very likely to produce undesired overhead. One possibility is that the UE indicates whether the UE itself is attended or unattended, where all flow are considered attended or unattended respectively, but that would be a very coarse indication and possibly not very useful.

On the other hand, the UE can have the capability of knowing the UE situation (user present/ not present), which application is requesting a connection, and whether the application is running on the background or in foreground (e.g. being displayed to the user). For that reason, the UE is the best entity to throttle/limit unattended traffic.  

This document proposes a solution where the UE is responsible for throttling unattended traffic when the network requests it and based on operator configuration. 

The solution works on two levels:

· Dynamic indication to UE based on RAN congestion level: 
-
Network indication to throttle certain unattended traffic for new application requests.
-
This indication is dynamic and binary.

NOTE 1: 
It is TBD whether this indication is an indication of congestion or an explicit indication to throttle unattended traffic. 

NOTE 2: It is TBD whether the indication is unicast of broadcasted.

NOTE 3: In case of unicast indication, it is TBD if the indication is sent from the RAN or CN.
-
There may also be a time indication of how long to throttle unattended traffic. 

· Semi-static configuration in UE:
-
The UE is configured of which applications are subject to being throttled when the network sends indication above, which application are excempt and a default actions for application not explictly identified.

-
This may be configured via OMA DM or internal to UE.

The UE behaves as follows. When the UE receives an indication to throttle unattended trafffic, for each application, it checks the configuration for the particular application ID and:

· If the application is subject to being throttled and is identified as unattended, the UE internally throttles uplink traffic generated by the application. For example it may delay the application connection request for a certain period of time or until the network indicates to stop throttling unattended traffic.
· If the application is exempt from being throttled or is identified as attended, the UE does not throttle uplink traffic generated by the application.
4.
Proposed text to 23.705

FIRST CHANGE

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

RAN user plane congestion: RAN user plane congestion occurs when the demand for RAN resources exceeds the available RAN capacity to deliver the user data for a period of time. RAN user plane congestion leads, for example, to packet drops or delays, and may or may not result in degraded end-user experience.

NOTE 1: 
Short-duration traffic bursts is a normal condition at any traffic load level, and is not considered to be RAN user plane congestion. Likewise, a high-level of utilization of RAN resources (based on operator configuration) is considered a normal mode of operation and might not be RAN user plane congestion.

NOTE 2: 
RAN user plane congestion includes user plane congestion that occurs over the air interface (e.g. LTE-Uu), in the radio node (e.g. eNB) and/or over the backhaul interface between RAN and CN (e.g. S1-u).

User-impacting congestion: User-impacting congestion occurs when a service that is delivered to a user over the default bearer or a dedicated bearer does not meet the user’s expected service experience due to RAN user plane congestion. The expectation for a service delivery is highly dependent on the particular service or application. The expected service experience may also differ between subscriber groups (e.g. a premium subscriber may have higher expectations than a subscriber with the cheapest subscription). RAN resource shortage where the RAN can still fulfil the user expectations for a service delivery is not considered to be user-impacting congestion; it is rather an indication for full RAN resource utilization, and as such a normal mode of operation.

NOTE 3: 
It is up to the operator to determine when a service satisfies the user’s expected service experience.
Unattended traffic: traffic that is generated  without user interaction, either because UE  is not being used by the user, e.g. the phone is in a pocket or left on a desk, or the application is in the background generating data traffic automatically without explicit user knowledge, e.g., periodic updates. 

Attended traffic: Any traffic not conisdered unattended.
SECOND CHANGE

6.X
Solution X: Unattended traffic limitation in the UE in case of RAN congestion
6.X.1
General description, assumptions, and principles

This solution addresses part of Key issue #1, in particular, limiting unattended traffic in case of RAN congestion.
Whether an application is running in the foreground or in the background of a device, and therefore whether the traffic the application generates is attended or unattended, is currently only known at the UE. How the UE can detect such traffic is implementation dependent, but techniques may include detecting the UE is not used by the user, e.g. the phone is in a pocket or left on a desk, or  detecting applications that are running on the background, e.g., not being displayed to the user.
If the UEs were required to provide to the RAN or CN, for each flow, whether the traffic flow is attended or unattended, this is very likely to produce undesired overhead. One possibility is that the UE indicates whether the UE itself is attended or unattended, where all flow are considered attended or unattended respectively, but that would be a very coarse indication and possibly not very useful.

On the other hand, the UE can have the capability of knowing the UE situation (user present/ not present), which application is requesting a connection, and whether the application is running on the background or in foreground (e.g. being displayed to the user). 
This document proposes a solution where the UE is responsible for blocking unattended traffic when the network requests it and based on configuration.

6.X.2
High-level operation and procedures

The solution works on two levels:

· Dynamic indication to UE based on RAN congestion: 

-
Network indication to block transmission of certain unattended traffic

-
This indication is dynaminc.

Editor’s note: It is TBD whether this indication is an indication of congestion or an explicit indication to not initiate unattended traffic. It is also TBD whether the indication is provided by the RAN or CN. Given ongoing work in RAN2 for 3GPP-WLAN radio interworking, it is FFS whether parts of the design adopted in RAN2 can be reused for this solution. 
Editor’s note: Security aspects and network operational impacts of providing such indication need further evaluation.
-
There may also be a time indication of how long to block unattended traffic. 

· Configuration in UE:

-
The UE is configured with which applications are subject to being blocked when the NW sends indication above, which application are exempt and optionally default actions for application not explicitly identified.

-
Operators may configure the device, e.g. via OMA DM, using application ID similar as defined for DIDA in TS 24.312 subclause 5.7.
Editor’s note: The details of how the UE is configured are FFS.
The UE behaves as follows. When the UE receives an indication to block unattended trafffic, for each application, it checks the configuration for the particular application ID and:

· If the application is subject to being blocked and is identified as unattended, the UE internally blocks uplink traffic generated by the application.

· If the application is exempt from being blocked or is identified as attended, the UE does not block uplink traffic generated by the application.

There is no application impact in this solution.
Editor’s note: It is FFS what the implications are to the applications if the keeapalive messages are being blocked when the application is unattended.
Although this solution has direct impact on uplink transmission reduction, it can also reduce traffic load in the downlink. For instance, there are many applications that pull data from the network periodically without user interaction (e.g. e-mail, Facebook, etc). In that case, the uplink traffic of the request is not large, but potentially the downlink traffic caused by the update may be substantial. 
6.X.3
Impact on existing entities and interfaces

UE:
-
Support indication from network.
-
Identify and block traffic based on network indication and configuration in the UE.
-
Support of new OMA DM configuration.
eNB:
-
May have impact depending on how indication is provided to the UE.
MME:

-
May have impact depending on how indication is provided to the UE.

S-GW:

-
May have impact depending on how indication is provided to the UE.

P-GW:

-
May have impact depending on how indication is provided to the UE.
6.X.4
Solution evaluation


3GPP

SA WG2 TD


