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This contribution addresses the issue of UE discovery and how to enable Application user discovery in ProSe whilst ensuring confidentiality and privacy of the permanent identities of the UE used in the EPS, and of the Application user identity used in the Application.
The proposal articulates around a few fundamental points:

· The Application user identity is not disclosed outside the Application

· The UE identities are not disclosed outside the “3GPP” layer

· Application-level restrictions are enforced solely at the Application – the liability lies exclusively at the Application

*********** TEXT PROPOSAL FOR TR 23.703 ***********
6
Solutions

Editor’s Note: This clause is intended to document architecture solutions. Each solution should clearly describe which of the key issues it covers and how.

6.x
Solution x: ProSe Discovery

This solution covers the key issue #7: ProSe Direct Discovery.
6.x.1
Functional description

6.x.1.1      General description
The solution presented in this sub-clause 6.x allows the discovery of UEs and of Application users by means of direct radio signals exchanged between UEs. It articulates around the following principles:

-
The identity of an Application user is not disclosed outside the Application

-
The UE identities are not disclosed outside the 3GPP domain

-
Application-level restrictions are enforced solely at the Application.
-    The discovery procedure articulates around a ProSe server (per PLMN) that provides the functions required to support ProSe operation. Signalling between the UE and ProSe server is assumed to take place on control plane.
6.x.1.2
Principles of the solution

This solution uses layered approach:

-
ProSe UE discovery of ProSe-enabled UEs in proximity whereby a UE discovers other ProSe-enabled UEs in proximity, provided ProSe is enabled and authorized.

-
Application-level discovery of application users in proximity, enabled by the discovery of UEs in proximity, provided the application is authorized to use ProSe.




The discovery of a UE (respectively Application user) in proximity relies on identifying the UE (respectively Application user). 
The proximity of Application users relies on the proximity of underlying UEs: two Application users are in proximity if their UEs are in proximity.



· 
· 














6.x.2
Procedures









6.x.2.1
Registration
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Figure 6.x.2.1: Registration.


1. The UE registers to the ProSe server on the registered PLMN. 

NOTE: 
for out-of-coverage operation this registration step does not take place; the UE ought to be implicitly authorized and configured to use ProSe. In this case it is also pre-configured, e.g. at manufacture, with a dedicated UE identity.
Editor’s note: ProSe Server in registered PLMN receives ProSe related subscription data from HPLMN. The details of this information transfer are FFS.
2. The ProSe server determines that the UE is authorized for ProSe and assigns a temporary ProSe UE ID to the UE. ProSe Server can re-allocate the ProSe UE identifier whenever needed.
3. Editor’s Note: It is FFS if an existing 3GPP level UE identifier can be used or a new identifier within the 3GPP domain is required
4. 
As a result of 2 the UE is now allowed to use ProSe. 
6.x.2.2
Discoverability

The discoverability procedure is used by an application on the ProSe registered UE to request an application layer discoverability from ProSe server. The application shall provide a ProSe_App_User_ID to the UE. The ProSe_App_User_ID may correspond to a user, a user group, etc. The application should use an application-level mechanism to map the application layer identity to ProSe_App_User_ID in such a way that the privacy and confidentiality of the application layer identity is ensured.
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Figure 6.x.2.2: Discoverability.
5. The application requests the UE that it wants to be discoverable by the ProSe_App_User_ID. The request includes the App ID. As an alternative, the UE itself determines the appropriate App ID (if App IDs are “owned” by the operator). It’s FFS how the App ID is selected. 
6. The UE forwards the request from the application to the ProSe server, including its ProSe UE ID, the application App ID and the ProSe_App_User_ID. 
7. The ProSe server determines using the received App ID that the application is authorized to use ProSe. It creates an entry for this UE storing the received App ID and ProSe_App_User_ID. The ProSe server indicates the entry index corresponding to the {App ID; ProSE_App_User_ID} pair for this UE, within the acknowledgement to the UE. This index value is later used in the discovery phase together with the ProSe UE ID. Similar to expression code allocation in sub-clause 6.2.2, the ProSe server allocates the value (here index value for the UE) for the application user within certain application but here the value is associated with the ProSe UE ID to form a complete announcing information. It is to be noted that multiple indices, corresponding to multiple application users being discoverable, can be associated to the ProSe UE ID in the announcing phase.

8. The UE confirms the successful completion of the discoverability procedure to the application. 
The application user is now discoverable using ProSe, according to the restrictions enforced at the application and possibly by the operator.

6.x.2.3
Discovery
The discovery procedure is used by a discovering UE (respectively application user) to request a discovery of a discoverable UE (respectively application user) and, after ProSe server confirms the discovery is allowed, to perform the discovery. The prerequisites for the discovery procedures are:

-
UE1 and UE2 are successfully registered to the ProSe Server; and

-
The application on UE2 completed the discoverability procedure using App ID1 and ProSe_App_User_ID2 successfully; and

-
 ProSe_App_User_ID2 is available to the application (App ID1) on UE1 via application specific mechanisms.
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Figure 6.x.2.3. Discovery using UE identifier and Application user index


9. App1 on UE1 requests UE1 to be able to discover ProSe_App_User_ID2 by means of ProSe
. 

10. UE1 determines it holds no UE identity record for {App ID1; ProSe_App_User_ID2} and therefore requests for it from the ProSe Server. The ProSe server creates a UE relationship recording that UE1 (ProSe UE ID1) is interested in UE2 (ProSe UE ID2) given the interest for {App ID1, ProSe_App_User_ID2}. Optionally, the ProSe server can also validate whether UE1 is authorized to discover { App ID1, ProSe_App_User_ID2} on UE2.
11. The ProSe server retrieves ProSe UE ID2 based on the {App ID1; ProSe_App_User_ID2} received from UE1, as well as the Entry index (“1”) of {App ID1; ProSe_App_User_ID2} for ProSe UE ID2. The ProSe server responds back to UE1 indicating ProSe UE ID2 and the index “1”.

UE1 is now able to discover the proximity specifically of {App ID1; ProSe_App_User_ID2} by monitoring the occurrence of ProSe UE ID2 together with index “1” on the radio resources assigned for ProSe discovery. Exact means for the allocation are to be done by RAN WGs. 

12. Application user at app1 in UE2 requests to be discovered and issues a request to be discovered to UE2, indicating the ProSe_App_User_ID2.
13. Upon receipt of the REQ DiscoverMe from App 1, UE2 sends a DiscoverMe signal on the radio resources assigned for ProSe discovery., indicating its ProSe UE ID2 as well as the index value (“1”) corresponding to {App ID1, ProSe_App_User_ID2}.
14. UE1 receives a discovery signal containing ProSe UE ID2) and index value “1”. UE1 determines it holds a record for ProSe UE ID2, and thereafter also determines the index value received (“1”) matches a recorded index it holds for ProSe UE ID2. Matching the ProSe UE ID and index value, UE1 retrieves the record {App ID1, ProSe_App_User_ID2}. It then notifies App 1 (App ID1) it has discovered ProSe_App_User_ID2.

Editor’s Note: Support for inter-PLMN discovery is FFS.
NOTE: Any change in a ProSe UE identifier of a given UE must be communicated to all UEs interested in this UE. The ProSe server maintaining the list of which UEs are interested in which UEs provides means for the ProSe server to inform the needed UEs whenever required. Moreover, the ProSe server can enforce operator control as per the stage 1 requirement “The permission to be discoverable is given by the user and shall be executed by the EPS, subject to operator control, on a per-application basis.” (see TS 22.278 [3]). 































6.x.3
Impact on existing entities and interfaces

Editor's Note: Impacts on existing nodes or functionality will be added.
6.x.4
Solution evaluation

Editor’s Note: To be completed.
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