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Executive Summary
The Broadband Forum, in cooperation with 3GPP, is developing architecture and solutions for converged policy management. 

WT-300 builds on the work done in TR-134, WT-146, 3GPP TR 23.896, 3GPP TS 23.203 and TS 23.402 , and provides the nodal requirements for BBF access network entities

Purpose and Scope
1.1 Purpose
To provide cost-effective support for the growing use of multimedia applications and related traffic growth in both fixed and mobile environments, network operators are looking to solutions that constrain CAPEX and OPEX expenditures. While network traffic continues to grow annually, it is unlikely to produce a commensurate increase in revenue in a competitive and regulated marketplace. Operators that have both fixed and wireless access networks have the opportunity to consider converged solutions that provide optimization of the network infrastructure. The purpose of this project is to enhance the 3GPP PCC architecture and the BBF architecture in order to achieve the service provides needs. In the scenario of a single operator deploying both a fixed access network and a mobile access network, the deployment of a converged policy and charging solution supporting both fixed access services and mobile service is an architecture option.  

WT-300 defines business requirements and a Converged Policy Management Reference Architecture to support extension of the BBF specifications that facilitate convergence with the 3GPP Evolved Packet Core network based on the 3GPP PCC architecture and interfaces with extensions, as needed.. The solution has been developed in collaboration with 3GPP and it is complemented by the following 3GPP specifications TS 22.278 [11], TS 22.220 [12], TR 23.839 [13], TS 23.139 [6] and TS 23.203 [7]
1.2 Scope

WT-300 addresses the general and nodal requirements in the BBF network in order to support a converged policy and charging architecture based on 3GPP PCC. 
The network element involved include: the Residential Gateway (RG), Access Node (AN), Broadband Network Gateway (BNG)/service BNG, Authentication Authorization Accounting Server (AAA), User Equipment (UE), FemtoAP and WiFiAP.  

The following topics will be addressed in the work:
Converged QoS policy control: 

· Enhancement of Gx based interface for QoS policy control between PCRF and BNG/IP-edge.  The level of abstraction will be determined.
· Enforcement in BBF access network of policies received from the PCRF.
Converged charging:

The following architecture options will be considered.

· Enhancement of Gy/Gz based interface between 3GPP charging system and the IP-edge  
· TDF-based charging
· AAA-based charging 
WT-300 takes into account the use cases and requirements defined in TR-134 and TR-144 and the use cases in TR-203.  Additional use cases may be considered.

WT-300 will reference WT-291, TR-134, TR-203, WT-145, WT-146, WT-178, WT-242 and WT-124i3, as appropriate.

2 References and Terminology 
2.1 Conventions

In this Working Text, several words are used to signify the requirements of the specification. These words are always capitalized. More information can be found be in RFC 2119 [10]. 
	MUST
	This word, or the term “REQUIRED”, means that the definition is an absolute requirement of the specification.

	MUST NOT
	This phrase means that the definition is an absolute prohibition of the specification.

	SHOULD
	This word, or the term “RECOMMENDED”, means that there could exist valid reasons in particular circumstances to ignore this item, but the full implications need to be understood and carefully weighed before choosing a different course.

	SHOULD NOT
	This phrase, or the phrase "NOT RECOMMENDED" means that there could exist valid reasons in particular circumstances when the particular behavior is acceptable or even useful, but the full implications need to be understood and the case carefully weighed before implementing any behavior described with this label.

	MAY
	This word, or the term “OPTIONAL”, means that this item is one of an allowed set of alternatives. An implementation that does not include this option MUST be prepared to inter-operate with another implementation that does include the option.


2.2 References

The following references are of relevance to this Working Text. At the time of publication, the editions indicated were valid. All references are subject to revision; users of this Working Text are therefore encouraged to investigate the possibility of applying the most recent edition of the references listed below. 
A list of currently valid Broadband Forum Technical Reports is published at 
www.broadband-forum.org.

	Document
	Title
	Source
	Year

	[1] WT-124i3
	Functional Requirements for Broadband Residential Gateway Devices
	BBF
	

	[2] TR-134
	Policy Control Framework for DSL
	BBF
	

	[3] WT-146
	IP Sessions
	BBF
	

	[4] WT-178
	Multi-service Broadband Network Architecture and Nodal Requirements
	BBF
	

	[5] WT-203
	Interworking between next generation fixed and 3GPP wireless access
	BBF
	

	[6] TS 23.139
	3GPP system - fixed broadband access network interworking; Stage 2
	3GPP
	2011

	[7] TS 23.203
	Policy and charging control architecture
	3GPP
	2011

	[8] TS 23.402
	Architecture enhancements for non-3GPP accesses
	3GPP
	2011

	[9] TS 23.261
	IP flow mobility and seamless Wireless Local Area Network (WLAN) offload; Stage 2
	3GPP
	2010

	[10] RFC 2119
	Key words for use in RFCs to Indicate Requirement Levels
	IETF
	1997

	[11] TS 22.278
	Service requirements for Evolved Packet System (EPC)
	3GPP
	2011

	[12] TS 22.220
	Service requirements for Home Node B (HNB) and Home eNode B (HeNB)
	3GPP
	2011

	[13] TS 23.839
	Support for BBF access interworking
	3GPP
	2012


2.3 Definitions
The following terminology is used throughout this Working Text.
	
	


2.4 Abbreviations

This Working Text uses the following abbreviations:

	3GPP
	Third Generation Partnership Project

	AAA
	Authentication, Authorization & Accounting

	AN
	Access Node

	BNG
	Broadband Network Gateway

	BPCF
	Broadband Policy Control Function

	FMC
	Fixed Mobile Convergence

	PCC
	Policy and Charging Control

	PCEF
	Policy and Charging Enforcement Function

	PCRF
	Policy and Charging Rules Function

	TR
	Technical Report

	RG
	Residential Gateway

	UE
	User Equipment

	WG
	Working Group

	WLAN
	Wireless Local Area Network.

	WT
	Working Text


3 Working Text Impact
3.1 Energy Efficiency 
WT-300 has no impact on energy efficiency. 
3.2 IPv6
New considerations need to be given for pair-wise operator interworking where one or the other operator has migrated or is in the process of migrating to IPv6.  For example, if a Wireline operator is using 6rd as a migration path and the wireless operator is using IPv6, then the network elements involved in interworking may need to be changed or the interworking model may differ.. 
3.3 Security
TBD
3.4 Privacy
TBD
4 Introduction
This section provides an overview of the interworking principles described by WT-203 for trusted and un-trusted interworking.
5 Converged Policy Management Support for Fixed Devices and 3GPP UEs

Editor’s Note: This section includes a brief description for each scenario identified in the sub-sections
5.1   Support Fixed Devices and 3GPP WLAN UE Seamless Offload
This feature focuses on policy and charging control for:
-
Traffic to/from fixed devices.

-
NSWO traffic exchanged by 3GPP UEs connected to the fixed broadband access via WLAN.

The objective is to study and define:
-
The reference architecture for policy and charging control in the convergent scenario.

-
Any required enhancements for 3GPP PCC to provide policies for IP traffic exchanged by fixed devices and NSWO traffic exchanged by 3GPP UEs in the fixed broadband access.
-    Any required enhancements to BBF network elements such as the IP Edge, AN, RG and AAA
-
Architecture and requirements to provide charging for traffic exchanged by fixed devices and NSWO traffic to/from 3GPP UEs in the following scenarios:

o
3GPP PCC- Gy/Gz based charging with PCEF located in the fixed broadband access network;

o
Traffic Detection Function (TDF)-based charging;

o
AAA-based charging as already specified for interworking scenario.

5.2 Support for BBF WLAN UE (S2b/c

Editor’s Note: This section is applicable for EPC routed traffic  

This feature focuses on policy and charging control for traffic routed to EPC for operators providing both 3GPP and fixed broadband access network for following scenarios:
-
WLAN S2b: UE connects to WLAN/BBF with traffic routed to ePDG/PDN GW

-
WLAN S2c (trusted): UE connects to WLAN/BBF with traffic routed to PDN GW via s2c

-
WLAN S2c (untrusted): UE connects to WLAN/BBF with traffic routed to PDN GW through ePDG via S2c

The objective is to study and define:

·  Any possible enhancement of 3GPP PCC for supporting policy management for the resource allocation and the QoS enforcement at the BBF access network for a 3GPP UE.  
· Any required enhancements to BBF network elements such as the IP Edge, AN, RG and AAA

The traffic is EPC routed so accounting and charging is performed in 3GPP EPC network

5.3   Support for Femto/H(e)NB – EPC routed traffic

This section focuses on policy and charging control for traffic routed to EPC for operators providing both 3GPP and fixed broadband access network for following scenario:
•
3GPP UE connects to an H(e)NB, which is connected to the EPC via a fixed broadband access network.

The objective is to study and define:
· Any possible enhancement of 3GPP PCC for supporting policy management for the resource allocation and the QoS enforcement in the BBF access network for a 3GPP UE connected to an H(e)NB. 
· Any required enhancements to BBF network elements such as the IP Edge, AN, RG and AAA

The traffic is EPC routed so accounting and charging is performed in 3GPP EPC network.

Editor’s Note: It is FFS whether H(e)NB offload to the BBF network is applicable
5.4   Support for S2a – Trusted WLAN

This section focuses on policy and charging control for traffic routed to EPC for operators providing both 3GPP and fixed broadband access network for following scenario:
· 3GPP UE connecting to Trusted WLAN access network supporting S2a towards PDN GW. 

The traffic is EPC routed so accounting and charging is performed in 3GPP EPC network.

5.5   Support for Layer 2 traffic in fixed broadband access networks
This section focuses on policy and charging control for traffic in following scenario:
· support dynamic QoS for fixed access session associated with layer 2 based sessions(, i.e. session identified by layer 2 identity, e.g. VLAN Tag)

5.6   QoS and Charging with NAT at the RG

For routed mode RG with NAT, there is one IP-CAN session for the IPv4 address and/or IPv6 prefix assigned to the RG. Therefore, it is not possible to apply policy and charging rules for individual UEs connected to the RG.

For RG without NAT and bridged mode RG, there is one IP-CAN session for each IPv4 address and/or IPv6 prefix assigned to the fixed device or 3GPP UE which established a Subscriber IP session in fixed broadband network.

6 Reference Architecture 

6.1 Reference Architecture Diagrams

Editor’s Note: This section includes a reference diagram for each of the scenarios covered in section 5. 

6.1.1 Fixed Devices

The diagram below depicts the architecture to support fixed BBF devices 
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Figure6.1.1- 1 - Fixed BBF device
NOTE-1: Whether the Rx interface is enhanced to support the BBF E/G interface is FFS.  

NOTE-2:  The B interface supports, among other functions, AAA based charging
NOTE-3: The impact of charging interfaces from the BNG to OFCS/OCS will be analyzed and the conclusion reached will be documented in this WT.

NOTE 4: The definition of IP Edge (e.g. Edge BNG, BRAS, etc) is left for further considerations
The fixed device is only supported in the Non-roaming scenario.

The 3GPP OCS/OFCS are supported when 3GPP PCC-based charging is deployed. In this scenario the reference points B and SWa are not used for transferring accounting information. When AAA-based accounting is deployed the accounting information are transferred via B and SWa reference point and 3GPP OCS/OFCS are not supported. 

6.1.2 3GPP UE NSWO 
6.1.2.1 Non Roaming 
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Figure 6.1.2 -2 – Non-roaming architecture for policy control for BBF routed traffic from 3GPP UE connected to WLAN. 

6.1.2.2  Roaming
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Figure  6.1.2 -3 – Roaming architecture for policy control for BBF routed traffic from 3GPP UE connected to WLAN.

NOTE 1: The definition of IP Edge (e.g. Edge BNG, BRAS, etc) is left for further considerations
6.2   Reference points

Editor’s Note: This section includes a description of the functionality of each reference point in the sub-sections
6.2.1  E/G Reference Point 

The Rx reference resides between the AF and the PCRF. 

The Rx reference point is defined in 3GPP TS 23.203 and TS 29.214.

The AF may reside in the SPs network or to a 3rd party’s network

NOTE: Per TR-134 requirement the PDP (i.e. PCRF) shall enable   secure and controlled access by NSPs and ASPs to Policy Control infrastructure In order to meet this requirement the BBF reference architecture includes a “security proxy/gateway” between the AF and the PDP.  In a converged network 3GPP TS 33.320 on Network Domain Security and a diameter proxy per 3GPP TS 23.203 between the AF and the PCRF meet these requirements. In addition, OMA /PARLAY X GW provides controlled access to 3rd party application as does the 3GPP defined Sponsored Data Connectivity feature in 23.303.

The Rx reference point transports of application level session information from AF to PCRF that includes:
· IP filter information to identify the service data flow for policy control and/or differentiated charging;
· Media/application bandwidth requirements for QoS control and media priority relative to other media in a multi-media session


· Priority of the connection that reflects the user’s priority


· Emergency service (e.g. 911 in the USA) indication


· Government Emergency Telecommunication Service (ETS) per national regulatory requirements


· AF charging  identifies to enable correlation of charging records by the charging system created by the AF and BBF access domains

Editor’s note: It is FFS whether BBF/fixed access network specific information elements are required.
The Rx reference point enables the AF to subscribe to event notifications detected by the BBF access network

Editor’s note: It is FFS if the BBF access can detect event that may be of interest to AF to subscribe to
6.2.2    Gxd Reference Point

The Gxd reference point is based on the 3GPP Gx reference point per 3GPP 23.203 [x] and resides between the BNG and the PCRF.

Note: Future contribution/s will indentify Gx enhancements based on TR-134 use cases and requirements. 

The Gxd interface is based on the Gx interface as defined in 3GPP TS 23.203 and TS 29.212 with enhancements, as needed, to support convergence.

The Gxd reference point enables the transfer of QoS control and charging policies from the Home PCRF to the PCEF in:
· BBF fixed device scenario
· 3GPP UE Non-roaming scenario 

The Gxd reference point enables the transfer of QoS control and charging policies from the Visited PCRF to the PCEF   in roaming scenario.

The Gxd interface supports both the PUSH and PULL model

The Gxd reference point is used to:
· Provision, modifies and removes Policy and Charging Control (PCC) rules from the PCRF to the PCEF.
· Provision rules for QoS control, charging control or both by providing the required IEs for each service
· Install events triggers at the PCEF and notify the PCRF when the PCEF detects an event
· “PCEF/”BBF” charging  identifier”  to enable correlation of charging records by the charging system created by the AF and BBF access domains


· Support procedures to:


· Request for PCC decision from PCEF to PCRF;
· Provision of PCC decision from PCRF to PCEF;
· Termination of a Gxd session 

NOTE:
The PCRF decision to terminate a Gxd session is based on operator policies. It should only occur in rare situations (e.g. the removal of a RG or device (e.g. WLAN UE) subscription) to avoid service interruption due to the termination of the BBF access session.

Editor’s note: It is FFS if the BBF access detects can detect event that may be of interest to AF to subscribe to
6.2.3   Subscriber Profile Reference Points
6.2.3.1  Sp Reference Point

The Sp reference point lies between the SPR and the PCRF.

The Sp reference point allows the PCRF to request subscription information For example, the subscriber ID for a user can be IMSI (3GPP UE) or the circuit-ID (fixed device). The reference point allows the SPR to notify the PCRF when the subscription information has been changed if the PCRF has requested such notifications. The SPR shall stop sending the updated subscription information when a cancellation notification request has been received from the PCRF.

NOTE-1:  The SPR is a functional entity that stores the subscriber’s QoS profile and can reside in the HSS, fixed AAA or in any other NE. 
NOTE: The enhancement of Sp for supporting fixed device for QoS purpose (e.g. subscriber information related to fixed device or line) is FFS
6.2.3.2    Ud Reference Point

The Ud reference point is defined in 3GPP TS 23.335 for the support of 3GPP UE.

NOTE:  The enhancement of Ud for supporting fixed device for QoS purpose (e.g. subscriber information related to fixed device or line) is FFS
6.2.4    Charging Reference Points

These reference points are applicable in case of supporting the alternative for 3GPP PCC- Gy/Gz based charging from the PCEF located in IP Edge.

6.2.4.1   IP Edge/PCEF – OCS/OFCS  Gyd/Gzd Reference Point

Section 4.14 /TR-134, requires that the policy framework support pre-/post-paid and per-use charging capabilities.

The Gyd reference point allows online credit control for service data flow based charging. The functionalities required across the Gy reference point are defined in TS 32.251 [x] and is based on RFC 4006 [x].

The Gzd reference point enables transport of service data flow based offline charging information.

The Gz interface is specified in TS 32.240 [x].

Note: It is FFS whether Gyd is Gy or an enhancement of Gy. Whether the Gyd is to be renamed is FFS.

Note: It is FFS whether Gyd is Gy or an enhancement of Gy. Whether the Gyd is to be renamed is FFS.
NOTE: if, after technical analysis, this alternative is selected then detailed requirements will be includes in sections 6.3.3 – PCEF,   7.1 – Fixed Access and 7.2.4 – WLAN Non-Seamless Offload
6.2.4.2 B Reference Point (BNG-AAA)

The B reference point supports authentication authorization and accounting. 

The requirements for accounting/charging are in TR-101, TR-144 and WT-146. WT-134, section 4.14 requires that the policy framework support pre-/post-paid and per-use charging capabilities.

This interface supports:

· Accounting/charging for fixed devices 

· Accounting/charging for WLAN UE Non-Seamless Offload

NOTE: if this alternative is selected then detailed requirements will be includes in sections 6.3.3 – PCEF,   7.1 – Fixed Access and 7.2.4 – WLAN UE Non-Seamless Offload
6.2.5    STa/SWa Fixed AAA – 3GPP AAA Reference Point

The reference point STa/ SWa connect the Fixed AAA Server to the 3GPP AAA Server. These reference points are not applicable for authentication of fixed device and fixed session.

SWa
It connects the BBF AAA proxy with the 3GPP AAA Server/Proxy and transports access authentication, authorization and charging-related information in a secure manner.

STa
It connects the BBF AAA proxy with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility parameters and charging-related information in a secure manner.

The STa/SWa reference point supports:

· 3GPP authentication  for  WLAN UE  EPC routed traffic

· authentication for WLAN UE Non-Seamless Offload

· authentication for SaMOG

· Charging for WLAN UE Non-Seamless Offload if the option in 6.4.3 is selected.

6.2.6    S2a:  PDN GW – TWAG Reference Point 
S2a
It provides the user plane (GTP-u) with related control and mobility GTP-c) support between trusted non 3GPP IP access and the Gateway.

6.2.7   Conclusion

Editor’s Note: This section includes the conclusion of the evaluation of the charging options and documents the decision
6.3  Network Entities

Editor’s Note: This section describes the functionality of each network entity that comprises the converged policy management architecture in section 6. 1.
6.3.1 AF

6.3.2 PCRF Requirements
The PCRF is a functional entity making policy decisions on subscriber policies on an IP Session, IP Flows and an aggregate basis.  The PCRF functionality is defined in  3GPP TS 23.203 and may be enhanced per requirements in WT-300 to  support convergence between 3GPP and BBF networks.

The requirements below are either general or apply to fixed BBF devices and WLAN non-seamless offload.

 R-01 The PCRF MUST be able to send policy charging and QoS rules to the PCEF over the Gxd interface 

R-02 The PCRF MUST be able activate pre-defined policy and QoS rules in the PCEF

R-03  The PCRF MUST be able to receive default QoS rules from the IP Edge PCEF

R-04  The PCRF MUST be able to change the default QoS rules received from the IP Edge PCEF based on the subscriber’s QoS profile and other information available at the PCRF

R-05  The PCRF must be able to provision policy rules at the IP Edge PCEF based on a request from the PCEF (PULL mode) or from the AF (PUSH mode)

Non-Seamless WLAN Offload:

 R-05  For PCEF -initiated Gxd session establishment the PCRF shall be able to receive from the PCEF the WLAN UE local IP address, default QoS, APN, and  IMSI.
6.3.3 BNG/PCEF

The Policy and Control Enforcement Point (PCEP) is a logical entity that enforces policy decisions. The Policy Enforcement Point is responsible for traffic policy enforcement of unicast traffic.

Policy Enforcement may be applied at an IP Session,  IP Flow and aggregate level. 
General Requirements:
· R-01 The PCEF MUST be able to terminate the Gxd interface
· R-02:If the BNG assigns an IP address for the 3GPP UE, the BNG MUST initiate the IP-CAN session establishment over Gxd for the 3GPP UE with NSWO traffic.
· R-03 For the 3GPP UE with NSWO traffic or fixed device, the BNG MUST be able to provide the Default QoS of the UE when initiating the IP-CAN session establishment over Gxd
· R-04 For the 3GPP UE with NSWO or fixed device, the BNG MUST be able to provide the Circuit ID of the UE when initiating the IP-CAN session establishment over Gxd for the authorization by the PCRF.
· R-05 The PCEF MUST be able to receive default QoS  policies (e.g. priority, QoS) from AAA Server over the B interface. 
· R-06 The PCEF MUST be able to request QoS and charging  policies from the PCRF over the Gxd interface (PULL model)
· R-07 The PCEF MUST be able to receive QoS and charging policies  from the PCRF  over the Gxd  interface (PUSH model)
· R-08 The PCEF  MUST be able to apply policies on   subscriber IP  Sessions 
R-09. The PCEF  MUST be able to enforce policy for unicast traffic
· R-10. The PCEF   MUST support policy enforcement for both downstream and upstream traffic. 

· R-11 The PCEF must  acknowledge the reception of policy and QoS rules from  PCRF
· R-12 The PCEF must  notify the PCRF if it fails to install  policy and QoS rule/s received from  PCRF
· R-13 The PCEF must be able to provision event triggers received from the PCRF


Editor’s note: The list of triggers is FFS
· R-14 The PCEF must  notify the PCRF when an event trigger received from the PCRF “fires”/is detected.
·  Editor’s note: It is FFS whether the PCEF must  notify the PCRF when  it detects unsolicited events (other than the event triggers received from the PCRF) 

Packet Inspection/Traffic Detection:
· Broadband deployments increasingly include components that provide L4-7 deep packet inspection (DPI) so the converged PCC Framework needs to support this capability.  3GPP defined the architecture and requirements for application detection in 3GPP TS 23.203.

Requirements R-13-R17 are applicable for the integrated Deep Packet Inspection architecture (PCEF + Traffic Detection Function (TDF). 
· R-15. The IP Edge PCEF MUST support   DPI detection and enforcement functions (also known as Traffic Detection Function (TDF) )
· R-16 The PCEF integrated TDF MUST support the use of L4-7 classifiers  for the detection of applications

· R-17 The PCEF MUST provision and enforce the Application Detection and Control (ADC) rules it receives from the PCRF 
· R-18 The PCEF MUST  report to the PCRF once it detects the application/s included in the ADC rule
· R-19 The  PCEF MUST handle the packets belonging to the application detected in accordance with the ADC rules  (shape, stop, re-direct) it receives from the PCRF
NOTE-1: TDF-based charging does not apply for the integrated PCEF+TDF architecture. In  the integrated architecture  Gy/Gz charging is applicable.

Admission Control:
· TR-134, section 6.3.4, includes requirements on admission control, including pre-emption.

· R-120. The PCEF   MUST perform admission control in BBF access based on resources status  and utilization levels in its domain.
· Editor’s note: How the PCEF becomes aware of resources status and utilization levels  is outside the scope of  WT-300
· Editor’s note:  Whether the IP Edge can delegate  the admission control process to other BBF nodes such as the AN is FFS
· R-121 The PCEF   MUST accept or reject the QoS and charging policies received from the PCRF based on the outcome of the  admission control process
·  R-22 Subject to national regulatory requirements the  BNG/PCEF   MUST  be able to pre-empt/initiate the pre-emption of  a lower priority subscriber IP session in order to fee up resources for the admission of a higher priority connection  such as emergency services (e.g. E911 in the US)  and  government emergency telecommunication services.
· R-23: The IP edge MUST be able to  pre-empt a subscriber IP session only if the pre-emption vulnerability is enabled.
Pre-provisioned rules:
· R-24. The PCEF MUST be able to activate/deactivate pre-provisioned rule/s per list received from the  PCRF  over the Gxd  interface
· R-25. The PCEF MUST be able  to terminate the NMS/OSS  M/Q interface in order to create/modify/delete pre-provisioned rules

 Editor’s Note: The M/Q interface specification is out scope of WT-300
6.3.4 SPR – Subscriber Profile DB

In a converged network the SPR requirements in 3GPP TS 23.203 apply with the addition of:

[R-1] For BBF fixed devices behind the RG with NAT the subscriber’s record is identified by the circuit ID of the RG and/or the logical ID. 


[R-2] BBF devices (e.g. WLAN UE) connected to the RG w/o NAT that initiate their own access session the subscriber’s record is identified by the NAI/IMSI.

7 Converged Policy Management Architecture Requirements

Editor’s Note: Each subsection will include charging and QoS requirements for the scenarios in the sub-sections
7.1  BBF Fixed Device and WLAN UE NSWO Requirements

7.1.1  QoS and Charging IEs of PCC rule

For convergent policies the definition of PCC rules in clause 6.3 of TS 23.203 are applicable with the modification described in this clause.

Table 7.1.x.1-1 lists the QoS information contained in a PCC rule applicable to the convergent scenario on Gxd reference point. The definition of information contained in PCC rules in clause 6.3 of TS 23.203 shall apply to the convergent scenario.
7.1.1.1 QoS Information elements
R-01: The IP Edge MUST be able to support the QoS information elements in table 7.1.x.1 -1
Table 7.1.x.1 -1:  QoS rule information elements of  PCC rule

	Information name
	Description
	Category
	PCRF permitted to modify for a dynamic PCC rule in the IP Edge PCEF
	Applicable for  NSWO WLAN, fixed BBF ,All

	Rule identifier
	See table 6.3 TS 23.203
	Mandatory
	no
	All

	Service data flow detection
	This clause defines the method for detecting packets belonging to a service data flow.
	
	
	All

	Precedence
	See table 6.3 TS 23.203.
	Mandatory
	yes
	All

	Service data flow template
	See table 6.3 TS 23.203
	Mandatory
	yes
	All

	Policy control
	This clause defines how the BNG  shall apply policy control for the service data flow.
	
	
	All

	Gate status
	See table 6.3 TS 23.203 
	
	Yes
	All

	QoS class identifier 
	See table 6.3 TS 23.203 
	Mandatory


	Yes
	All

	UL-maximum bitrate
	See table 6.3 TS 23.203 
	Conditional
(NOTE 1)


	Yes
	All

	DL-maximum bitrate
	See table 6.3 TS 23.203 
	Conditional
(NOTE 1)


	Yes
	All

	UL-guaranteed bitrate
	See table 6.3 TS 23.203 
	
	Yes
	All

	DL-guaranteed bitrate
	See table 6.3 TS 23.203 
	
	Yes
	All

	ARP
	See table 6.3 TS 23.203 
	Conditional
(NOTE 2)
	Yes
	All

	NOTE 1:
Mandatory when policy control on SDF level applies 

NOTE 2:
Applicable per BBF TR-134  requirements


Editor’s note:  Whether additional IEs are required is FFS

Editor’s note:  Applicability of ARP in BBF is FFS

7.1.1.2 
Charging control information elements  for PCEF based charging

Table  5.3.1.7.2-1 includes the charging IEs  over Gxd for the PCEF and AAA based charging solution.
R-01: The IP Edge MUST be able to support the charging information elements in table 7.1.x.1 -1
R-02:  Based on configuration the IP Edge MUST be able to support  3GPP Gy/Gz based charging  or AAA based charging 
Editor’s note:  Whether additional IEs for charging are required  is FFS

Table  7.1.x.1-2:  Charging rule information elements 

	Information name
	Description
	Category
	PCRF permitted to modify for a dynamic PCC rule in the IP Edge PCEF
	Applicable for  NSWO WLAN, fixed BBF ,All

	Charging
	See table 6.3 TS 23.203  
	
	
	

	Charging Key
	See table 6.3 TS 23.203
	
	Yes
	All

	Service identifier
	See table 6.3 TS 23.203
	
	Yes
	All

	Application Service Provider Identifier
	See table 6.3 TS 23.203
	Conditional
	Yes
	All

	Charging method
	See table 6.3 TS 23.203
	Conditional
	Yes
	All

	Gate status
	See table 6.3 TS 23.203 
	
	Yes
	All


7.1.2
Charging control information elements  for AAA based charging

Editor’s note:  Whether the same set of IEs applies to AAA charging and Gy/Gz charging is FFS 
7.1.3  TDF  Charging


Editor’s note:  TDF is not a BBF NE and as such TDF based charging is not applicable 
7.1. 4 Information Elements of Default QoS 

Per TR-134 the “default QoS is the QoS assigned to the broadband subscriber line at device attachment/Log-In time. The PCRF may override the default –connection QoS it receives from the IP Edge PCEF at device attach/log-in.
It includes the traffic class), priority and the pre-emption IEs. 

3GPP defines the Allocation Retention and Priority (AR).The ARP contains information about the priority level, the pre-emption capability and the pre-emption vulnerability of a connection. The priority level defines the relative importance of a resource request. This allows deciding whether a subscriber IP session establishment or modification request can be accepted or needs to be rejected in case of resource limitations (typically used for admission control of GBR traffic). It can also be used to decide which existing subscriber IP session to pre-empt during resource limitations.

3GPP TS 23.203, the range of the ARP priority level is 1 to 15 with 1 as the highest level of priority. The ARP priority levels 1-8 should only be assigned to resources for services that are authorized to receive prioritized treatment within an operator domain (i.e. that are authorized by the serving network).

The pre-emption capability information defines whether a service data flow can get resources that were already assigned to another service data flow with a lower priority level. The pre-emption vulnerability information defines whether a service data flow can lose the resources assigned to it in order to admit a service data flow with higher priority level. The pre-emption capability and the pre-emption vulnerability can be either set to 'yes' or 'no'.

Sections 6.4 and 6.18 of TR-134 include requirements and a description of emergency services, respectively.

“R-25.
The BPCF’s admission control SHOULD support pre-emption of existing 

           Reservations based on a priority scheme”  

R-01: The IP Edge PCEF MUST be able to send the default QoS information element to the PCRF

R-02: The PCRF MUST be able to override the default QoS information element/s received for the IP Edge
The following requirement apply for GBR/real time services when the BBF network experience resource limitation.

R-03: The IP Edge PCEF SHALL be able to take into account the priority level information of the ARP when establishing or modifying a subscriber IP session. 

R-04: The BBF access network SHALL be able to take into account the pre-emption capability information of the  of the ARP when deciding whether a service data flow can get resources that were already assigned to another subscriber IP session with a lower priority level

R-05: The BBF access network SHALL be able to take into account the vulnerability information element of the ARP of the subscriber IP session when deciding whether a service data flow can lose the resources assigned to it in order to admit a service data flow of a subscriber IP session with higher priority level

Editor’s note:   The BBF NE/s responsible for admission control and pre-emption is FFS
7.1.5   Session Mapping Requirements 

Two kinds of services are defined / being under definition at BBF (References:  TR-124 and WT-146): 
1. NAT Case: A line / RG based service where the BNG manages an IP address for all terminals behind a RGW.
·  In this case the identity that is authenticated and managed, is the RG and the identity sent over the  Gxd interface to the PCRF  is the line or  RG-ID 

Per WT-134 the PCEF sends the Circuit-ID and/or Logical circuit-ID of the RG
2. No NAT case: A Terminal / device based service where the BNG manages an IP address per individual terminal. In this case the identity that is authenticate and managed is the individual terminal (e.g. WLAN UE) and the identity over Gxd is the NAI of this terminal 

Assumption:  For WLAN UE the NAI is the IMSI per 3GPP – BBF interworking requirements in 3GPP TS 23.139
Subscriber IP Session:
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The following applies to subscriber IP sessions:

The RG allocates local/private IP address
There is one RG subscriber IP session (== RG subscriber IP session) for all devices connected via NAT

Per RG configuration (TR-124) a device (e.g. WLAN UE) connected to the RG may bypass the NAT and initiates its own subscriber IP session
There is one subscriber IP session per device (e.g. 3GPP WLAN UE) 
Each Access Session has its own IP address 
Mapping of access session and Gxd session – Single PCRF
The diagram below depicts the binding of subscriber IP session and Gxd IP CAN session
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Requirements:

The following applies only to RG and NSWO capable 3GPP UE.

R-01:  The RG subscriber IP session establishment MUST trigger the IP Edge PCEF initiated Gxd IP-CAN session establishment procedure with the PCRF.  

R-02: When NSWO capable 3GPP UE or Fixed UE is bridged at the RG the IP Edge MUST be able to trigger the Gxd IP-CAN session establishment with the PCRF once the   subscriber IP session is established.  
R-03: When NSWO capable 3GPP UE or Fixed UE is bridged at the RG the IP Edge MUST be able to bind a subscriber IP session to a Gxd IP CAN session.

Note: there may be additional proposals in this area.

R-04: The IP Edge MUST include the Circuit ID of the local loop in all Gxd session establishment messages. 
7.2   BBF WLAN UE

7.2.1 WLAN UE Seamless Offload Requirements

7.2.2   S2a Requirements

7.2.2.1   QoS and Charging – GTP Version of the Architecture
The policy charging and QoS requirements are sent over Gx signaling to the PDN GW.  The PDN GW sends the QoS requirements to the TWAG using the GTP-c protocol.

R-x1 

In order to ensure proper Policy control and charging data collection at the PGW (for user charging/statistics purpose), when EPC services are accessed over a TWAN, the TWAG MUST send to the PDN GW at session creation the  information: 
· The SSID used by the UE to reach the EPC 

The SSID used by the UE: an operator may allocate a SSID to a collection of AP supporting the access to its EPC services and wish to apply a specific tariff or QoS to an EPC session when this session is supported over such SSID.
· The BSSID (MAC address of the AP)
BSSID (MAC address of the AP) as an indication of the actual AP having been used:  this information may be collected to apply a specific tariff or the QoS depending on the actual AP or for statistical purposes.  It corresponds to the common situation where an operator may re-use the same SSID in different hotspots.
R-x2:

The TWAG MUST be able to send more detailed geographical information such as geo-location of the AP being used.

7.2.3   S2b Requirements

7.2.4   S2c Requirements

7.2   Femto Requirements

7.4 QoS and Charging with NAT at the RG

In the RG NATed/routed mode there is a single RG subscriber IP session for all devices connected to the RG (NAT case, routed mode) and thus a single Gxd IP CAN session

Policy and charging control is associated with the IP address that is known at the PCEF, i.e. all UEs behind a NAT have the same IP-CAN session in the IP edge PCEF.  In addition, for those services that request resource reservation over Rx, policy and charging control in the IP edge PCEF is possible for a given service using PCC Rules provisioned by PCRF in IP edge PCEF.

7.5  Discovery 

In a multiple PCRF deployment the discovery and selection of the PCRF follows the principles defined in TS 23.203, clause 7.6. The AF, PCEF and TDF shall be able to select the same PCRF.  One of the key variables in selecting the PCRF via the Diameter Routing agent (DRA) is the subscription ID.  

For the 3GPP UE the Subscription-ID is the IMSI. For a BBF fixed device, the Subscription-ID is defined in BBF TR-134, section 4.1.4.1 and is defined as follows:

 "It is the Identity of the attached user.  The Subscriber ID is stored permanently in the user profile data base and is stored temporarily in the AAA function connected to the PDP  

7.5.1 BNG/PCEF PCRF Discovery
The following information is available at the IP edge for PCRF discovery: 

The Subscription-ID, fixed device/3GPP UE local IPv4/address or IPv6 prefix and the   Access Line Identifier.  For a 3GPP UE, the NSWO-APN is also available.

R-01: The IP edge MUST be able to send to the DRA the Subscription-ID, fixed device/3GPP UE local IPv4/ address or IPv6 prefix.

Based on SP policy it may be desirable to select the same PCRF for the RG Gxd IP CAN session and the WLAN UE NSWO Gxd IP CAN session using the Access Line Identifier as the input IE to the DRA.
R-02: The IP edge SHALL be able to send to the DRA the Access Line Identifier, in addition to the IEs in R-01.

Editor’s note: Modifications to the DRA to support R-02 must be confirmed by 3GPP
Editor’s note: Whether the same PCRF is selected for EPC routed traffic is FFS
7.5.2 AF PCRF Discovery 

8 Procedures 

Editor’s Note: Each subsection will include IP CAN Session establishment, IP CAN session medication (PCRF and PCEF initiated), and IP CAN session termination (PCRF and PCEF initiated). Procedures will be consolidate where possible
8.5 BBF Fixed Device

8.5.1 Gxd Session Establishment 

Establishment triggered by DHCPv4 based IP Subscriber Session Establishment 

Following a successful authorization on a RADIUS database, the RADIUS server responds to the IP Edge with an access-accept message, and passes any relevant service parameters for this subscriber IP Session. The service parameters include the default QoS (QCI, Priority level, default APN). It may also include a list of destination network/s (APN).
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Figure 1 - Fixed device Gxd Session Establishment triggered by DHCPv4 based IP Subscriber Session Establishment

Converged PCC specific steps, depicted in red are the followings:

(12.1) The PCEF initiates the Gxd Session Establishment procedure with the PCRF. The message includes the circuit ID/logical ID, the default QoS, default APN and, optionally, a list of destination network/s (APN)

(12.2)  The PCRF requests the subscriber’s profile and may subscribe to profile-change notification events

(12.3) The PCRF determines the PCC rules for the session and may change the default QoS it received in step 12.1.   It sends  the Gxd Session Establishment  msg to the PCEF that includes the PCC rules and  events-triggers

(13’): The PCEF initiates the Gy session establishment with the OCS

Editor’s note: Depending on the charging solution selected the PCEF may interface with the OCS via the Gy interface.
8.5.2 Gxd Session Modification

Modification initiated by PCRF
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Figure 2 - Fixed device Gxd Session modification initiated by PCRF

(1) The User PC or CPE has previously established an IP session and the IP Edge has authorized the session.

(2-)  The  SPR detects that the subscriber's profile changed and  notifies the PCRF of the profile change provided the PCRF subscribes to notification event(s) at Gxd Session  establishment

(2) The PCRF determines new/modified PCC rules and initiates the Gxd Session modification procedure

(3) The IP Edge (acting as the Dynamic Authorization Server) processes the successfully and updates this IP Session.

(4) The Subscriber continues with the updated IP Session.

8.5.3 Gxd Session Termination

Termination triggered by DHCPv4 Lease Expiry of DHCPv4 based IP Subscriber Session
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Figure 3 - Fixed device Gxd Session termination triggered by DHCPv4 Lease Expiry

(1) The PCEF detects that the IP session’s IP address lease has expired and triggers session terminating process. 

(1.1) The PCEF initiates the Gxd Session termination procedure

(2) The IP Edge sends Accounting stop message to AAA server for session termination.

The IP Edge terminates the IP session, i.e. halts the IP session and clears the session bindings

(2’) The PCEF initiates the Gy session termination t with the OCS

Editor’s note: Depending on the charging solution selected the PCEF may interface with the OCS  via the Gy interface 

Termination initiated by administrator
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Figure 4 - Fixed device Gxd Session Termination initiated by administrator

(1) The User PC or RG has already established an IP Session and the IP Edge has authorized the Session.

(2) The Administrator is performing maintenance and wants to move Subscribers that are connected to a given IP Edge to another one. The RADIUS Server sends a Disconnect Request message [RFC 5176] to the IP Edge on destination UDP Port 3799 to terminate the Subscriber’s IP Session and removes the Session context. 

(3) The IP Edge processes the Disconnect Request and updates the policies with the identified subscriber’s IP Session, halts the subscriber’s IP Session and removes all session context associated with this subscriber. 

(3.1) The PCEF initiates the Gxd Session termination procedure

Remaining steps do not change.

Editor’s note: The Procedure in WT-146 does not include the “accounting stop msg”. It must be added.

 Editor’s note: Depending on the charging solution selected the PCEF may interface with the OCS/OFCS via the Gyd interfaces instead of interfacing with the AAA

8.6    BBF WLAN UE

8.6.1 Procedures for trusted scenario: Gxd Session Establishment
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Figure 5 - WLAN UE Gxd Session Establishment in trusted scenario

10. In case of successful authentication (i.e. EAP-Success message received) , the BBF AAA server will supply during the authorization reply stage the BNG with any necessary service parameters (e.g. VRF) for the session, the RG will allow the end-system to receive an address.

The service  parameters  include the default QoS (QCI, Priority level, default APN . It may also include a list of destination network/s (APN)

11. The end-system acquires an IPv4 address using DHCPv4

11.1: The PCEF initiates the Gxd Session Establishment  procedure with the PCRF. The message includes the circuit ID/logical ID of the RG, the Subscription-ID (NAI/IMSI) the default QoS, default APN and, optionally, a list of destination network/s (APN) 

11.2  The  PCRF requests the subscriber’s profile and may subscribe to profile-change notification events

11.3 The PCRF determines the PCC rules for the session and may change the default QoS it received in step 11.1.   It sends  the Gxd Session Establishment  msg to the PCEF that includes the PCC rules and  events-triggers

12.1 The PCEF initiates the Gy Session establishment with the OCS

9 Conclusions

End of Broadband Forum Working Text WT-300
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