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1. Introduction

This contribution promotes a discussion on privacy issue of ProSe discovery procedure and proposes to include “ProSe discovery procedure considering user privacy”.

Current consensus on discovery procedure at SA2 assumes that discovery code is allocated from ProSe server by request with application-level information from UE side. It is described as shown from figure 6.2.2-1 at the sub-clause 6.2. Solution for Direct Discovery in TR 23.703. However, aforementioned approach needs to be revisited at ASP viewpoint. Application-level information such as user ID, friend list, or personal profile (e.g. age, company, school, hobby, sports, movie or etc.) is the secret of ASPs to be kept for user privacy. Therefore, what we suggest is a discovery procedure considering user privacy by avoiding disclosure of plain information to ProSe server.
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Figure 6.2.2-1: Main steps for ProSe direct discovery.

2. Proposal
It is proposed to make the following change to 23.703.

Begin First Change

Solution 2: Solution for Direct Discovery

6.2.1
 Overview
This solution is based on mapping application identities to ProSe private expression codes in the network.
6.2.2
 Signaling Flow
The solution is specified with the aid of figure 6.2.2-1 shown below. This figure shows two UEs running the same ProSe-enabled application and assumes that the users of those UEs have a "friend" relationship on the considered application. The "3GPP Layers" shown in the figure correspond to the functionality specified by 3GPP that enables mobile applications in the UE to use ProSe discovery services.

[image: image2.emf]ProSe Server

4. Expression Code Request

Application-ID

MyID=”adam@example.com”

List<FriendIDs>

UE-A

(Adam)

Operator or 3

rd

-party 

Application Server

3GPP

Layers

ProSe-Enabled

Application

Application-ID

MyID=”adam@example.com”

List<FriendID>

3. Get Expression Codes

1. Regular Application-Layer Communication

2. Got friends list

5b. Map Facebook IDs to 

Expression Codes, e.g. 

“adam@example.com” 

à

GTER543$#2FSJ67DFSF

6. Expression Code Response

My Expression Code=GTER543$#2FSJ67DFSF

List<FriendExpressionCode>

7a. Starts announcing the

expression code for “adam@example.com”

UE-B

(Friend of Adam)

7b. ProSe Announcement

GTER543$#2FSJ67DFSF (Note 1)

6. Create a table mapping 

Appication IDs to 

Expression Codes

3GPP

Layers

ProSe-Enabled

Application

9b. Discovery Notification

“adam@example.com”

7. Start Discovery

6. Expression Codes Received

5a. Get mapping 

parameters

8. Get Expression Codes 

& Start Discovery

9a. Received Expression 

Code mapped to Application 

ID adam@example.com


Figure 6.2.2-1: Main steps for ProSe direct discovery.

NOTE 1: The ProSe Announcement is assumed to be transmitted on E-UTRA radio in clear. To improve the identity confidentiality properties of the solution, the ProSe Announcement may not contain an expression code but rather a value derived from the expression code that changes from announcement to announcement. The details for these procedures are FFS.

UE-A and UE-B run a ProSe-enabled application, which discovers and connects with an associated application server in the network. As an example, this application could be a social networking application. The application server could be operated by the 3GPP network operator or by a third-party service provider. When operated by a third-party provider, a service agreement is required between the third-party provider and the 3GPP operator in order to enable communication between the ProSe Server in the 3GPP network and the application server.

1.  Regular application-layer communication takes place between the mobile application in UE-A and the application server in the network. This communication is based on an application programming interface (API) which is outside the scope of 3GPP. It is important to note however that this solution does not require changes to this API.

2. The ProSe-enabled application in UE-A retrieves a list of application-layer identifiers, called "friends". Typically, such identifiers have the form of a Network Access Identifier (see RFC 4282), i.e. username@realm. The identity of Adam on the considered application is assumed to be "adam@example.com". In addition to the list of application-layer identifiers, called "friends”, the ProSe-enabled application in UE-A may also retrieve alias identifier corresponding to each application-layer identifier in the list of application-layer identifiers, called "friends".
3. The ProSe-enabled application wants to be notified when one of Adam’s friends is in the vicinity of UE-A. For this purpose, it requests from the 3GPP layers to retrieve private expressions codes (i) for the user of UE-A (with an application-layer identity adam@example.com or with an application layer alias identifier ‘A8OF3SR6’) and (ii) for each one of his friends.

NOTE 2: A "private expression code" is essentially an application-specific identity that hides the real identity of the user and provides identity confidentiality. A ProSe-enabled application in the UE can retrieve only the private expression codes for the friends received in step 2.
A "alias identifier" is essentially an application-specific identity that hides the real identity of the user from the ProSe Server and provides identity confidentiality.

4. The 3GPP layers delegate the request to a ProSe server in the 3GPP network. This server can be located either in HPLMN or in a VPLMN. How this ProSe server is selected is out of the scope of this solution. Any ProSe server that supports the considered application can be used. The communication between the UE and ProSe server can take place either over the IP layer or below the IP layer. If the application or the UE is not authorized to use ProSe discovery, then the ProSe server rejects the request.

5. The ProSe server maps all provided application-layer identities or application-layer alias identifiers to private expression codes. For example the application-layer identity "adam@example.com" or application-layer alias identifiers “A8OF3SR6” is mapped to the private expression code GTER543$#2FSJ67DFSF. This mapping is based on parameters retrieved from the application server in the network (e.g. mapping algorithm, keys, etc.) thus the derived private expression code can be globally unique. In other words, any ProSe server requested to derive the private expression of application-specific identity adam@example.com or application-layer alias identifiers “A8OF3SR6” for a specific application, it will derive the same private expression code. The mapping parameters retrieved from the application server describe how the mapping should be done. In this step, the ProSe server and/or the application server in the network authorize also the request to retrieve expression codes for a certain application and from a certain user. It is ensured, for example, that a user can retrieves expression codes only for his friends.

Editor’s Note: Further details about this mapping procedure are FFS.

6. The derived expression codes for all requested identities are sent to the 3GPP layers, where they are stored for further use. In addition, the 3GPP layers notify the ProSe-enabled application that expression codes for the requested identities and application have been successfully retrieved. However, the retrieved expression codes are not sent to the ProSe-enabled application. 

7. The ProSe-enabled application requests from the 3GPP layers to start discovery, i.e. attempt to discover when one of the provided "friends" is in the vicinity of UE-A and, thus, direct communication is feasible. As a response, UE-A announces the expression code of application-specific identity "adam@example.com" or the expression code of application-layer alias identifiers “A8OF3SR6” for the considered application (see NOTE 1 above). The mapping of this expression code to the corresponding application-layer identity or application-layer alias identifier can only be performed by the friends of Adam, who have also received the expression codes for the considered application.

8. UE-B also runs the same ProSe-enabled application and has executed steps 3-6 to retrieve the expression codes for friends. In addition, the 3GPP layers in UE-B carry out ProSe discovery after being requested by the ProSe-enabled application.

9. When UE-B receives the ProSe Announcement from UE-A, it determines that the announced expression code is known and maps to a certain application and to identity adam@example.com or application-layer alias identifiers “A8OF3SR6”. The UE-B can determine the application and the application identity that corresponds to the received expression code because it has also received the expression code for identity adam@example.com or application-layer alias identifiers “A8OF3SR6” (Adam is included in the friend list of UE-B).

The steps 1-6 in the above procedure can only be executed when the UE is inside the network coverage. However, these steps are not required frequently. They are only required when the UE wants to update or modify the friends that should be discovered with ProSe direct discovery. After receiving the requested expression codes from the network, the ProSe discovery (steps 7 and 9) can be conducted either inside or outside the network coverage.

It is noted that an expression code maps to a certain application and to a certain application identity or application-layer alias identifier. Thus when a user runs the same ProSe-enabled application on multiple UEs, each UE announces the same expression code.

6.2.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.2.4
Solution evaluation

Editor’s Note: The fulfillment of requirements in section 4.2 needs will be evaluated. 
End First Change
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