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Abstract of the contribution: This paper discusses the issue where some packets are discarded after the charging record is determined.
1. Discussion
In UPCON scope, two congestion mitigation approaches have been discussed, RAN-based approach and CN-based approach. In the RAN-based approach, RAN nodes mitigate congestion without notifying their congestion status to other entities. On the other hand, in the CN-based approach, CN nodes such as P-GW mitigate RAN congestion based on congestion notification from the RAN. Due to the nature of congestion notification and mitigation, the RAN- and CN-based approaches have respectively been termed proactive and reactive approaches.
RAN-based congestion mitigation usually means in practice that congested RAN nodes defer the transmission of packets or even discard some packets. If RAN-based congestion mitigation depends on discarding packets, over-charging problem may arise as shown in the following figure.
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The problematic scenario is as follows:
1. User data arrives at P-GW for a given UE. A charging record is created in CN nodes.

2. RAN congestion level increases. The RAN starts congestion mitigation, i.e., packet dropping. 

3. User data arrives at the congested RAN. The packets are discarded due to the congestion.

4. The situation where the packets have been charged in spite of not to be transmitted occurs.

It is noted that packet dropping in RAN after counting charging records may happen occasionally in the currently deployed wireless system (i.e., the system without considering UPCON) due to the nature of error-prone and capacity-limited wireless medium [1]. However, such situations may not be serious to users/operators. Without UPCON consideration, the RAN node may drop packets very rarely and independently so that the effect of packet dropping can be distributed fairly distributed to all users. As a result, the number of dropped packets per user would not be large. This makes the charging problem in the existing system relatively insignificant.
Observation #1. Some user packets may be dropped in RAN nodes after charging records have made in CN nodes.
On the other hand, in UPCON scenarios, the problem may be more serious. If a RAN node discards packets based on some criteria, such as user subscription or service type, packet dropping can be concentrated to only a small or selected portion of users/services (e.g., user with the lowest subscription level). In this case, number difference between incoming packets counted in the CN nodes and those actually transmitted packets from the RAN node may be huge. That is, some users may have to pay for services that they do not receive.
Observation #2. If UPCON solutions (e.g., subscription/service based traffic prioritization) is adopted, some users may suffer from considerable over-charging.
2. Proposal
Proposal #1: It is proposed to discuss whether the above two observations are correct or not.
Proposal #2: If observation #2 is agreeable, it is proposed to add an FFS to the RAN based solution(s) in TR 23.705, and discuss solutions in the next SA2 meeting(s).
3. Reference
[1] “Can we pay for what we get in 3G data access?” by Chunyi Peng et at., ACM Mobicom 2012.

****** Begin of Change ******
6.3.1
General description, assumptions, and principles

This solution addresses the key issue on “RAN User Plane congestion mitigation”.

Based on operator’s policies and on the information collected after some form of packet inspection (e.g. shallow packet inspection, L7 DPI, heuristic analysis or others) the GGSN/PGW marks each user plane data packet delivered in the downlink direction with a Flow Priority Indicator (FPI) identifying the relative priority of the packet compared to other packets mapped to the same QCI.

For GTP-based interfaces the FPI marking is provided in the GTP-U header of downlink user plane packets.

NOTE 1: 
The FPI could be defined as a new GTP-U extension header, completely independent from the SCI, or as an enhancement of the GTP-U extension header specified in Rel-11 to convey the SCI. The details are up to stage 3.

Editor’s note: If and how the approach can be exploited also in the uplink direction is FFS.

Editor’s note: How to deliver the FPI to the RAN with PMIP-based S5/S8 is FFS.
Editor’s note: How to resolve the over-charging issue due to the packet dropping in the RAN is FFS.
The range of valid FPI values shall be standardized.

The usage of the FPI is expected to be useful for Non-GBR QCIs only.

NOTE 2: 
According to 3GPP TS 23.203, services using a GBR QCI and sending at a rate smaller than or equal to GBR can in general assume that congestion related packet drops will not occur.

The FPI is not intended to replace the QCI, and no conflicts are foreseen between the FPI and the QCI. The FPI complements the QCI as described below:

· Both the FPI marking of each user plane packet and the Priority level associated to a Service Data Flow (SDF) aggregate via its QCI are used to differentiate between IP flows of the same UE, and are also used to differentiate between IP flows of different UEs.

· Via its QCI an SDF aggregate is associated with a Priority level and a Packet Delay Budget (PDB). As defined in section 6.1.7.2 of 3GPP TS 23.203, if the target set by the PDB can no longer be met for one or more SDF aggregate(s) across all UEs that have sufficient radio channel quality then a scheduler shall give precedence to meeting the PDB of SDF aggregates with higher Priority level.

· If the target set by the PDB can no longer be met for one or more packet(s) belonging to SDF aggregate(s) with the same Priority level (across all UEs that have sufficient radio channel quality) then a scheduler should give precedence to meeting the PDB for the packets with higher FPI.

NOTE 3: 
The details of scheduling are out of scope of 3GPP but implementations are assumed to ensure that starvation of flows with lower FPI is avoided.

If the usage of the FPI is enabled in the RAN, the packets that do not include any FPI marking should be scheduled according to a default FPI pre-configured in the RAN. The default FPI may be configured per PLMN.

NOTE 4: 
The default FPI pre-configured in the RAN allows to support home routed roaming scenarios where the FPI is used in the VPLMN but not in the HPLMN. The default FPI pre-configured in RAN also enables deployment scenarios where, based on operator’s configuration, only downlink user plane packets belonging to specific applications, or application data flows, are marked by the GGSN/PGW with the FPI, while the rest of traffic is not marked. If the usage of the FPI is not enabled in the RAN, the RAN shall ignore the Flow Priority Indicator if received over the S1-U, S12 or other interface, i.e. the RAN shall treat the user plane packet normally.

The usage of the FPI, in conjunction with the QCI, to prioritize user plane data packets has the following characteristics and peculiarities:

· It is applicable to any RAT, i.e. A/Gb mode GERAN, UTRAN and E-UTRAN.

· Delivery of the FPI in downlink user plane data packets should be supported for both GTP-based and PMIP-based S5/S8.

· The FPI should be included in charging records and transferred over online/offline charging interfaces. This is because the FPI can be used for traffic handling differentiation, hence may affect the user experience of the customer and may be used by the operator to create different service profiles.

· It should be possible for the GGSN/PGW to set the FPI based on subscription. Support for PCC control of the feature is therefore necessary.

If both Rel-11 SIRIG (see section 5.3.5.3 of 3GPP TS 23.060 [4]) and the solution described in this section are enabled in an operator’s network, considering that the SCI is defined only for A/Gb mode GERAN while the FPI is applicable to any RAT, the following occurs:

· Both the SCI and the FPI are delivered to A/Gb mode GERAN.

· Only the FPI is delivered to UTRAN and E-UTRAN. 

The SCI and the FPI provide complementary information to the RAN:

· The SCI indicates the type of application that generated the user plane packet and may be used by A/Gb mode GERAN to optimize resource allocation, e.g. to avoid allocating more time slots than what the application actually needs.

· The FPI indicates the priority of the user plane packet and may be used by A/Gb mode GERAN to decide which traffic flows should be served first in case of congestion.

Editor’s note: It is FFS if it would be beneficial for the solution described in this section to extend the applicability of the SCI to all RATs. With the GGSN/PGW delivering both the SCI and the FPI over any RAT, the RAN would become aware of both the priority and the application type associated to each user plane packet. If and how that could be used to allow for more efficient packet scheduling in case of RAN user plane congestion is to be determined.

Editor’s note: The interactions between SCI and FPI in case both are delivered to the RAN are FFS.

As discussed for SIRIG during the Rel-11 timeframe, from a deployment perspective it would be beneficial to also support scenarios where the packet classification required to properly set the FPI is performed by a TDF, rather than the GGSN/PGW. To that purpose a mechanism is required to transfer the outcome of the packet classification process from the TDF to the GGSN/PGW, so that the GGSN/PGW can then use that information to mark packets in the downlink direction. Possible tunnelling/marking mechanisms that could be used to solve this issue are described in 3GPP TR 23.800 [5] Annex B.

Editor’s note: TR 23.800 Annex B provides a detailed description of the tunnelling/marking alternatives, and section B.8 includes a comparison of the different tunnelling/marking alternatives. Whether one or more of the described mechanisms can be used to support FPI marking in the TDF scenario is FFS.

Editor’s note: It is FFS if and how RAN user plane congestion awareness can be exploited to optimize the solution described in this section. For example an option to be investigated is the possibility to enable the packet classification required to properly set the FPI only in case of RAN user plane congestion, in order to minimize the performance impacts on the GGSN/PGW or the TDF.
****** End of Change ******
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