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Abstract of the contribution: This paper clarifies the VLAN option protocol stacks mapping with force-forwarding between AP and TWAG.
Discussion
In solution #1, VLAN user plane option is described as using force-forwarding between AP and TWAG. Force-forwarding is already an assumption from Rel-11, therefore it is not a new SaMOG concept. What needs clarification is how parameters used in VLAN user plane option, such as VLAN-ID (for user plane multiplexing) and UE MAC address are conveyed between AP and TWAG with force-forwarding. Indeed, the following description is not so clear.
“As described in TS 23.402 clause 16, the WLAN AP enforces upstream and downstream forced-forwarding between the UE's WLAN IEEE 802.11 association and the TWAG. The way this forced-forwarding is enforced ensures that the VLAN ID used to multiplex TWAN connectivity services is in a different protocol stack layer than VLAN ID potentially used on the transport interface between the UE and the TWAG. The VLAN ID used to multiplex TWAN connectivity services is not used to route traffic on the path between the AP and the TWAG. If the access point implements a mapping between IEEE 802.11e priorities and DSCP, then the DSCP will be found on a different offset for VLAN-tagged frames compared to frames without VLAN tagging.”

Clarifications to this approach are provided by following P-CR.
Proposed changes to TR 23.852

8.2.1
Solution 1: Tunnelled approach with dedicated UE-TWAG control protocol
8.2.1.1
Functional Description
Editor's Note: It should be described whether and how the solution fulfils the requirements in subclause 8.1.
8.2.1.1.1
 Overview

This solution uses a two-scenario approach to support handover, non-default APN and multiple PDN connections: 
1. Single-connection scenario: In this scenario, the network or the UE only supports a single IP connection over WLAN. An IP connection is either a PDN connection or a NSWO connection. EAP signaling between UE and network is enhanced to carry attach parameters (e.g. handover indicator or APN or a request for NSWO).
2. Multi-connection scenario: In this scenario, the network and the UE both support multiple connections over WLAN. In the multi-connection scenario, a signaling protocol to manage PDN connections is needed. Also, a user-plane separation mechanism is needed to separate user-plane traffic between the different active PDN connections. A NSWO IP address or prefix is obtained through standard IETF procedures (i.e. DHCP or IPv6 Stateless Address Auto-configuration).

Negotiation of which scenario to choose is done once as part of the attachment EAP signaling between UE and network.

8.2.1.1.2
 User plane
In the single-connection scenario, the PDN connection over WLAN uses the per-UE point-to-point link as defined in TS 23.402 clause 16. Such point-to-point link carries MAC frames. The MAC frame would typically carry an IP packet. IP is indicated by means of the “EtherType” field in the MAC header as defined in IEEE 802.1 (e.g. IPv4 is indicated by the Ethertype 0x0800).

	MAC
	IP
	payload


Figure 8.2.1.1.2-1 Frame format for the single-connection scenario

For the multi-connection scenario, there is at most one NSWO connection. For all PDN connections over WLAN, an additional layer between MAC and IP is used when carrying IP packets belonging to these connections. The MAC “Ethertype” field would in this case instead indicate “XYZ”, where “XYZ” is an identifier for the protocol that is used to include: 1) A key to differentiate the PDN connections from each other; 2) A next header indicator, which will be typically IP. The key is unique within the scope of a single UE. The key combined with the MAC address of the UE provides a globally unique identification for a PDN connection. The TWAG and the UE can use this identification to correlate a packet to the correct PDN connection. In the following two subsections, two alternatives are proposed for “XYZ”.

Editor's Notes: One of these two alternatives needs to be chosen. Which one is still FFS.
	MAC
	“XYZ”
	IP
	Payload


Figure 8.2.1.1.2-2 Frame format for PDN connections in the multi-connection scenario
8.2.1.1.2.1
Alternative 1: XYZ = GRE

In this alternative, XYZ is the GRE header as defined in IETF RFC 2890. The GRE key is used to differentiate the PDN connections from each other. This requires that GRE is defined by IEEE as new EtherType.

As the access point is functioning like a layer-2 bridge, it forwards frames between its WiFi interface and its wired interface without checking the EtherType value. If the access point implements a mapping between IEEE 802.11e priorities and DSCP, then the DSCP will be found on a different offset for frames with EtherType GRE compared to frames with EtherType IPv4 or IPv6.

8.2.1.1.1.2.2
Alternative 2: XYZ = VLAN

In this alternative, XYZ is an extension of the MAC header, forming a VLAN-tagged MAC header. The VLAN ID is used as key to differentiate the PDN connections from each other. 
The AP performs translation between the IEEE Std 802.11 air link and the IEEE 802 AP-TWAG segment e.g. using IEEE 802.11 integration service per IEEE 802.11-2007 appendix M. The solution relies on the VLAN ID to be carried un-modified to the TWAG.

The VLAN ID used to distinguish PDN connections is encapsulated over the air in LLC SNAP and thus cannot be used for any other (non-3GPP) service differentiation over the air.
As described in TS 23.402 clause 16, the WLAN AN enforces upstream and downstream forced-forwarding between the UE's WLAN IEEE 802.11 association and the TWAG. The way this forced-forwarding is enforced ensures that the VLAN ID used to multiplex TWAN connectivity services is in a different protocol stack layer than VLAN ID potentially used on the transport interface between the UE and the TWAG. 
The VLAN ID used to multiplex TWAN connectivity services is not used to route traffic on the path between the AP and the TWAG.
If the access point implements a mapping between IEEE 802.11e priorities and DSCP, then the DSCP will be found on a different offset for VLAN-tagged frames compared to frames without VLAN tagging.

An example of protocol stacks showing how UE MAC address and VLAN-ID can be transported between UE and TWAG are depicted in figure 8.2.1.1.1.2-1.

[image: image1]
Figure 8.2.1.1.1.2-1: Example of UE-TWAG protocol stacks
This UE-TWAG protocol stacks example has following characteristics:
· AP -TWAG tunnelling
The AP -TWAG tunnelling, as used by SAMOG phase 1 / Rel11 deployments, is assumed to be on top of IP layer in order to allow the AP to reach a TWAG that may be located beyond the access line IP Edge (BNG). This allows layer 2 headers exchanged between UE and TWAG above that tunnel (e.g. VLAN  Id used on the UE-TWAG interface)  to be independent from layer 2 headers (e.g. VLAN Id) which may already exist on the path between AP and IP Edge / TWAG, thus avoiding interferences with VLAN-ID used in current deployments between UE and IP Edge. 

NOTE: Definition of the tunnel between AP and TWAG is out of 3GPP scope. There may be e.g. one AP-TWAG tunnel per AP, or an AP-TWAG tunnel per PDN connection (in which case it should be dynamic i.e. established by signalling).
· VLAN-ID as used between UE and TWAG for SAMOG phase 2 multiplexing
VLAN-ID as used between the UE and the TWAG for SAMOG phase 2 multiplexing is carried on the radio path in the VLAN tagged MAC frame on top of 802.11/LLC/SNAP. This VLAN-ID can be transported via the user plane in the (VLAN tagged) frame carried by (above) the AP -TWAG tunnel as shown in the figure (e.g. in case of a AP -TWAG tunnel defined per AP). 
NOTE: In the case of an AP -TWAG tunnel per PDN connection, this VLAN-ID could also be carried via the control plane used to establish that tunnel.
· UE MAC Address

UE MAC address is carried on the radio path in the relevant 802.11 address field. The UE MAC address can be transported via the user plane in the frame carried by (above)  the AP -TWAG tunnel as shown in the figure (e.g. in case of a AP -TWAG tunnel defined per AP). 
NOTE: In the case of an AP -TWAG tunnel per PDN connection, the UE MAC address could also be carried via the control plane used to establish that tunnel.
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