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Abstract of the contribution: This paper discusses how to select a WLAN that simultaneously supports connectivity to a VPLMN PGW for e.g. VoIMS service and connectivity to a HPLMN PGW for e.g. home routed services such as mobile operator services (parental control, WAP)  or VPN access and HTTPS sessions (which require IP address preservation).
Discussion
Problem statement

In solutions #3 and #4 described in TR 23.865, the UE is configured for the roaming case to either “prefer WLANs provided by the HPLMN” or “not prefer WLANs provided by the HPLMN”. When the UE is configured to not prefer WLANs provided by the HPLMN, the UE selects the “active” ISRP rule from the rules provided by the VPLMN (V-ANDSF). This allows providing seamless continuity in local break out scenario for services that require IP address preservation: an example of such service is VoIMS. This is mainly because only VPLMN can know and ensure that TWAN provides S2a connectivity to some its own PGWs.
The UE is configured to prefer WLANs provided by the HPLMN mainly for NSWO services. But there are also home routed services requiring home routed services: some examples are services that require IP address preservation (Corporate VPN, https banking transactions, etc) as well as services such as parental control. A solution would be to configure the UE to prefer WLANs provided by the HPLMN, as the HPLMN should be aware of which WLANs have direct connectivity with its PGWs.
However, it is expected that an operator will wish to simultaneously provide VoIMS and home routed services such as Corporate VPN and https transactions. A solution is proposed below.
Solution description

Overview

V-ANDSF can select a list of WLANs that have S2a connectivity with one or more PGWs in the VPLMN. However, it does not ensure that all WLANs in that list have connectivity with one or more PGWs in the HPLMN, as the VPLMN is not supposed to be aware of TWAN connectivity to other PLMNs. 
It is therefore necessary to make the UE aware of which WLANs in the list derived from V-ANDSF have connectivity to a PGW in its HPLMN. The TWAN is obviously aware of HPLMNs it has S2a connectivity. A simple solution could be to extend ANQP information to provide, in addition to the existing list of PLMNs a WLAN can use for authentication and specified in TS 24.234 annex A (using IEEE Std 802.11u™-2011 Generic Container), the list of PLMNs a WLAN has PGW connectivity with. 
This could be coded either as separate lists of PLMNs, or as a list of PLMNs with two bits per PLMN indicating whether it is for authentication, PGW connectivity or both. Alternatively, the UE could request the WLAN whether it has connectivity to a specific PLMN via ANQP query. This is a stage 3 matter.
The UE will then be able to select a WLAN that has connectivity with VPLMN and UE’s HPLMN, which will guarantee IP address preservation for simultaneous LBO-based VoIMS and home routed services.
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Figure 1: ANDSF rules for LBO services and ANQP connectivity information for HR services
Applicability to solution #3 and solution #4
1) WLAN selection algorithms

Let’s assume that ANDSF rules apply for the UE. 

In solution #3, the list of WLANs provided by ANDSF is constituted by the WLANs that “best” match with the ISRP active rule. A priori, it is not guaranteed that the WLANs in this list have connectivity to the UE’s HPLMN because ISRP rules do not take into account the PLMN. 

In solution #4, the list of WLANs provided by ANDSF is constituted by all the WLANs that match with the active ISRP rule, and the PLMN selection (for authentication purposes only) is processed afterwards, allowing the UE to select a WLAN that connects (for authentication) to the HPLMN as highest priority PLMN. But the PLMN selection process is therefore not related to S2 connectivity with PGWs in the HPLMN. 

In order to select WLANs with S2 connectivity to PGWs of the HPLMN, it is necessary for the UE to restrict the WLAN list to those which have connectivity with PGW. And this should be done BEFORE the PLMN selection process for authentication.
Taking an example of enhanced ISRP Flow distribution rule for IFOM: 

· Access Priority 1: WLAN, any SSID, realm = “example1.com”

· Access Priority 2: 3GPP access

· Access Priority 3: WLAN, any SSID, realm = “example2.com”

The list of WLANs that will match the ISRP rule are WLANs realm “example1.com” and WLANs realm “example2.com”. Let’s assume that only WLANs realm “example2.com” have access to PGWs in the UE’s HPLMN.

With unchanged solution #3, the “best” match will be WLANs realm “example1”. But it has no access to HPLMN PGWs. Therefore, solution #3 should be enhanced to:

1. First (unchanged), select all WLANs that “simply” match to the ISRP rule; 
2. Second (enhancement), remove from this list the WLANs that have no access to PGWs in the UE’s HPLMN (e.g. via the enhanced ANQP information);

3. Third (unchanged), find the “best” match among them.

With solution #4, enhancement will be almost similar:

1. First (unchanged), select all WLANs that match to the ISRP rule;

2. Second (enhancement), remove from this list the WLANs that have no access to PGWs in the UE’s HPLMN (e.g. via the enhanced ANQP information);

3. Third (unchanged), perform PLMN selection for authentication purposes.

2) How to inform the UE that it should select a WLAN for IP address preservation in both the VPLMN and the HPLMN?

Existing mechanism relies on configuring the UE (by the home operator or the user) to either “prefer WLANs provided by the HPLMN” or “not prefer WLANs provided by the HPLMN”. To ensure IP preservation in LBO case, the UE would be configured to “not prefer WLANs provided by the HPLMN”. But if the home operator also requires continuity for home routed services (i.e. for services requiring IP address preservation), it is necessary to provide an additional configuration indication for the case UE is configured to “not prefer WLANs provided by the HPLMN”. This additional UE configuration indication could take two values:
· “HPLMN PGW access not required”: in this case, the WLAN selection algorithm is composed of above steps 1 and 3;
· “HPLMN PGW access required”: in this case, the WLAN selection algorithm is composed of above steps 1, 2 and 3;
Proposed changes to TR 23.865

5.x
Key issue #x
In solutions #3 and #4 described in TR 23.865, the UE is configured for the roaming case to either “prefer WLANs provided by the HPLMN” or “not prefer WLANs provided by the HPLMN”. When the UE is configured to not prefer WLANs provided by the HPLMN, the UE selects the “active” ISRP rule from the rules provided by the VPLMN (V-ANDSF). This allows providing seamless continuity in local break out scenario for services that require IP address preservation: an example of such service is VoIMS. This is mainly because only VPLMN can know and ensure that TWAN provides S2a connectivity to some its own PGWs.

The UE is configured to prefer WLANs provided by the HPLMN mainly for NSWO services. But there are also home routed services requiring home routed services: some examples are services that require IP address preservation (Corporate VPN, https banking transactions, etc) as well as services such as parental control. A solution would be to configure the UE to prefer WLANs provided by the HPLMN, as the HPLMN should be aware of which WLANs have direct connectivity with its PGWs.

However, it is expected that an operator will wish to simultaneously provide VoIMS and home routed services such as Corporate VPN and https transactions. A solution is proposed below.

6.x
Solution #x

6.X.1
Overview

V-ANDSF can select a list of WLANs that have S2a connectivity with one or more PGWs in the VPLMN. However, it does not ensure that all WLANs in that list have connectivity with one or more PGWs in the HPLMN, as the VPLMN is not supposed to be aware of TWAN connectivity to other PLMNs. 

It is therefore necessary to make the UE aware of which WLANs in the list derived from V-ANDSF have connectivity to a PGW in its HPLMN. The TWAN is obviously aware of HPLMNs it has S2a connectivity. A simple solution could be to extend ANQP information to provide, in addition to the existing list of PLMNs a WLAN can use for authentication and specified in TS 24.234 annex A (using IEEE Std 802.11u™-2011 Generic Container), the list of PLMNs a WLAN has PGW connectivity with. 

This could be coded either as separate lists of PLMNs, or as a list of PLMNs with two bits per PLMN indicating whether it is for authentication, PGW connectivity or both. Alternatively, the UE could request the WLAN whether it has connectivity to a specific PLMN via ANQP query. This is a stage 3 matter.

The UE will then be able to select a WLAN that has connectivity with VPLMN and UE’s HPLMN, which will guarantee IP address preservation for simultaneous LBO-based VoIMS and home routed services.
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Figure 1: ANDSF rules for LBO services and ANQP connectivity information for HR services

6.X.2
Applicability to solution #3 and solution #4

3) WLAN selection algorithms

Let’s assume that ANDSF rules apply for the UE. 

In solution #3, the list of WLANs provided by ANDSF is constituted by the WLANs that “best” match with the ISRP active rule. A priori, it is not guaranteed that the WLANs in this list have connectivity to the UE’s HPLMN because ISRP rules do not take into account the PLMN. 

In solution #4, the list of WLANs provided by ANDSF is constituted by all the WLANs that match with the active ISRP rule, and the PLMN selection (for authentication purposes only) is processed afterwards, allowing the UE to select a WLAN that connects (for authentication) to the HPLMN as highest priority PLMN. But the PLMN selection process is therefore not related to S2 connectivity with PGWs in the HPLMN. 

In order to select WLANs with S2 connectivity to PGWs of the HPLMN, it is necessary for the UE to restrict the WLAN list to those which have connectivity with PGW. And this should be done BEFORE the PLMN selection process for authentication.

Taking an example of enhanced ISRP Flow distribution rule for IFOM: 

· Access Priority 1: WLAN, any SSID, realm = “example1.com”

· Access Priority 2: 3GPP access

· Access Priority 3: WLAN, any SSID, realm = “example2.com”

The list of WLANs that will match the ISRP rule are WLANs realm “example1.com” and WLANs realm “example2.com”. Let’s assume that only WLANs realm “example2.com” have access to PGWs in the UE’s HPLMN.

With unchanged solution #3, the “best” match will be WLANs realm “example1”. But it has no access to HPLMN PGWs. Therefore, solution #3 should be enhanced to:

4. First (unchanged), select all WLANs that “simply” match to the ISRP rule; 

5. Second (enhancement), remove from this list the WLANs that have no access to PGWs in the UE’s HPLMN (e.g. via the enhanced ANQP information);

6. Third (unchanged), find the “best” match among them.

With solution #4, enhancement will be almost similar:

4. First (unchanged), select all WLANs that match to the ISRP rule;

5. Second (enhancement), remove from this list the WLANs that have no access to PGWs in the UE’s HPLMN (e.g. via the enhanced ANQP information);

6. Third (unchanged), perform PLMN selection for authentication purposes.

4) How to inform the UE that it should select a WLAN for IP address preservation in both the VPLMN and the HPLMN?

Existing mechanism relies on configuring the UE (by the home operator or the user) to either “prefer WLANs provided by the HPLMN” or “not prefer WLANs provided by the HPLMN”. To ensure IP preservation in LBO case, the UE would be configured to “not prefer WLANs provided by the HPLMN”. But if the home operator also requires continuity for home routed services (i.e. for services requiring IP address preservation), it is necessary to provide an additional configuration indication for the case UE is configured to “not prefer WLANs provided by the HPLMN”. This additional UE configuration indication could take two values:

· “HPLMN PGW access not required”: in this case, the WLAN selection algorithm is composed of above steps 1 and 3;

· “HPLMN PGW access required”: in this case, the WLAN selection algorithm is composed of above steps 1, 2 and 3;

6.x.3
Impacts on existing nodes or functionality

ANDSF changes and impacts to nodes per solutions #3 or #4.
Addition of ANQP extensions in 3GPP specifications (TS 23.402 and TS 24.302), impacting UE and WLAN network.
6.x.4
Evaluation
Connectivity with PGWs in PLMNx,y
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