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Abstract of the contribution: This contribution proposes that the RNC and the UE retain the security context they establish upon an initial UE visit so as to minimize the number of RNC/SGSN interactions to establish security context for connectionless data. Also, updated context management, corrected inconsistent terminology for the connectionless activity timer and some minor update and clarifications to the solution are added.
Discussion
Adding UMTS support
Today, the establishment of the security context happens during the Service request procedure as highlighted in the message flow here below, showing the service request procedure executed to set up security before connectionless data was sent, in a hypothetical scenario where we did not have alternative ways to set the security context up.
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Figure 1 - connectionless approach with no changes to security establishment: not worth it!
It is in the security functions procedure where the UE and RNC set up and initialize the security algorithm used for ciphering. Clearly the need to execute a full service request for every small data transmission defeats the purpose of the connectionless scheme. In fact, even if the UE remains in the same RNC and it goes to idle mode, this procedure is fully executed as the UE and RNC are supposed to establish security afresh and to set up S1 connectivity for bearer. This is clearly wasteful.

We therefore propose to make the way security is handled more efficient, in that the RNC and the UE need to establish security only when strictly needed (i.e upon first visit to a given RNC that is identified as unknown or when the UE and RNC do not any longer share a valid security context, e.g. because the security material expires (due to an aging process). Note that the concept of RNC may be related here to a way to logically identify a single RNC from a UE perspective, based on criteria defined by RAN WG’s.  Since the RNC ID is part of the Cell ID, applying a “mask” on the cell ID bits will probably be the basis of a solution to identify a Match of RNC ID.

 At the time when the UE and RNC set up security they exchange a “token” which is unique per UE and RNC pair over the expected lifetime of the context. The lifetime of the context may also be exchanged at the same time. In particular, with reference to figure 2 here below, the token is exchanged in step 7.
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Figure 2 Local authentication and connection set-up with token exchange (adapted from Fig. 14 in TS 33.102)

This token can also be used as a reference to a broader set of information like the UE capabilities and other necessary UE context information that the RNC may retain between subsequent UE accesses to RNC resources.

With this in mind, the procedure to send an UL packet once the token is acquired (starting from idle mode) is the following:
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Figure 3 - Token based security context set up

It is assumed the UE reads the RNC ID on the broadcast channel as part of the cell ID and then sends the related token in the RRC ConnectionSetup Complete message. The token is signed with the RRC integrity key so as to avoid possible denial of service attacks. Note also that the support of the token based approach is implicitly known when the RNC provides the token to the UE the first time it has visited the RNC. If not, then this support is not assumed and also this may be assumed as indication the connectionless feature is not supported ( for obvious reasons as otherwise the feature qould be utterly inefficient as discussed above!). The UE also passes in the RRC ConnectionSetupComplete message all the connection ID’s of the connectionless PDN’s or bearers that it intends to possibly use so that the RNC’s configures them and it ready to receive the related packets over related RAB’s. 

If by any chance the UE has provided a non-existent or invalid token value, then the RNC rejects the RRC connection with a cause code requesting the UE to go ahead with a full service request procedure as if it was the first visit to the RNC. As a result it will issue a security mode command to the UE and generate a new token, or reject the UE depending on the outcome of the interaction with the SGSN. In fact, when due to aging a security context elapses, this is removed from the cache in the RNC and when the UE attempt to use it, it is detected as invalid so the UE will remove it from the cache and require any UE submitting this token to perform the full SR as per figure 1. So in principle the UE may or may not be provided the timer associated to aging of tokens, and the scheme still works fine.

 If however the token is valid then the DRB’s are established and the UE must assume the RNC has accepted its token and was able to find the UE context in its stored data. The DRB’s are kept alive for the duration of a connectionless activity timer. Note however that the UE may not be for this reason considered in Connected mode from a system perspective (i.e. its connection oriented bearers might not be in connected state).

It should be clear then by now that if the RNC keeps a cache of UE contexts indexed by the token values it provides (unique per RNC) and the UE keeps a cache of tokens+security contexts per RNC, then the need for full SR procedures is minimized. As UE’s used for MTC may be static, this is particularly efficient for MTC devices as the UE would seldom have to resort to a full service request procedure (provided the token validity is set to be long enough). Also the mobility patterns of most users do repeat themselves frequently and also include long periods during which the users are static, so this mechanism results to be particularly effective when taking this into account.

A further optimization of the procedure may be possible by reducing the number of RRC messages over the air, but this would be in scope of RAN to explore.
Adding smarter context management
When UE enters connection oriented mode, it issues a SR even if the UE was in possession of a token and the RAN node had a context for the UE. In these circumstances the RAN node may need to renew the context and issue a SMC to the UE with a new token and refresh the context, while deleting the old one so it is not retained needlessly. The RAN Node, to achieve this goal, needs to detect the context is the same. To this effect, the MME/SGSN can assign Cookie to the UE when it attached to a network. This cookie is unique per UE and is passed to the RAN nodes where contexts are provided by the MME/SGSN. The principle is: a context with the same cookie stored in the eNB gets replaced by the new one.
Also, if for any reason the core nodes (SGSN/MME) decide to purge a UE from the network, they can optionally remove all the cached RAN contexts by sending a suitable multicat message to all RAN nodes in the network forcing the purging of UE contexts indexed by the UE cookie. Subsequent Service Requests the UE may initiate may trigger rejection until the UE context is reestablished in the network.

Conclusion

It is proposed to include the UMTS optimized procedures for security context handling for connectionless and other  described updates to TR23.887

******************************** Start of Change *********************************
5.1.1.3.6
Solution: Small Data Fast Path / Connectionless

5.1.1.3.6.1
General 

The two alternatives described below describes how small data can be passed in the user plane without disproportionate amount of signalling caused by idle-connected mode transitions. These alternatives can handle small data of any frequency with upper volume limit only constrained by radio design. (Note: Small data for UE in connected mode does not suffer from the problem of excessive idle-connected mode transitions).
Both alternatives below are based on the principle of providing information to the UE about the end-point of the PDN Connection or its bearer(s) in the SGW. The UE can then append this information to small data that is sent UL to the eNB. The eNB uses the appended information and creates a GTP-U PDU and passes the small data packet on the S1-U to the SGW. The SGW forwards the received packet uplink as normal. To allow subsequent DL small data, the eNB also appends its DL TEID and IP address to the GTP-U PDU in an extension header. The SGW stores and uses this information for any subsequent DL small data. 

There are differences between the two alternatives. The connection less alternative has the following specifics:

-
Security model is not changed as the eNB performs the encryption function. The security material is downloaded in the eNB from the core when the UE first uses the eNB for data transmission and this security context is used for connectionless data transmission as long as the UE remains under the eNB coverage (the exact method is to be defined in cooperation with SA3)

-
The UL TEID and the SGW IP address are derived from a connection ID which is allocated to the UE at bearer set up and maintained via Mobility management procedures. This connection ID is formatted in such a way to identify the SGW and the TEID for UL data and the mapping of connection ID to TEID and SGW is passed to the eNB when security is established. This Connection ID is sufficient to forward the data in the UL to the correct SGW and TEID.
-
A Bearer connection is either connection less or a normal bearer. It is decided when the bearer is created whether the bearer can use connectionless mode of operation. DL Data for connectionless bearers trigger connectionless paging.

-
A suitable RAN transmission mechanism is to be decided together with RAN groups.

The small data fast path alternative has the following specifics: 

-
Does security between UE and SGW. Security information is provided by MME to SGW at session creation. The security solution is FFS by SA3.

-
The UE passes information required for the eNB to forward the small data to the SGW. The eNB derives the SGW S1-U F-TEID from the SGW Bearer Resource ID provided by the UE.

-
It operates per bearer. The information appended to the small data specifies the GTP-U tunnel where the eNB forwards the data.

-
A bearer can be enabled for small data fast path. If data arriving in the UE or the SGW meets the small data criteria it is sent in the fast path, otherwise the data is sent the normal way by initiating a service request.

-
A suitable RAN transmission mechanism is to be decided together with RAN groups.

Editor’s Note: It is FFS how these two alternatives can be merged or if they shall be progressed as separate
======================== Next Change =====================
5.1.1.3.6.3
Alternative B: Connectionless Data Transmission

5.1.1.3.6.3.1
General

In order to allow a reduction of signalling needed to establish bearers at idle to active transitions, it is proposed to send data in connectionless mode between the UE and the SGW along the following principles:

1.
Data are sent in connectionless mode over the radio interface, and over S1-U/S12/Iu tunnels that are predefined at Bearer/PDP context set up time and maintained via Mobility management procedures (i.e. when SGW relocation happens). The S1-U/S12/Iu UL tunnels are unique per UE bearer, for a given SGW/SGSN.  This eliminates the need to establish these tunnels per UE at each idle to active transition and reduces state in nodes. 

2.
To send uplink data a UE passes to the RAN a Connection ID that the MME/SGSN has passed to the UE at bearer set up time or when a TAU causes a SGW/SGSN relocation, so that the RAN node can select the appropriate TEID for uplink traffic and the appropriate SGW/SGSN IP address. The Connection ID enables the RAN to derive the SGW/SGSN address and the uplink TEID. The UL TEID identifies in the SGW/SGSN the UE and the S5/S8/Gn/Gp TEID to be used to forward traffic to the PGW. In the UL GTP-U Packet the RAN includes in an extension header the DL TEID to be used for the connectionless Bearer.

3.
Connectionless mode procedures are defined over the radio interface for allocation of radio resources to the UE and user data transmission, without the need to send a Service Request message to the MME/SGSN every time the UE needs to send or receive data. The current data radio bearers can be used with suitable QoS over the RAN to support connectionless mode. In UMTS case RAB’s are used with no SRNS relocation. If relocation is required the bearers are released by the RNC and the UE will then initiate them again in the cell under the new RNC.
Editor's Note: RAN aspects need to be studied by RAN WGs. 
3A. A possible way to support connectionless data and related security in E-UTRAN can be based on the concept of token as outlined below:
The UE at first visit of( a cell) in an eNB or when the security context for a cell of an eNB is not known / valid, executes a full Service request procedure as outlined in Figure 5.1.1.3.6.3.1-1 here below, where at steps 6 and 7 the UE and eNB exchange also a token value provided by the eNB to be used as a future reference to the UE context in the eNB, and possibly the eNB provides the UE also with a timer value, used to age the token and the context. The Token is unique per cell. This procedure is used for the initial data transmission in this eNB.  Future data transmissions in this eNB can use the connectionless procedure. The cookie provided by the MME allows to associate context in the eNB to the same UE.
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Figure 5.1.1.3.6.3.1-1: E-UTRAN updated Service Request Procedure with Token exchange and security context caching

At a subsequent visit to the cell of the eNB, the UE does not need to execute the full SR procedure as long as it passes a valid token to the eNB, (which is the one associated to the cell ID the UE reads), as depicted in Figure 5.1.1.3.6.3.1-2 step 3. This eliminates 9 messages.
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Figure 5.1.1.3.6.3.1-2:  E-UTRAN Service Request Procedure with Token passing

NOTE: Optimizations of the RAN aspects of the procedure in figure  5.1.1.3.6.3.1-2 can be explored in RAN working groups. 
It is assumed the UE reads the cell ID on the broadcast channel and then sends the related token in the RRC ConnectionSetupComplete message. The token is signed with the RRC integrity key so as to avoid possible denial of service attacks. Note also that the support of the token based approach to security is implicitly known when the eNB provides the token to the UE the first time it has visited the eNB. If not then this support is not assumed and also this may be assumed as indication the connectionless feature is not supported (as it would be inefficient). The UE also passes in the RRC ConnectionSetupComplete message all the connection ID’s of the connectionless PDN’s  that it intends to possibly use so that the eNB’s configures them and it ready to receive the related packets over related DRB’s. 

If by any chance the UE has provided a non-existent or invalid token value, then the eNB rejects the RRC connection establishment with a cause code requesting the UE to go ahead with a full service request procedure as if it was the first visit to the eNB as shown in Figure 5.1.1.3.6.3.1-1. As a result it will issue a security mode command to the UE and generate a new token, or reject the UE depending on the outcome of the interaction with the MME, which may include NAS authentication/security procedures as defined in clause 5.3.10 of TS 23.401. 

In fact, when due to aging a security context elapses, this is removed from the eNB and when the UE attempt to use it, it is detected as invalid so the UE will remove it. This requires the UE to perform the full SR as per Figure 5.1.1.3.6.3.1-1. Also, in principle, the UE may or may not be provided the timer associated to aging of tokens, and the scheme still works fine. Giving an aging time to the UE is an optimization as a UE detecting a token is no longer valid would not attempt to use it, and right away issue a service request as shown in Figure 5.1.1.3.6.3.1-1.

If the token is valid then the DRB’s are established via RRC Connection Reconfiguration. The DRB’s are kept alive for the duration of a connectionless activity timer which may be different (much smaller) than the activity timer used to consider the UE in Connected mode. Note however that the UE is not in EMM-Connected mode from a system perspective (i.e the MME does not consider the UE to be in connected state).

It should be clear then by now that if the eNB keeps UE contexts indexed by the token values it provides (unique per eNB) and the UE keeps tokens+security contexts per eNB, then the need for full SR procedures is minimized. This eliminates 9 messages when establishing bearers using the token passing optimization. As UE’s used for MTC may be static, this is particularly efficient for MTC devices as the UE would seldom have to resort to a full service request procedure (provided the token validity is set to be long enough). Also the mobility patterns of most users do repeat themselves frequently and also include long periods during which the users are static, so this mechanism results to be particularly effective when taking this into account

A further optimization of the procedure may be possible by reducing the number of RRC messages over the air, but this would be in scope of RAN to explore.
3B. A possible way to support connectionless data and related security in UMTS can be based on the concept of token as outlined here below:
For UMTS, The UE at first visit with a cell under an RNC or when the security context for a RNC is not known / valid, executes a full Service request procedure as outlined in Figure 5.1.1.3.6.3.1-x here below, where at security functions execution time the UE and RNC exchange also a token value provided by the RNC to be used as a future reference to the UE context in the RNC, and possibly the RNC provides the UE also with a timer value, used to age the token and the context.
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5.1.1.3.6.3.1-x – UMTS Connectionless approach
This makes the way security is handled more efficient, in that the RNC and the UE need to establish security only when strictly needed (i.e upon first visit to a given RNC that is identified as unknown or when the UE and RNC do not any longer share a valid security context, e.g. because the security material expires (due to an aging process). Note that the concept of RNC may be related here to a way to logically identify a single RNC from a UE perspective, based on criteria defined by RAN WG’s.  Since the RNC ID is part of the Cell ID, applying a “mask” on the cell ID bits could probably be the basis of a solution to identify a Match of RNC ID.

 In particular, with reference to figure Figure 5.1.1.3.6.3.1-y here below, the token is exchanged in step 7. 
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Figure 5.1.1.3.6.3.1-y UMTS Local authentication and connection set-up with token exchange (adapted from Fig. 14 in TS 33.102)

This token can also be used as a reference to a broader set of information like the UE capabilities and other necessary UE context information that the RNC may retain between subsequent UE accesses to RNC resources.
The cookie provided by the SGSN to the RNC in step 6 allows to associate context in the RNC to the same UE.
With this in mind, the procedure to send an UL packet once the token is acquired (starting from idle mode) is the following, as illustrated in Figure 5.1.1.3.6.3.1-z:
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Figure 5.1.1.3.6.3.1-z – UMTS Token based security context set up

It is assumed the UE reads the RNC ID on the broadcast channel based on a amsk of the cell-ID, and then sends the related token in the RRC ConnectionSetup Complete message. The token is signed with the RRC integrity key so as to avoid possible denial of service attacks. Note also that the support of the token based approach is implicitly known when the RNC provides the token to the UE the first time it has visited the RNC. If not, then this support is not assumed and also this may be assumed as indication the connectionless feature is not supported ( for obvious reasons as otherwise the feature qould be utterly inefficient as discussed above!). The UE also passes in the RRC ConnectionSetupComplete message all the connection ID’s of the connectionless PDN’s or bearers that it intends to possibly use so that the RNC’s configures them and it ready to receive the related packets over related RAB’s. 
If by any chance the UE has provided a non-existent or invalid token value, then the RNC rejects the RRC connection with a cause code requesting the UE to go ahead with a full service request procedure as if it was the first visit to the RNC. As a result it will issue a security mode command to the UE and generate a new token, or reject the UE depending on the outcome of the interaction with the SGSN. In fact, when due to aging a security context elapses, this is removed from the cache in the RNC and when the UE attempt to use it, it is detected as invalid so the UE will remove it from the cache and require any UE submitting this token to perform the full SR as per figure 1. So in principle the UE may or may not be provided the timer associated to aging of tokens, and the scheme still works fine.
 If however the token is valid then the DRB’s are established and the UE must assume the RNC has accepted its token and was able to find the UE context in its stored data. The DRB’s are kept alive for the duration of a connectionless activity timer. Note however that the UE may not be for this reason considered in Connected mode from a system perspective (i.e. the SGSN does not consider the UE in connected state).
It should be clear then by now that if the RNC keeps a cache of UE contexts indexed by the token values it provides (unique per RNC) and the UE keeps a cache of tokens+security contexts per RNC, then the need for full SR procedures is minimized. As UE’s used for MTC may be static, this is particularly efficient for MTC devices as the UE would seldom have to resort to a full service request procedure (provided the token validity is set to be long enough). Also the mobility patterns of most users do repeat themselves frequently and also include long periods during which the users are static, so this mechanism results to be particularly effective when taking this into account.
A further optimization of the procedure may be possible by reducing the number of RRC messages over the air, but this would be in scope of RAN to explore.
4.
Multiple PDN connections can be supported concurrently. However all PDN connections are handled in Connectionless or Connection oriented mode at any one time. 

5.
Connectionless mode is applicable to UTRAN and E-UTRAN in the EPC. Applicability to GPRS Core is FFS.
6.
For E-UTRAN: Handover is not necessary in connectionless mode, since the connectionless mode is expected to last for short duration. If during connectionless mode, cell change is required, the UE reselects to the target cell and sets up bearers in connectionless mode in case the UE has the token of the target cell, or performs service request procedure.  The source eNB releases the radio resources when the connectionless activity timer expires. For UTRAN:There is no SRSN relocation and if RNC needs to change the bearers are disconnected and the UE will need to establish new bearers under the new RNC. Mobility under one RNC is handled as if the UE was in active state when radio bearers are established.
5.1.1.3.6.3.2
Procedures

PDN connection, PDP Context or EPS bearer establishment

There are two possible mode of operation for a UE when it sends and receives data: connectionless mode of operation and connection oriented mode

For bearers that are allowed to use connectionless mode operation, during PDN or PDP Context or EPS Bearer set up a Connection ID is sent to the UE. The Connection ID identifies the PDN and the SGW/SGSN uniquely and the TEID to be used in the UL. This is provided securely to the UE via NAS signaling at the connection set up and every time a SGW selection or relocation is performed. 

The Connection Id is generated by the MME/SGSN based on MME/SGSN policies for each bearer a UE or PGW activates, if the UE or the PGW requests it, e.g. GBR bearers may not get a connection ID so they can only operate in connection oriented mode even if in error the UE or the PGW requested connectionless service.

TAU/RAU

During TAU/RAU if there are any connection IDs allocated for a UE, and if as a result of the procedures the SGW/SGSN relocates, a new connection IDs associated to this new SGW/SGSN are passed to the UE for these bearers. In UTRAN, a UE in connectionless active state will perform RAU to keep the SGSN aware of the whereabouts of the UE for DL paging related to data for connection oriented bearers. The RNC, if the UE location is known on a cell basis, may optimize paging.
NOTE:     In EUTRAN the TAU procedure in a cell is executed before the connectionless bearers are established, so that any relocation of the SGW and generation of new connection ID’s occurs before the bearers are established (in this way the correct connection ID after relocation is used).

UL traffic handling

For uplink traffic in connectionless mode, the UE passes to the RAN the Connection ID it received during the bearer setup (or updated during the last tracking/routing area update procedure). This Connection ID implicitly or explicitly (depending on stage 3 decisions) identifies the SGW/SGSN and the TEID to be used to send UL traffic at the eNB/RNC. The format of the Connection ID is FFS but the eNB/RNC shall not need other information than the connection ID to select the SGW/SGSN and the TEID for UL data. The RAN should be optimized to transmit this information in the UL sparingly if sustained UL packet data transmission occurs. If a Bearer is set up over the RAN to serve a Connection ID (i.e. no special connectionless resources over the RAN are used and current bearers are reused as described in this proposal above), then the Connection ID is only sent at bearer establishment time and is not included in each packet.

The UE/bearers context information in the SGW associates the TEID used in S1-U/S12/Iu uplink packet to a S5/S8 bearer. 

An uplink packet for a connectionless mode bearer resets a connectionless activity timer held at the UE, eNB/RNC and SGW/SGSN. While the timer is running, the UE signals cell changes to the RAN and, for cell change to a new RAN node, the new RAN node propagates the information (e.g. under the form of a dummy uplink GTP-U packet) including the information necessary in the SGW/SGSN to locate the UE (e.g. RAN Node IP address and the DL TEID to be used). This allows the SGW/SGSN to learn that the UE (with active connectionless traffic) moved to a new eNB/RNC and then redirect DL packets to this new eNB/RNC. See "DL traffic handling" for the usage of the timer in the SGW/SGSN. 
When at least a connection oriented bearer is used by a UE, or when based on UE local policies the UE decides to switch from connectionless to connected mode of operation for a particular bearer, the UE enters connection oriented mode of operation, which entails first releasing all the connectionless bearers already established. 

If necessary, the eNB/RNC token may be refreshed while the UE is in connection oriented mode of operation when security mode command is executed.

DL traffic handling

If the UE is operating in connectionless mode, when due to mobility the eNB or RNC change while a connectionless activity timer is running in the UE, eNB/RNC, the SGW/SGSN learns the IP address of the new RAN node using the information sent in the UL packets as described above, i.e. the SGW/SGSN records in the UE context the address of the RAN node currently serving the UE and the TEID. 

Upon receipt of DL packets for a connectionless bearer (i.e. a bearer for which a connection Id is generated), if the UE is considered active for connectionless purposes by the SGW/SGSN (i.e. a local connectionless activity timer has not expired), the SGW/SGSN sends the DL packets to the RAN node serving the UE. Otherwise, if the UE is considered idle by the SGW/SGSN (i.e. connectionless activity timer has expired), the SGW may either: 

· invoke the network triggered service request procedure: the paging message includes a "connectionless"  indication to which the UE responds by sending a cell update that updates the SGW/SGSN with the RAN address/TEID. A connectionless paging does not cause the activation of all bearers in the UE, just the connectionless bearer(s); 

· as another option, an optimization based on subscription or learning of UE behaviour, could be applied for often stationary UE’s: when the UE enters Idle state, the SGW/SGSN marks the DL forwarding information as "tentative". When a DL packet is received, the packet is forwarded regardless to this last known eNB/RNC and the Connection ID and UE identity is added as an extension header to the GTP-U packet. In the event the eNB/RNC cannot deliver the packet to the UE, possibly via a localized connectionless paging, it shall request the SGW/SGSN to page the UE via the MME/(SGSN) as described above and in this request forward the data received.

Exiting from the connectionless mode
When the connectionless activity timers expire in the UE, eNB/RNC and SGW/SGSN, the UE is considered idle.
Entering connected mode
A UE in connectionless mode or idle mode may enter connected mode via a normal Service request. As these may cause the creation of fresh security context in the RAN (i.e., RAN can leave the existing context or refresh it), the old one is detected and replaced by matching the cookie the SGSN/MME provide to the RAN node. In the EUTRAN, as the UE moves and HO procedures are executed, each target eNB leaves any connectionless context intact.
Exiting connected mode
If the UE exits connected mode, it will enter idle mode regardless of whether the UE was in connectionless mode when it entered connected mode.
Purging UE contexts from RAN nodes.
If for any reason the core nodes (SGSN/MME) decide to purge a UE from the network, they can remove all the cached RAN contexts by sending a suitable multicat message to all RAN nodes in the network forcing the purging of UE contexts indexed by the UE cookie. Subsequent Service Requests the UE may initiate may trigger rejection until the UE context is reestablished in the network.
5.1.1.3.6.3.2a
Alternative B-2: Use of bearer-ID instead of Connectionless Identifier

This alternative of the connectionless mode differs from the above in the following:
-
Indication of support of the connectionless mode by the network is provided as an indication in every Attach/TAU accept message to the UE. The support of connectionless mode is expected to be TA wide.

-
The UE can select any bearer to be setup in connectionless mode, by providing the EPS bearer ID (instead of connectionless ID) to the eNB in the RRC Connection Setup Complete message. The EPS Bearer ID points to the EPS bearer context srored in the eNB which contains SGW address and TEID. There is no functionality needed in the MME to determine which bearer to be enabled to be setup in connectionless mode. This is a UE decision. Also, there is no functionality needed to update the UE with Connectionless ID during TAU/RAU procedure.

-
Exiting from the connectionless mode is explicitly controlled by the eNB, by releasing the RRC connection and corresponding S1-U bearers with the SGW. The release of the S1-U bearers with the SGW is performed by the eNB sending a dummy IP packet to the SGW along with an indication to release the S1-U tunnels. Since connectionless mode is expected is to be used for small data transfer only, the eNB releases the RRC and S1-U connection within a very short time (several seconds). 
5.1.1.3.6.3.3
Impacts on existing nodes and functionality

-
UE

-
new connectionless data procedures;

-
 security context caching and token handling

-
eNB/RNC

-
new connectionless data procedures;

-  UE context caching and token handling

-
SGW

-
new connectionless data procedures;

-
MME/SGSN

-
new connectionless data procedures;

5.1.1.3.6.3.4
Alternative B evaluation

Benefits 

-
greatly reduce the signaling in RAN, MME, SGSN, SGW to resume uplink or downlink data transmission for a UE in idle mode by eliminating the need of service request. The benefits materialize when the UE repeats UL data transmission in the same Cell within the Token validity time;
-
supports IP-based small data transmission (i.e. UE still allocated an IP address); 

-
small data packets do not cross Control Plane entities (i.e. MME, SGSN); 

-
small data volume upper limit only constrained by radio design;

-
suitable for frequent and infrequent small data transmission, including bursty transmissions;

-
a long term optimization that can be used for efficient support of small data transmission;

-
The UE decides when to use the connectionless or connection oriented mode of operation;

-
No impact on architecture security functional allocation.
Drawbacks

-
Impacts on SGW, MME/SGSN, UE, eNB/RNC;

- 

-
Storage of UE context in the RAN in idle state;
-
Extra processing and intelligence in the SGW to maintain timers for active connectionless PDN connections and to update UE contexts with RAN address upon inter-eNB/RNC mobility;

******************************** End Changes *********************************
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