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Introduction

Direct Discovery is a process by which two entities detect the “existence” and direct reachability at radio communications layer without the assistance of any intermediate transit node. This paper discusses the attributes and a possible solution to this problem.
Discussion 

There are possible different ways to discover potential direct communications peers:

1) The party interested in discovering peers knows exactly how to identify the potential discovery targets and so aims at discovering these only as part of the discovery process. This implies application layer communication needs that are well known when discovery is initiated and discovery is functional to the satisfaction of these communications needs. This may also imply or not the existence of particular user or set of users that are communication targets.

2) The Party interested in discovering peers is interested in detecting any potentially available communications peers and to discover the services and communications possibilities these offer. No particular application need is the trigger of this discovery (e.g. the UE user may just trigger a generic discovery) and actually the set up of application layer peerings can be dynamical and a consequence of the discovery process itself.

Example of case 1 are:
a) Public safety agent out of coverage needing to discover a PS relay

b) Public safety agent needing to discover a peer agent device to send to him/her  a video feed from his/her own device

c) Application users discovery in vicinity(determined by the allowed range)

d) Discovery of a particular application user in the vicinity(determined by the allowed range)

Examples of case 2 are

e) Discovering any available direct communications peers nearby (determined by the allowed range)
f) Discovering any ProSe relay nearby(determined by the allowed range)

It is readily clear that the first type of discovery is “targeted” in that membership to a group/application is required to discover and be discoverable. So this can be classified as targeted discovery.
In the second type of discovery, membership to a specific group/application is not required to discover and be discoverable. So this can be classified as “non-targeted” discovery.
Targeted discovery

Targeted Discovery can be regarded as a “looking for members” type of message to find out if any members of a specific potential application peer group are around.

The precondition of targeted discovery are:

1) The discovering UE is authorized to discover by the system

2) The UE’s that can be discovered are authorized to participate in discovery

3) The UE’s that initiate targeted discovery know how to address the group by a Group ID
4) The Group membership is validated by a secret key. So overlapping Group ID’s may exist but filtering is operated via application layer shared secrets. It is assumed the UE’s involved in targeted discovery can support a challenge/response method of mutual authentication of group members.
5) The UE identity used for prose does not reveal the UE subscriber identity. This identity should be resolvable to (or be the same as) a direct communications address. This identity is application independent. This is provided by 3GPP layer (e.g. at attach time and can be refreshed via MM procedures), or it can be configured in the UE by the manufacturer or derived from e.g. the IMEI SV if no network is available.
6) The application layer identity of the user can be bound to the UE Prose identity to determine interest for further communications, however this is not required for all possible applications.
It should be noted that there is no real logical difference in the logical sequence whether the UE is in or outside network coverage, except for aspects related to dynamic group membership or dynamic authorization. Radio layer procedures may change of course, but this is not in scope of TR 23.703. An example message flow for the discovery can be the following.
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UE A powers and obtains or is pre-

configured with a globally unique Prose ID A 

and the Group ID’s related to its applications

UE A registers with the application its unique Prose ID, its prose status and prose 

settings for each buddy (if any)

UE B registers with the application its unique Prose ID, its prose status and 

prose settings for each buddy (if any)

UE A and UE B belong to the same application group. This has a unique Group ID and a shared 

secret. 

1-TDiscovery request (challenge A, prose ID A, Attributes ) sent to a Prose discovery channel with Group ID 

as address

2-TDiscovery Response (response A, challenge B(optional), Prose ID B, Attributes ) sent to a Prose 

discovery channel  with Prose ID A related address

3-TDiscovery ACK (Response B(optional)) sent to a Prose discovery channel with Prose ID B related address

UE A discovered UE B.

application layer interest  is determined via lookup 

of mapping of prose ID to application layer ID’s –

this mapping could be out of band.

Communication may ensue

ProSe Registration 

UE B powers and obtains or is pre-

configured with a globally unique Prose ID B 

and the Group ID’s related to its applications


If the UE is under network coverage, the Prose ID is provided by the network e.g. at attach time. This is implicit authorization of ProSe. This may be renewed upon UE or network request as part of MM procedures.
It should be noted that for a UE to be able to transmit on the broadcast channel for discovery under PLMN coverage, it has to get scheduling grant by the network, which implicitly authorizes then the discovery in the coverage area where the UE is located. When the network is absent, Public safety UE’s are assumed to be authorized to use discovery and be discovered, if their application requires it.
In some applications, the 3GPP Prose ID and the UE attributes exchanged in targeted discovery phase  may not be sufficient to enter into proximity of interest relationship (e.g. when the network is not present and the prose ID cannot be associated securely to a application layer identity). So the two entities may need to further gauge interest via application specific user plane interactions out of the scope of 3GPP. So the application layer interest may differ from interest detected at 3GPP layer.
A UE may disable responding Targeted Discovery requests for a group, set of groups, or for all groups based on its user settings and applications status and settings in the UE, or based on operator determined settings. 

The challenge mechanism permits the UE sending the challenge to determine whether the respondents are belonging to the group and are trustworthy members of these groups. The response to the challenge is a function of the ProSe ID of the respondent and the challenge itself. A UE is not allowed to respond to a challenge more than once, so replay based attacks are not possible (i.e. the challenging UE will accept at most one response to a challenge).

At the end of the targeted discovery procedure the UE gains the UE prose ID and the UE attributes for this group (attributes may include e.g. whether the UE can act as a ProSe relay for the specific application). This may then be used for direct communication.
Non-Targeted discovery

Non-Targeted discovery can be regarded as a” hello” type of message to find out what sort of potential application peers are around. This may be then followed by targeted discovery and/or direct communications. An example flow is shown here below.

The precondition of  Non-Targeted discovery are:

1) The discovering UE is authorized to discover by the system

2) The UE’s that can be discovered are authorized to participate in discovery

3) The UE’s that initiate non targeted discovery are just interested in discovering what is around

4) There is no intent to authenticate or validate the information received in response as part of the NTdiscovery.

5) The UE identity used for prose(Prose ID) does not reveal the UE subscriber identity. This identity should be resolvable to (or be the same as) a direct communications address. This identity is application independent. This is provided by 3GPP layer (e.g. at attach time and can be refreshed via MM procedures), or it can be configured in the UE by the manufacturer or derived from e.g. the IMEI SV if no network is available.

6) The application and user settings and preferences determine whether the UE responds to non targeted discovery and if so revealing which application groups a UE is willing to disclose.


[image: image2.emf]UE A Application Network UE B

UE A attempts to discover any UE  

NTDiscovery request (Prose ID A ) sent to a Prose discovery broadcast channel with anycast ID as address

NTDiscovery Response ( supported Group ID’s and attributes, Prose ID B ) sent to a Prose discovery channel 

with radio link layer address A

UE A discovered UE B.

UE a knows groups supported by UE B 

UE A may subsequently initiate a targeted discovery or 

direct communications etc.


Since the UE’A are authorized to send broadcast over the discovery channel under network coverage the operator can control Prose usage by a UE for discovery. 

A UE may disable responding non targeted discovery requests based on its user preferences or operator settings.
At the end of the non targeted discovery procedure the UE gains the UE prose ID, the disclosed group memberships and  and the UE attributes for these groups (attributes may include e.g. whether the UE can act as a ProSe relay for the specific application). This may then be used for subsequent targeted discovery or direct communication.
Conclusion
This paper identifies two possible types of discovery methods and these are sufficient to meet all possible scenarios. It is proposed this is captured in TR 23.703.
Start of changes to TR 23.703
6.X
Solution X: Discovery based on application-defined Group ID and system provided ProSe ID.
6.X.1
Functional description

There are possible different ways to discover potential direct communications peers:

1) The party interested in discovering peers knows exactly how to identify the potential discovery targets and so aims at discovering these only as part of the discovery process. This implies application layer communication needs that are well known when discovery is initiated and discovery is functional to the satisfaction of these communications needs. This may also imply or not the existence of particular user or set of users that are communication targets.

2) The Party interested in discovering peers is interested in detecting any potentially available communications peers and to discover the services and communications possibilities these offer. No particular application need is the trigger of this discovery (e.g. the UE user may just trigger a generic discovery) and actually the set up of application layer peerings can be dynamical and a consequence of the discovery process itself.

Example of case 1 are:

· Public safety agent out of coverage needing to discover a PS relay

· Public safety agent needing to discover a peer agent device to send to him/her  a video feed from his/her own device

· Application users discovery in vicinity(determined by the allowed range)

· Discovery of a particular application user in the vicinity(determined by the allowed range)

Examples of case 2 are

· Discovering any available direct communications peers nearby (determined by the allowed range)

· Discovering any ProSe relay nearby(determined by the allowed range)

It is readily clear that the first type of discovery is “targeted” in that membership to a group/application is required to discover and be discoverable. So this can be classified as targeted discovery.

In the second type of discovery, membership to a specific group/application is not required to discover and be discoverable. So this can be classified as “non-targeted” discovery.
6.X.2
Procedures
6.x.2.1Targeted discovery

Targeted Discovery can be regarded as a “looking for members” type of message to find out if any members of a specific potential application peer group are around. The members of a group share a Group Identifier that is defined at application layer, so it may not be unique globally.
The precondition of targeted discovery are:

1) The discovering UE is authorized to discover by the system

2) The UE’s that can be discovered are authorized to participate in discovery

3) The UE’s that initiate targeted discovery know how to address the group by a Group ID

4) The Group membership is validated by a secret key. So overlapping Group ID’s may exist but filtering is operated via application layer shared secrets. It is assumed the UE’s involved in targeted discovery can support a challenge/response method of mutual authentication of group members based on shared secret.

5) The UE identity used for prose (ProSE ID) does not reveal the UE subscriber identity. This identity should be resolvable to (or be the same as) a direct communications address. This identity is application independent. This is provided by 3GPP layer (e.g. at attach time and can be refreshed via MM procedures), or it can be configured in the UE by the manufacturer or derived from e.g. the IMEI SV if no network is available.

6) The application layer identity of the user can be bound to the UE Prose identity to determine interest for further communications, however this is not required for all possible applications.

It should be noted that there is no real logical difference in the logical sequence whether the UE is in or outside network coverage, except for aspects related to dynamic group membership or dynamic authorization. Radio layer procedures may change of course, but this is not in scope of TR 23.703. An example message flow for the discovery can be the following.
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UE A powers and obtains or is pre-

configured with a globally unique Prose ID A 

and the Group ID’s related to its applications

UE A registers with the application its unique Prose ID, its prose status and prose 

settings for each buddy (if any)

UE B registers with the application its unique Prose ID, its prose status and 

prose settings for each buddy (if any)

UE A and UE B belong to the same application group. This has a unique Group ID and a shared 

secret. 

1-TDiscovery request (challenge A, prose ID A, Attributes ) sent to a Prose discovery channel with Group ID 

as address

2-TDiscovery Response (response A, challenge B(optional), Prose ID B, Attributes ) sent to a Prose 

discovery channel  with Prose ID A related address

3-TDiscovery ACK (Response B(optional)) sent to a Prose discovery channel with Prose ID B related address

UE A discovered UE B.

application layer interest  is determined via lookup 

of mapping of prose ID to application layer ID’s –

this mapping could be out of band.

Communication may ensue

ProSe Registration 

UE B powers and obtains or is pre-

configured with a globally unique Prose ID B 

and the Group ID’s related to its applications


Figure 6.x.2.1-1 targeted discovery including UE network and application layer ProSe registration
If the UE is under network coverage, the Prose ID is provided by the network e.g. at attach time. This is implicit authorization of ProSe. This may be renewed upon UE or network request as part of MM procedures.

It should be noted that for a UE to be able to transmit on the broadcast channel for discovery under PLMN coverage, it has to get scheduling grant by the network, which implicitly authorizes then the discovery in the coverage area where the UE is located. When the network is absent, Public safety UE’s are assumed to be authorized to use discovery and be discovered, if their application requires it.

In some applications, the 3GPP Prose ID and the UE attributes exchanged in targeted discovery phase  may not be sufficient to enter into proximity of interest relationship (e.g. when the network is not present and the prose ID cannot be associated securely to a application layer identity). So the two entities may need to further gauge interest via application specific user plane interactions out of the scope of 3GPP. So the application layer interest may differ from interest detected at 3GPP layer.

A UE may disable responding Targeted Discovery requests for a group, set of groups, or for all groups based on its user settings and applications status and settings in the UE, or based on operator determined settings. 

The challenge mechanism permits the UE sending the challenge to determine whether the respondents are belonging to the group and are trustworthy members of these groups. The response to the challenge is a function of the ProSe ID of the respondent and the challenge itself. A UE is not allowed to respond to a challenge more than once, so replay based attacks are not possible (i.e. the challenging UE will accept at most one response to a challenge).

At the end of the targeted discovery procedure the UE gains the UE prose ID and the UE attributes for this group (attributes may include e.g. whether the UE can act as a ProSe relay for the specific application). This may then be used for direct communication.

6.x.2.2 NonTargeted discovery

Non-Targeted discovery can be regarded as a” hello” type of message to find out what sort of potential application peers are around. This may be then followed by targeted discovery and/or direct communications. An example flow is shown here below.

The precondition of  Non-Targeted discovery are:

1) The discovering UE is authorized to discover by the system

2) The UE’s that can be discovered are authorized to participate in discovery

3) The UE’s that initiate non targeted discovery are just interested in discovering what is around

4) There is no intent to authenticate or validate the information received in response as part of the NTdiscovery.

5) The UE identity used for prose(Prose ID) does not reveal the UE subscriber identity. This identity should be resolvable to (or be the same as) a direct communications address. This identity is application independent. This is provided by 3GPP layer (e.g. at attach time and can be refreshed via MM procedures), or it can be configured in the UE by the manufacturer or derived from e.g. the IMEI SV if no network is available.

6) The application and user settings and preferences determine whether the UE responds to non targeted discovery and if so revealing which application groups a UE is willing to disclose.
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UE A attempts to discover any UE  

NTDiscovery request (Prose ID A ) sent to a Prose discovery broadcast channel with anycast ID as address

NTDiscovery Response ( supported Group ID’s and attributes, Prose ID B ) sent to a Prose discovery channel 

with radio link layer address A

UE A discovered UE B.

UE a knows groups supported by UE B 

UE A may subsequently initiate a targeted discovery or 

direct communications etc.


Since the UE’A are authorized to send broadcast over the discovery channel under network coverage the operator can control Prose usage by a UE for discovery. 

A UE may disable responding non targeted discovery requests based on its user preferences or operator settings.

At the end of the non targeted discovery procedure the UE gains the UE prose ID, the disclosed group memberships and  and the UE attributes for these groups (attributes may include e.g. whether the UE can act as a ProSe relay for the specific application). This may then be used for subsequent targeted discovery or direct communication.

6.X.3
Impact on existing entities and interfaces
-
 MME : needs to be able to issue and maintain the ProSeID
-
eNB: Must enable the transmission on a broadcast discovery channel using unicastaddress (ProSe ID) and group address (Group ID) as well as to all devices
-
UE: must register for ProSe at application and 3GPP layer, must support discovery channels and the related RAN layer procedures
6.X.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
End of changes
3GPP
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UE A powers and obtains or is pre-configured with a globally unique Prose ID A and the Group ID’s related to its applications


ProSe Registration 


UE A registers with the application its unique Prose ID, its prose status and prose settings for each buddy (if any)


UE B registers with the application its unique Prose ID, its prose status and prose settings for each buddy (if any)


UE A and UE B belong to the same application group. This has a unique Group ID and a shared secret. 


1-TDiscovery request (challenge A, prose ID A, Attributes ) sent to a Prose discovery channel with Group ID as address


2-TDiscovery Response (response A, challenge B(optional), Prose ID B, Attributes ) sent to a Prose discovery channel  with Prose ID A related address


3-TDiscovery ACK (Response B(optional)) sent to a Prose discovery channel with Prose ID B related address


UE A discovered UE B.
application layer interest  is determined via lookup of mapping of prose ID to application layer ID’s – this mapping could be out of band.
Communication may ensue


UE B powers and obtains or is pre-configured with a globally unique Prose ID B and the Group ID’s related to its applications
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UE A attempts to discover any UE  


NTDiscovery request (Prose ID A ) sent to a Prose discovery broadcast channel with anycast ID as address


NTDiscovery Response ( supported Group ID’s and attributes, Prose ID B ) sent to a Prose discovery channel with radio link layer address A


UE A discovered UE B.
UE a knows groups supported by UE B 
UE A may subsequently initiate a targeted discovery or direct communications etc.



