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Abstract of the contribution: This contribution proposes some updates to solution- Downlink small data transfer using RRC message.
1 Introduction

1. There are some methods that the SGW determine it is a small data transmission, which already documented in TS23.887. It is proposed to adopt the one defined in 5.1.1.3.6.2(Small Data Fast Path) for solution 5.1.1.3.5. 
2. Completes the solution by adding solutions used for uplink small data transfer.
2 Proposal

It is proposed to add the following modifications to clause 5.1.1.3.5 of TR 23.887.

* * * Begin of Change * * * 
5.1.1.3.5
Solution: Downlink and Uplink small data transfer using RRC message 
5.1.1.3.5.1
General

The solution addresses the Key issue "Efficient Small Data Transmission" for a UE in idle mode.
It causes too much signalling to use service request procedure to transfer down link small data/device trigger to idle mode UE. This solution particularly focuses on the optimisation of small data transfer from MME to UE.

When MME receives small data packet from SGW (according to sub-clause 5.1.1.3.1) or MTC-IWF (according to sub-clause 5.1.1.3.3), if the target UE is in idle mode, downlink small data transfer from MME to UE can be optimized as follow. The MME sends the small data to eNodeBs via S1-AP Paging message, and One-shoot-Paging procedure is used by eNodeBs to deliver the small data to the UE. 
After receiving the S1-AP paging message containing the small data, eNodeBs buffer the small data and co-relate it with the S-TMSI. Then eNodeBs page UE and start a paging timer. A“small data flag” could be added in paging message to indicate UE that the paging is to transfer downlink small data and service request procedure is not needed. After the UE responds with RRC connection Request message, the eNodeB retrieves the small data according to the S-TMSI included in the RRC Connection Request message, encapsulates the small data in the DedicatedInfoNAS IE, and puts this IE in the RRC connection setup message. The UE responds with the RRC connection setup complete message, which contains an NAS PDU to acknowledge the reception of the small data. The eNodeB forwards the NAS PDU to MME via a S1-AP message. When the paging timer expires, eNodeBs can discard buffered small data. 
In order to security protect the small data, MME/UE could use the existing NAS security context to encrypt / decrypt the small data packet and ACK message. 
Editor’s note: How to provide security protection for small data in 3G system and for downlink small data in LTE system is FFS. Whether sending small data toall eNodeBs in theTA list cause security issues or not is FFS.

UE and network could negotiate about this optimized small data transfer solution during Attach and TAU/RAU procedure according to subscription data and UE’s request.
The signalling procedure of LTE system for Downlink direction is described below. The figure shows two alternatives of small data transfer path within core network: transfer path via SGW/PGW and transfer path via Tsp/T5.
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Figure 5.1.1.3.5.1-1. Downlink small data transport procedure for UE in idle mode

1.
The MME receive the small data.

1a. The SCS submits the small data packet to MTC-IWF through Tsp interface, and provides the external identifier for the target UE, application ID, and application data. The MTC-IWF checks if the SCS is authorized to send small data. If yes, MTC-IWF queries HSS with external identifier for serving node information and IMSI. MTC-IWF sends small data packet together with IMSI to the serving MME through the T5b interfaces; or:
NOTE: if the identifier mapping is stored in MTC-IWF, MTC-IWF can query HSS using IMSI directly.

1b. when an IP packet arrives in the S-GW and the criteria for small data are fulfilled (e.g. packet size, number of arrived DL packets, IP protocol number, earlier traffic pattern, local SGW configuration, etc), the S-GW buffers the IP packet, appends it to the Downlink Data Notification and sends it to the MME. The S-GW monitors whether subsequent packets have arrived for the delivery to the UE and whether the total size of these packets is greater than the value configured by the operator's policy or subscription, or the above criteria could not be fulfilled due to subsequent packets arrival. If this is the case the S-GW sends the Downlink Data Notification to request the establishment of the S1 bearer(s).

2.
When MME determines that downlink small data is sent to a UE in idle mode and the network has no other signalling or data pending, MME encrypts the small data packet using NAS security context and sends encrypted small data in a NAS PDU in paging message to eNodeBs. Paging optimization is applied, if possible, e.g. UE has low mobility characteristic. The MME supervises the paging procedure with a timer and may repeat the paging as per TS 23.401. The paging repetition strategy is operator dependent. If the small data arrives from the MTC-IWF, the MME includes the address in the S1-AP paging messages.
3.
eNodeBs buffer the small data, record the corresponding S-TMSI, and page UE. The addition of “small data flag” to the radio interface paging messages allows the UE to change the RRC establishment cause from “mt-access” to “mo-signalling” (or to a new cause value of “mt-signalling”). In turn, this RRC establishment cause allows the eNodeB to optimise its resource allocation and to not configure the UE for measurement reporting). 
One-shoot paging could be used, i.e. eNodeBs only page the UE once, if the UE does not respond after paging timer is expired, eNodeBs simply discard the buffered small data packet.
If the MTC-IWF address is received in the S1-AP paging message, the eNB records the address for future use, e.g. for uplink small data transfer.
4.
UE sends RRC connection request message to an eNodeB to respond to paging message. 
5.
The eNodeB retrieves the small data according to UE’s S-TMSI, encapsulates the small data in DedicatedInfoNAS IE, put the IE in RRC connection setup message and sends it to UE.

6.
After receiving DedicatedInfoNAS IE in RRC connection setup message, UE decrypts the small data packet and routes the application data to the target application according to the application ID. The NAS layer in the UE may sends a small data ACK to confirm the reception of the small data, it is encrypted and encapsulated in a DedicatedInfoNAS IE in the RRC connection setup complete message. 
Editor’s note: Evaluation of RRC impacts of step 3-6 are FFS by RAN.
7.
The eNodeB transparently forwards the small data ACK to the MME, drops the buffered data packet, and release RRC signalling connection.

8.
Upon receipt of the small data ACK , MME sends the Delivery Report to MTC-IWF or SGW. Subsequent transfer of Delivery Report is not shown in the figure. If the MME receives no small data ACK from the UE, it may perform the paging repetition procedure as per TS 23.401.
9.
When the application requests to initiate communication after receiving the small packet, the UE could send service request message to establish PDN connection or send uplink small data according to sub-clause 5.1.1.3.1, 5.1.1.3.2 or 5.1.1.3.3.If there is no uplink data to transfer, UE could ask eNodeB to release RRC signalling connection.
The signaling procedure of LTE system for Uplink direction is described below. It is an option for sending MO small data. Same as other solutions, UE and network need to negotiate in Attach/TAU procedure first. In addition, eNBs could be configured with the address of MTC-IWF(s) and has the IP connection with those MTC-IWF(s). The eNB and the MTC-IWF needs establish security association before actual data delivery. Since there is no existing security protection for small data transfer between eNB and MTC-IWF, application layer security protection is recommended.
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 Figure 5.1.1.3.5.1-2. Uplink small data transport procedure for UE in idle mode

1. The application in upper layer needs to send small data, which triggers the UE in idle mode to send a RRC connection request to eNB with a small data indication as negotiated.
2. The small data indication in RRC connection request message informs the eNB that UE only wants to transmit small data, which could make the eNB skip RRC reconfiguration and measure report.
If the eNB is not configured with addresses of MTC-IWF(s), the dotted lines are executed:

2a.  the eNB determines the MME according to S-TMSI in RRC connection request, and send message to MME to query for the MTC-IWF address with UE’s S-TMSI.

2b.  the MME acquires the MTC-IWF address from configuration or from UE’s context and returns it to eNB.

3. The eNB sends RRC connection setup to UE, which indicates UE that eNB is ready to handle small data.

4. UE sends RRC connection setup complete message to eNB with small data. The small data packet contains UE’s external ID, the necessary information about the MTC server, and user data.

5. eNB passes the small data packet to MTC-IWF through IP connection. If there is no connection between eNB and the MTC-IWF, the eNB sends small data packet to MME as defined in sub clause 5.1.1.3.3.
6. MTC-IWF checks whether the UE is authorized to send small data to the MTC server with necessary interaction with HSS. If yes, MTC-IWF delivers the small data packet to MTC AS/SCS, otherwise, MTC-IWF rejects the small data delivery from eNB. The MTC-IWF may record the address of eNB and UE’s identity pair in case downlink small data responded from MTC AS/ SCS. In the case, MTC-IWF delivers the downlink small data packet to eNB directly.
7. MTC-IWF sends delivery report to eNB to confirm the small data transmission.

8. eNB passes the small data ACK to UE via RRC connection release, which release RRC connection. Alternatively, eNB could send small data ACK via other RRC message instead of RRC connection release, and supervise the RRC connection with a configured timer in case responding downlink small data arriving. 
5.1.1.3.5.2 
Impacts on existing nodes or functionality

MTC-IWF

-
Impacts due to support T5 based small data also applied here;
MME/SGSN
-
Impacts due to support T5 based small data also applied here;
-
Extension of S1-AP paging message to transfer small data packet.
eNodeB

-
Impacts due to support T5 based small data also applied here;
-
Buffer small data, and delete small data after the timer expired or after delivery.  
-
Extension of RRC connection setup message and S1-AP paging message to transfer small data packet.
UE
-
Impacts due to support T5 based small data also applied here;
-
Extension of RRC connection setup complete message to transfer small data ACK 

5.1.1.3.5.3
Evaluation
This solution could also be used to transfer device trigger.
Since more eNodeBs needs to buffer the small data for certain time duration, and in order to reduce such impacts, this solution is suitable for UE(s) that belong to smaller tracking area. 

Editor’s note: this section is not finalised.
* * * End of Change * * *
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