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Abstract of the contribution: The deployment scenario about standalone TWAG is proposed to be added into TR23.852.
Introduction
TWAG(Trusted WLAN Access Gateway) is a 3GPP defined functionality since Rel-11 SaMOG_WLAN, which will be further defined in R12 FS_SaMOG and the following normative work.

It is indentified that there are strong requirements for a standalone TWAG deployment, since it has less impacts to the existing WLAN Access Network, e.g. BBF defined network. With the separation of TWAG and BNG/BRAS, it is helpful for the easy operation and easy extension in the future, e.g. the evolvement of BNG/BRAS and TWAG can be separated.
So it is required that the solution defined in 3GPP should consider the compatibility for the standalone TWAG scenario.
Proposal

The following changes are proposed for TR23.852 1.4.1.

********************Start of change********************
4
Scenarios
The decision on whether a non 3GPP access is considered trusted or un trusted is made by the HPLMN operator and is not a characteristic of the non 3GPP access network. More details on it are provided in clause 4.3.1.2 of TS 23.402 [3]. The HPMN operator however while making a decision on trust worthiness of a non 3GPP access can also take into consideration security aspects of the access network.
WLAN security was considered poor in both strength and ease of use, compared with that taken for granted in 3G networks and devices (UICC plus HSS, and GPRS encryption of data). Hence it made sense for the mobile network operators (MNOs) to use their core network to add overlay security layers, i.e. the IKEv2 for Authentication and Authorization of the UE, and the IPSec between the UE and ePDG for the security of the user data.

Now, with the deployment of 802.1x, 802.11u, 802.11i and Hotspot 2.0, it may be considered by some operators that the security strength and ease of use (discovery and set up) is as acceptable as 3G/LTE security. For example, for the radio air link, the operator controlled hotspot with 802.11i could be treated as a secure Non-3GPP Access. As 802.11i (or WPA2 called by WFA) has been released for several years, many AP-s support it as a basic feature and lots of smart phones also have supported it.
WLAN can also be deployed integrated in a residential/enterprise device (e.g. femto). In such a scenario, protection mechanism for the traffic on the backhaul link between the residential/enterprise device and the EPC may be used. This protection of the backhaul may be leveraged to consider the WLAN security in terms of connectivity to the EPC.
It is indentified that there are strong requirements for a standalone TWAG deployment, since it has less impacts to the existing WLAN Access Network, e.g. BBF defined network. With the separation of TWAG and BNG/BRAS, it is helpful for the easy operation and easy extension in the future, e.g. the evolvement of BNG/BRAS and TWAG can be separated. It is required that the solution defined in 3GPP should consider the compatibility for the standalone TWAG scenario.
The impact on the support of the following scenarios shall be used to evaluate the solutions that will be proposed in the study:
-
Access to EPC resources/services with access control by the operator;

-
Seamless mobility between 3GPP and WLAN for EPS services with IP address preservation;

-
Non-seamless mobility services between 3GPP and WLAN for EPS services: no IP address preservation;

-
Support of UEs with single PDN connection; support of UEs with multiple PDN connections;

-
Access to EPC via WLAN simultaneously with non-seamless WLAN offload.
***********************Next Change**********************
Annex B:
Example of Standalone TWAG

It is indentified that there are strong requirements for a standalone TWAG deployment, since it has less impacts to the existing WLAN Access Network, e.g. BBF defined network. With the separation of TWAG and BNG/BRAS, it is helpful for the easy operation and easy extension in the future, e.g. the evolvement of BNG/BRAS and TWAG can be separated.
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Figure B-1: Standalone TWAG

Editor's note: Figure B-1 is illustrative and the implementation between Existing WLAN Access Network and TWAG is out of 3GPP Scope.
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