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Abstract of the contribution:

This proposal combines concepts from different existing solution alternatives and adds a variation for the control plane for PDN types IPv6 and IPv4v6.
Overview

This proposal combines concepts from different existing solution alternatives and adds a variation for the control plane for PDN type IPv6 and IPv4v6:
· Similar to Alternative 1, a single and multiple PDN connection scenario is proposed where the single PDN connection scenario is a simple extension on top of Rel-11 SaMOG with as minimal impact as possible. This is achieved by adding the related parameters to EAP authentication signalling and by reusing the Rel-11 user-plane.

· In contrast to the existing Alternative 1, if both UE and NW support multiple PDN connections over WLAN (determined based on an additional indication signalled using EAP-AKA’), then the first connection is set up/handed over using the parameters that are indicated in EAP-AKA’.

· For subsequent connections (if UE and NW support multiple PDN connections) it is proposed – similar to Alternative 3 – to extend DHCPv4 and Stateless DHCPv6 (as defined in RFC 3736) so that they can be used to establish/handover/teardown PDN/NSWO connections. The difference to Alternative 3 is that Stateless DHCPv6 is used, i.e. the benefit is that this allows the UE to also use SLAAC for the actual subsequent IPv6 address assignment. 
· TWAG VMAC is proposed to be used (for PDN connections and the NSWO connection) if UE and network support multiple PDN connections.

Proposal

It is proposed to add the attached solution as another alternative to TR 23.852.

8.2.X
Solution X: Two scenario approach with DHCPv4 and Stateless DHCPv6 and VMAC u-plane
8.2.X.1
Functional Description
8.2.X.1.1
Overview

Similar to Solution 1, this solution uses a two scenario approach to support handover, PDN connections to the non-default APN and multiple PDN connections:

1. Single-PDN connection scenario: This is a simple extension on top of the Rel-11 SaMOG architecture, where UE and/or NW only support a single PDN connection or a NSWO connection. EAP authentication signaling will be enhanced to enable the UE to indicate the requested connection type (PDN connection/NSWO) and whether a handover is requested.

2. Multiple-PDN-connection scenario: In this scenario, UE and network support multiple PDN connections via WLAN. A UE supporting multiple PDN connections indicates this in addition to the parameters for the single PDN connection as part of the initial EAP authentication. If the network also supports multiple PDN connections, the network indicates this back to the UE in the EAP authentication signaling. If the network indicates multiple PDN connection support, then the multiple-PDN-connection scenario is selected and the UE can request establishment/handover of additional PDN connections/NSWO connection. To achieve this, DHCPv4 [9] and Stateless DHCPv6 [19] are extended to carry the required control plane signaling.

NOTE: 
Also in the multiple-PDN-connection scenario, the initial PDN/NSWO connection is established using the parameters received in the EAP authentication signalling.

8.2.X.1.2
User plane
In the single PDN connection scenario, the per-UE point-to-point link as defined for Rel-11 SaMOG is TS 23.402 [3] is used. Thus, the IP packets of the single PDN connection or the NSWO connection are carried directly on top of IEEE 802.11.

In the multiple-PDN-connection scenario the TWAG virtual MAC (VMAC) as described in 8.2.2.1.1.2 is used for PDN connections and the NSWO connection.
NOTE 2: 
At most one NSWO connection is supported per UE. NSWO connection can be established during the initial Attach, or after the initial PDN connection set up is complete.
NOTE 3: 
In the multiple-PDN-connection scenario, the VMAC user-plane is also used for the first connection which was established based on the parameters received in the EAP authentication signalling.
8.2.X.1.3
Control plane
EAP authentication signaling is extended to signal

· in UE to NW direction

· the requested connectivity type (NSWO or  PDN connection),

· the requested APN (not to be included for NSWO; optional for connectivity type PDN connection for new PDN connections; mandatory for connectivity type PDN connection if hand-over is requested),

· a hand-over indicator  (optional; indicates that a hand-over is requested for the requested APN), and

· the multiple PDN connection supported indicator (optional; indicates that the UE supports multiple PDN connections over Trusted WLAN )

· in NW to UE direction

· Selected APN

· the multiple PDN connection supported indicator (optional; included if UE has indicated support for multiple PDN connections and if NW also supports multiple PDN connections)

· the TWAG virtual VMAC (VMAC) address (optional)

NOTE: TWAG VMAC address only applies if the multiple-PDN-connection scenario is selected and carries the TWAG VMAC address to be used by the UE for the first PDN/NSWO connection established based on the parameters signalled as part of the EAP authentication.

DHCPv4 [9] and Stateless DHCPv6 [19] are extended to signal

· In UE to NW direction

· UE-initiated connectivity request with the following parameters

· connectivity type (PDN connection or NSWO access)
· PDN type (IPv4, IPv6, IPv4v6)
· the requested APN (not to be included for connectivity type NSWO; mandatory if connectivity type is PDN connection)

NOTE: Whether the connectivity type NSWO is signalled as a pre-defined APN is up to Stage 3 to decide.

· hand-over indicator (optional; indicates that a hand-over is requested for the requested APN)

· PDN/NSWO disconnection request

· In NW to UE direction

· Selected APN

· PDN type (IPv4, IPv6, IPv4v6)

· TWAG VMAC address

8.2.X.2
Procedures
8.2.X.2.1
Initial Attach in WLAN on S2a
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Figure 8.2.X.2.1-1: Initial attachment in WLAN on S2a for roaming and non-roaming scenarios

1.
This step is the same as step 1 in TS 23.402 [3] clause 16.2.1

2.
As part of the EAP authentication, the UE shall send an indication to the network whether it supports multiple PDN connections. In addition the UE indicates whether it requests a PDN connection or an NSWO connection. In case the UE requests a PDN connection, the UE may indicate an APN.


These indicators are sent in EAP-AKA’ to the 3GPP AAA. The 3GPP AAA sends these indicators to the TWAN.

The network indicates to the UE whether the Rel-12 SaMOG single PDN connection features are supported and if the requested connectivity type (PDN connection or NSWO) is accepted. If the UE requested EPC access and indicated an APN, then the network verifies that it is allowed by subscription. If the UE requested EPC access without indicating APN, then the network indicates the selected (default) APN. If the UE requested NSWO and it was accepted by the network, steps 3-7 are skipped. If the UE has indicated support for multiple PDN connections and if the network also supports multiple PDN connections, the multiple PDN connection scenario is selected. 


If the multiple PDN connections scenario is selected, then the network indicates support for multiple PDN connections to the UE and in addition includes the TWAG VMAC address to be used by the UE as the user-plane for the initial PDN or NSWO connection.


If the requested connectivity feature is not supported or not permitted, the request is rejected with an appropriate case code.

If the network does not support Rel-12 SaMOG, then the Rel-11 SaMOG behaviour as defined for the network according to TS 23.402 applies (i.e. the network establishes the PDN connection to the default APN).
3.
The TWAN determines the APN based on the UE request and on the subscription data received from the AAA server. Also, the TWAN determines the PDN type according to requested PDN type and subscribed PDN type from HSS, and sets the Dual Address Bearer Flag when the PDN type is set to IPv4v6. The TWAN selects the PDN GW for the selected APN and sends a Create Session Request message (for GTP) or  Proxy Binding Update message (for PMIP) to the PDN GW, including APN, PDN type, Dual Address Bearer Flag.

4.
The step is same as step 10 in TS 23.402[3] clause 16.2.1.

5.
The 3GPP AAA Server decides whether or not to update PDN GW identification according to the UE capability, which has been provided at the authentication phase. If the UE supports IP address preservation, the 3GPP AAA Server shall update PDN GW identity towards the HSS.

6-7.
These steps are the same as steps 6-7 in TS 23.402[3] clause 16.2.1 (for GTP) or clause 16.2.2 (for PMIP). If Dual Address Bearer Flag is set, the PDN GW shall return an IPv4 address and an IPv6 address to the TWAN.

8.
TWAN sends EAP success to the UE including the selected connectivity type, selected APN (if a PDN connection was established) and an indication if the multiple PDN connection scenario was selected. If the multiple PDN connection scenario was selected, the TWAN assigns a VMAC address to be used for the PDN or NSWO connection and indicates the VMAC address to the UE.

9.
The UE may send a DHCPv4 request as per IETF RFC 2131 [28] and/or an IPv6 Router Solicitation. A DHCPv4 message with the allocated IPv4 address and/or Router Advertisement with the allocated IPv6 prefix is sent to the UE. The UE may perform additional IP layer configuration with the TWAN as per standard IETF procedures, e.g. IPv6 Stateless Address Autoconfiguration as per IETF RFC 4862 [58], and Stateless DHCPv6 as per IETF RFC 3736 [30]. 

NOTE: 
If the multiple PDN connection scenario was selected, then the related signalling is using the assigned TWAG VMAC address.

NOTE:
UE and NW may also support Stateful DHCPv6 [23] for additional IP layer configuration.

NOTE:
In the single-connection scenario, if a UE using NSWO wants to establish a PDN Connection, or if the UE has a PDN Connection but wants to use NSWO, the UE needs to detach from TWAN and make a new Initial Attach.
8.2.X.2.2
Initial Attach in WLAN on S2a with hand-over
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Figure 8.2.X.2.2-1: Initial attachment in WLAN on S2a for roaming and non-roaming scenarios

The procedure works as the procedure in 8.2.X.2.1 with the following differences:
-
Step 0: The UE is connected in the 3GPP Access and has a PMIPv6 or GTP tunnel on the S5/S8 interface.
-
Step 2:  This is the same as step 2 in clause 8.2.X.2.1 with the difference that the UE includes a handover indication in EAP-AKA’.

-
Step 3: This is the same as step 3 in clause 8.2.X.2.1 with the difference that the handover indication is set in the Create Session Request/Proxy Binding Update to the PDN GW.
-
Step 4: The PDN GW performs an IP-CAN session modification procedure as specified in TS 23.203 [4].

-
Step 6: This is the same as step 6 in clause 8.2.X.2.1 with the difference that the PDN GW returns the same IP address and/or prefix as previously assigned to the UE on the 3GPP access. Also, the Charging ID provided by the PDN GW is the Charging ID previously assigned to the default bearer of the PDN connection in the 3GPP access.
-
Step 10: The PDN GW initiates the PDN GW Initiated PDN Disconnection procedure in 3GPP access as defined in TS 23.402 clause 5.6.2.2 or the PDN GW Initiated Bearer Deactivation procedure as defined in TS 23.401 [6], clause 5.4.4.1.
8.2.X.2.3
UE-Initiated Connectivity to PDN / NSWO in WLAN on S2a

This procedure applies if the network has indicated to the UE that the multiple PDN connection scenario is selected as part of the Initial Attach signalling over WLAN.
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Figure 8.2.X.2.3-1: UE-initiated connectivity to additional PDN via Trusted WLAN Access
The UE can request additional PDN connectivity or NSWO access by sending a DHCPv4 request or a Stateless DHCPv6 request including the required parameters. 

For PDN type IPv4 DHCPv4 shall be used. For PDN type IPv6 Stateless DHCPv6 shall be used. For IPv4v6 the UE may use DHCPv4 or Stateless DHCPv6.
For DHCPv4 messaging and security handling, RFC 6704 shall be applied.
1.
The UE shall send a DHCPv4 discover request as per IETF RFC 2131 [9] or a Stateless DHCPv6 Information request as per IETF RFC3736 [19]), including requested connectivity type (PDN connection or NSWO access), requested APN, requested PDN type. If the UE requests a PDN connection, it shall include an APN.

-
If UE provides its requested APN to TWAN, and the TWAN determines that S2a shall be established, the TWAN continues in step 2.

-
If the UE requested NSWO access and the UE does not have an active NSWO connection, the procedure continues in step 7. If the UE requests NSWO access but already has an NSWO connection, the request is rejected.
2.
TWAN decides PDN type according to requested PDN type and subscribed PDN type from HSS, and sets the Dual Address Bearer Flag when the PDN type is set to IPv4v6. The TWAN sends a Create Session Request message (for GTP) or Proxy Binding Update (for PMIP) to the PDN GW, including APN, PDN type, Dual Address Bearer Flag.
3.
The step is same as step 10 in TS 23.402[3] clause 16.2.1 (for GTP) or clause 16.2. (for PMIP).
4.
The 3GPP AAA Server decides whether or not to update PDN GW identification according to the UE capability, which has been provided at the authentication phase. If the UE supports IP address preservation, the 3GPP AAA Server shall update PDN GW identity towards the HSS.
5-6.
These steps are the same as steps 6-7 in TS 23.402[3] clause 16.2.1 (for GTP) or clause 16.2.2 (for PMIP). If Dual Address Bearer Flag is set, the PDN GW shall return both IPv4 address and IPv6 address to TWAN.
7a.
For DHCPv4, the TWAN returns DHCP offer message to the UE, selected APN (if a PDN connection was established) and the TWAG virtual MAC address to be used with that PDN or NSWO connection is included. 

7b.
For Stateless DHCPv6, the TWAN returns the Stateless DHCPv6 Reply message to the UE including the selected connectivity type, APN, PDN type and the TWAG VMAC address.

8.
UE sends DHCP Request (for DHCPv4) to TWAN, and TWAN returns DHCP Ack message to the UE, including the selected connectivity type, APN, and the UE's IPv4 address allocated by its serving PDN GW.


NOTE: DHCP Request and ACK messages between UE and TWAG are using TWAG's MAC address.
9.
The UE may send an IPv6 Router Solicitation. A Router Advertisement with IPv6 prefix is sent to the UE. The UE may perform additional IP layer configuration with the TWAN as per standard IETF procedures, e.g. IPv6 Stateless Address Autoconfiguration as per IETF RFC 4862 [58], and Stateless DHCPv6 as per IETF RFC 3736 [30]. 


NOTE: 
The related signalling is using the assigned TWAG VMAC address.

NOTE:
UE and NW may also support Stateful DHCPv6 [23] for additional IP layer configuration.
8.2.X.2.4
Handover procedure for additional PDN connections from 3GPP access to WLAN on S2a
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Figure 8.2.X.2.4-1: Handover procedure for additional PDN connections from 3GPP access to WLAN on S2a
This procedure works as the procedure defined in clause 8.2.X.2.3 with the following differences:

-
Step 0: The UE is connected in the 3GPP Access and has a PMIPv6 or GTP tunnel on the S5/S8 interface.
-
Step 1: This is the same as step in clause 8.2.X.2.3 with the difference that the UE indicates that it requests a PDN connection, includes an APN and includes a handover indicator.
-
Step 2:  This is the same as step 2 in clause 8.2.X.2.1 with the difference that the UE includes a handover indicator in the Create Session Request or the Proxy Binding Update.

-
Step 3: The PDN GW initiates the IP‑CAN Session Modification Procedure as specified in TS 23.203 [4].
-
Step 5: This is the same as step 5 in clause 8.2.X.2.1 with the difference that the PDN GW includes the IP address and/or prefix previously assigned to the UE for the same PDN connection on the 3GPP access.

-
Step 10: The PDN GW initiates the PDN GW Initiated PDN Disconnection procedure in 3GPP access as defined in TS 23.402 clause 5.6.2.2 or the PDN GW Initiated Bearer Deactivation procedure as defined in TS 23.401 [6], clause 5.4.4.1.
8.2.X.2.5
Handover procedure from WLAN on S2a to 3GPP access
This procedure is the same as described in TS 23.402 clauses 8.2.1.1/8.2.1.2/8.2.1.3 with the following differences:

-
Step 0: There is either a PMIP or GTP tunnel between TWAN and PDN GW.
For GTP-based S5/S8 for EUTRAN as defined in TS 23.402 clause 8.2.1.1
-
Step 18: PDN GW shall initiate the PDN GW initiated Resource Allocation Deactivation in WLAN procedure as defined in TS 23.402 clause 16.2.1 (for GTP-based S2a) or clause 16.2.2 (for PMIP-based S2a).

For PMIP-based S5/S8 for EUTRAN as defined in TS 23.402 clause 8.2.1.2

-
Step 19: PDN GW shall initiate the PDN GW initiated Resource Allocation Deactivation in WLAN procedure as defined in TS 23.402 clause 16.2.1 (for GTP-based S2a) or clause 16.2.2 (for PMIP-based S2a).

For GTP-based S5/S8 for EUTRAN/GERAN as defined in TS 23.402 clause 8.2.1.3

-
Step 17: PDN GW shall initiate the PDN GW initiated Resource Allocation Deactivation in WLAN procedure as defined in TS 23.402 clause 16.2.1 (for GTP-based S2a) or clause 16.2.2 (for PMIP-based S2a).

8.2.X.2.6
Detach and PDN disconnection in WLAN on S2a
8.2.X.2.6.1
UE/TWAN Initiated Detach Procedure in WLAN on S2a
If the single PDN connection scenario was selected, this procedure is the same as TS 23.402 clause 16.3.1.1 (for GTP) or clause 16.3.2.1 (for PMIP).

If the multiple PDN connection scenario was selected, this procedure is the same as TS 23.402 clause 16.3.1.1 (for GTP) or clause 16.3.2.1 (for PMIP) with the difference that the TWAN releases all PDN connections of the UE that are active on S2a. In addition, the resources for an active NSWO connection of the UE are locally released by the TWAN.
8.2.X.2.6.2
HSS/AAA Initiated Detach Procedure in WLAN on S2a
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Figure 8.2.X.2.6.2-1: HSS/AAA Initiated Detach Procedure in WLAN on S2a
This procedure is the same as specified in TS 23.402, clause 16.3.1.2 (for GTP) and clause 16.3.2.2 (for PMIP) with the different that in the multiple PDN connection scenario in step 2 all active PDN connections of the UE over S2a are deactivated.

8.2.X.2.6.3
UE requested PDN/NSWO Disconnection Procedure in WLAN on S2a
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Figure 8.2.X.2.6.3-1: UE-initiated PDN disconnection procedure

This procedure applies only to the multiple PDN connection scenario and enables the UE to request disconnection of a PDN or NSWO connection.
For PDN type IPv4 DHCPv4 shall be used. For PDN type IPv6 Stateless DHCPv6 shall be used. For IPv4v6 the UE may use DHCPv4 or Stateless DHCPv6.
For DHCPv4 messaging and security handling, RFC 6704 shall be applied.
1.
The UE shall send a DHCPv4 release request as per IETF RFC 2131 [9] or a Stateless DHCPv6 Information request as per IETF RFC3736 [19]), including the TWAG VMAC address of the PDN or NSWO connection to deactivate. 
2.
If the VMAC address provided by the UE relates to a PDN connection, then steps 2 to 5 are applied, which are the same as steps 2-5 in TS 23.402 clause 16.3.1.1 (for GTP) or clause 16.3.2.1 (for PMIP)
2b.
If the VMAC address provided by the UE relates to an NSWO connection, then the TWAN locally deactivates the NSWO connection.
6
The TWAN sends a DHCPv4 Acknowledgement message or a Stateless DHCPv6 reply to the UE to acknowledge the release of the connection 

8.2.X.2.6.4
TWAN requested PDN/NSWO Disconnection Procedure in WLAN on S2a
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 Figure 8.2.X.2.6.4-1: TWAN requested PDN/NSWO Disconnection Procedure in WLAN on S2a
This procedure applies only the multiple PDN connection scenario and enables the TWAN to request disconnection of a PDN or NSWO connection.

1.
The TWAN sends a DHCPv4 FORCE RENEW message or a Stateless DHCPv6 reply including the TWAG VMAC address of the PDN or NSWO connection to deactivate. 


NOTE:
Whether the DHCPv6 reply message is used to trigger the UE-requested disconnection procedure or whether the DHCPv6 reconfigure message is used instead is up to Stage 3.

2.
The UE-requested PDN/NSWO disconnection procedure (clause 8.2.X.2.6.2) is applied for the VMAC address as indicated by the TWAN.
8.2.X.3
Impacts on existing nodes or functionality
8.2.X.3.1
Single PDN connection scenario

The UE shall support:

-
EAP-AKA' extensions for negotiation of SaMOG capabilities and parameters for the initial PDN/NSWO connection

The TWAN shall support:

-
Additional AVP on STa for negotiation of SaMOG capabilities and parameters for the initial PDN/NSWO connection

The AAA server shall support:

-
Additional AVP on STa for negotiation of SaMOG capabilities and parameters for the initial PDN/NSWO connection

-
EAP-AKA' extensions for negotiation of SaMOG capabilities and parameters for the initial PDN/NSWO connection

8.2.X.3.2
Multiple PDN connection scenario

In addition to the requirements for the single PDN connection scenario the UE shall support:

-
TWAG VMAC-based virtual interfaces for PDN/NSWO connections
-
For IPv4 PDN connections: DHCPv4 including the required extensions/modifications to support PDN/NSWO connection establishment/tear-down, etc.

-
For IPv4v6 PDN connections: DHCPv4 or Stateful DHCPv6 including the required extensions/modifications to support PDN/NSWO connection establishment/tear-down, etc.

-
For IPv6 PDN connections: Stateful DHCPv6 including the required extensions/modifications to support PDN/NSWO connection establishment/tear-down, etc. 
In addition to the requirements for the single PDN connection scenario the TWAN shall support:

-
Support of TWAG VMAC 
-
For IPv4 PDN connections: DHCPv4 including the required extensions/modifications to support PDN/NSWO connection establishment/tear-down, etc.

-
For IPv4v6 PDN connections: DHCPv4 and Stateful DHCPv6 including the required extensions/modifications to support PDN/NSWO connection establishment/tear-down, etc. 
-
For IPv6 PDN connections: Stateful DHCPv6 including the required extensions/modifications to support PDN/NSWO connection establishment/tear-down, etc.

8.2.X.4
Evaluation

i)
Impacts to existing network deployment:

a)
No additional requirements for WLAN APs compared to Rel‑11.

b)
The TWAN needs to additionally support (on top of Rel-11):



- For the single PDN connection scenario: the EAP-AKA’ enhancements.



- For the multiple PDN connection scenario:  the EAP-AKA’ enhancements, extended DHCPv4/Stateless DHCPv6, VMAC, extension to STa.
ii)
Impacts to UE:

a)
for the single PDN connection scenario the UE needs to support: EAP-AKA’ extensions.

for the multiple PDN connection scenario the UE needs to support: EAP-AKA’ extensions, extended DHCPv4/extended Stateless DHCPv6, TWAG VMAC-based user plane.

iii)
Impacts to 3GPP protocols/extensions (e.g. EAP AKA'):


The following protocols are extended:

a)
EAP-AKA’ needs to be extended with capability negotiation (Rel-12 SaMOG and multiple PDN connection support), connectivity type (PDN connection or NSWO), PDN type, APN, handover indication and TWAG VMAC address.

b)
STa protocol needs to be extended accordingly.
iv)
Impacts to protocols defined by other SDOs (e.g. DHCP):


Extensions to DHCPv4 and Stateless DHCPv6 to include connectivity type (PDN connection or NSWO), PDN type, APN, handover indication and TWAG VMAC address.
v)
Control plane

a)
For the first connection in the single PDN connection scenario and the first connection in the multiple PDN connection scenario the signalling latency and amount of signalling is the same as for SaMOG Rel-11. 

For subsequent connections in the multiple PDN connection scenario the latency/amount of signalling is as follows: for PDN type IPv4 four messages are needed between UE and TWAG (since control plane signalling is part of the DHCPv4 address assignment). For PDN type IPv6 three messages are needed (two for Stateless DHCPv6 to establish the connection and one for the Router Advertisement sent by the TWAG). For PDN type IPv4v6, the signalling latency/load depends on which protocol the UE chooses to establish the PDN/NSWO connection.
vi)
Compliance to clause 8.1 SaMOG phase-2 system requirements:
The solution can coexist with Rel-11 SaMOG. It supports IP address preservation during handovers. It also supports multiple simultaneous PDN connections via S2a with NSWO in parallel.
vii) Other functional limitations: none
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7. TWAN specific resource Release Procedure
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3. Session Termination Response
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2. UE-requested PDN/NSWO disconnection procedure as specified in 8.2.X.2.6.3.
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