SA WG2 Temporary Document

Page 1

SA WG2 Meeting #95
S2-130432
Prague, Czech Republic - 28 January - 01 February 2013
(revision of S2-130103)
Source:
Orange, Alcatel-Lucent 
Title:
Business Trunking, P-CSCF solution complements
Document for:
Approval 

Agenda Item:
9.4.1
Work Item / Release:
BusTI / Rel-12
Abstract of the contribution: It complements the P-CSCF based solution on provisioning aspects, updates the evaluation and gives a recommendation
Updates compared to S2-130103 are showed in this colour.
Introduction

The current BusTI solution based on P-CSCF has the drawback to require provisioning of IP-PBX data in the P-CSCF. A solution not requiring provisioning of IP-PBX data in the P-CSCF is here described.

It will be the P-CSCF candidate solution for evaluation, instead of the P-CSCF solution with IP-PBX data provisioning that remains described for the sake of the TR.

The table 7.1-1 evaluating the solutions is updated on the basis of this proposed P-CSCF based solution.
A recommendation is proposed in 7.2 to retain this solution suited to the market of small and medium size IP-PBXs.

Proposed text for TR 23.897

* * * First Change * * * *
6.4
P-CSCF based

6.4.1
High level architecture

This architecture alternative relates to the subscription based business trunking way to connect NGCNs / IP-PBXs to a IMS public network as described in ETSI TS 182 025 [8] where the P-CSCF is the entry point at the IMS service layer.
Subscription based business trunking keeps the enterprise details in the HSS. Management is therefore dealt with in the same manner as any other end user. This carries one set of conveniences/advantages for the operator.

Peering based business trunking keeps the enterprise details as configuration details in the interfacing IMS entity. Management is therefore dealt with in the same manner as the peering arrangements with any other public network operator. This carries a different set of conveniences/advantages for the operator.
The architecture for the support of IP-PBX in static mode of operation is based on enhancements to the P-CSCF and is shown in Figure 6.4-1.
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Figure 6.4-1: High level architecture with using a P-CSCF

The P-CSCF performs all the normal functions of a P-CSCF and in addition the P-CSCF will register on behalf of the IP-PBX with an IMS public identity of the IP-PBX when the connection with the IP-PBX is set.
The S-CSCF performs all the normal functions of an S-CSCF. In particular, when registering the IP-PBX main public identity, it will receive the service profiles of the IMS public identities (e.g. PBX extensions or ranges of PBX extensions) that may be defined in the implicit registration set associated to the main public identity of the IP-PBX.

The other IMS procedures such as session set up are not impacted.
The P-CSCF must support a registration restart algorithm allowing the P-CSCF to repeatedly retry registering the IP-PBX in case an initial register or a register refresh fails and until registration succeeds or until specified error codes are received. An alarm must be raised when the P-CSCF is unable to register the IP-PBX.

6.4.2
P-CSCF preconfigured with IP-PBX data

The P-CSCF is preconfigured with IP-PBX data (the IP address of the IP-PBX, the IP-PBX main IMS public identity and private identity and a SIP transport option as well as optionally the IP-PBX certificates used to establish a security association with TLS).
Possible SIP transport options are:

-
Re-using a pseudo-permanent TCP or TLS connection: In this case, the IP-PBX and P-CSCF must use either the procedures in RFC 5923 or the procedures in RFC5626. Prior to being able to place and receive calls, the IP-PBX initiates the TLS or TCP session with the P-CSCF, this triggers the registration on behalf of the PBX. The P-CSCF asks and validate the IP-PBX for a client certificate if an IP-PBX certificates is configured for the IP-PBX source IP address.

-
Use UDP or TCP connections: In this case the IP-PBX and P-CSCF must follow procedures in RFC3261. In order to send SIP requests toward the IP-PBX, the P-CSCF must be configured with an address of contact specifying the UDP port and TCP port that can be used to contact the IP-PBX as well as a preferred transport protocol. The P-CSCF must register the IP-PBX when the P-CSCF is started.


The main drawback of this solution is that it requires a provisioning of IP-PBX data in the P-CSCF by OAM. Currently P-CSCF, to ensure its IMS functions for IMS subscribers, does not require any subscriber data to be provisioned by OAM, so it would be the first exception to this principle. This solution is presented for the sake of the study but is not retained as a candidate. 
6.4.3
P-CSCF without provisioning of IP-PBX data
6.4.3.1
High-level principles
In this solution, there is no provisioning of IP-PBX data in the P-CSCF. It is applicable with a TLS connection to ensure authentication of the IP-PBX and of its identity. The technical characteristics of this solution are hereafter presented:
-
the P-CSCF is not provisioned with the PBX identity and PBX contact address.

-
the PBX will always initiate the TLS connection (since P-CSCF is not provisioned with the PBX address, it relies on the PBX to initiate the TLS connection establishment.)

-
Mutual authentications (both server and client authentication) are enabled at the P-CSCF and based on TLS. The assumption is that the P-CSCF performing the TLS client authentication is equivalent of an IMS authentication (since P-CSCF is a trusted entity by the IMS).

-
 the P-CSCF will dynamically acquire IMS identities and the Contact address though the TLS handshake (P-CSCF having successfully authenticated the PBX), as follows:
-
An IMS Private Identity and an IMS  Public identity are derived  from the identity information in the TLS client certificate, e.g., the “Subject” field or the “Subject Alternative name” field. These IMS identities match those provisioned in the subscriber IMS profile of the IP-PBX in the HSS. This does not preclude configuring other identities in the HSS in addition to these ones.
-
P-CSCF acquires the PBX address as Contact address from the transport layer address.  

-
P-CSCF performs registration with the S-CSCF on behalf of the PBX using the “derived” IMS identities and PBX address from the TLS handshake. 
-
The registration needs not to be authenticated by the S-CSCF as already done through TLS, This can rely on the authentication procedure specified in clause 5.4.1.2.2E of TS 24.229. 
Regarding resiliency, two solutions are possible:

· if a P-CSCF fails, the IP-PBX may set up another TLS connection with another P-CSCF;

· the IP-PBX may set up connections with several P-CSCFs and the IMS multiple registrations feature is used: each of these P-CSCFs will register on behalf of the IP-PBX; in this case, all the P-CSCFs will generate an instance-ID from the “Subject” field or the “Subject Alternative name” field of the TLS client certificate, using the same algorithm, and will insert a reg-id that is specific to the P-CSCF (but not specific to the IP-PBX). This ensures that the same instance-ID will always be used for a given IP-PBX, that two different IP-PBX will never be registered with the same instance-ID, and that registration of an IP-PBX by different P-CSCFs is done with different reg-ids.
Multiple registration may also be used to share the load of one IP-PBX by several P-CSCFs.
The use of multiple registration in combination with trusted authentication involved a minor impact on the S-CSCF, because this is currently prohibited by TS 24.229.


The main characteristics of this solution are:

-
IP-PBX does not need to do a registration but needs to initiate and maintain a TLS connection to the P-CSCF.
NOTE: This also allows to ensure that any NAT between the IP-PBX and the P-CSCF can be traversed.
- 
There is no provisioning of IP-PBX data in the P-CSCF
-
Authentication relies on TLS
-
Authorization relies on standard IMS registration procedure between S-SCSF and HSS

-
Service profiles may be dedicated to an IP-PBX extension or to a range of extensions.

-
Possibility ofusing another P-CSCF when a P-CSCF fails.
-
The load of one IP-PBX can be shared by several P-CSCFs.
.
6.4.3.2 IMS registration flow
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1.
IP-PBX initiates a TCP connection with the P-CSCF (this will typically be performed when the PBX is started). 

2.
IP-PBX initiates TLS handshake 

3.
P-CSCF requests client certificate for mutual authentication

4.
IP-PBX provides its assigned certificate

5.
IP-PBX proves it owns the private key associated to the certificate (and then authenticates)

6.
P-CSCF registers on behalf of the PBX in the same way as the MSC Server enhanced for ICS does when performing an IMS registration on behalf of a UE (with “auth-done”, cf. TS 24.292 § 6.3.2), and thanks to identities derived from the certificate subjectAltName. The contact is populated with the source IP address and port of the TLS connection. If connection to several P-CSCFs is supported, the P-CSCF inserts an instance-ID generated from the certificate subjectAltName, and a reg-id specific to the P-CSCF.

7.
The S-CSCF performs the registration procedure according to current IMS standards. According to TS 24.229 clause 5.4.1.2.2E, "auth-done" will indicate that authentication has already been performed and cause the S-CSCF to bypass authentication. 

8.
P-CSCF acquires IP-PBX associated identities through P-Associated-URI from the 200 OK response, and reg-event subscription (not shown) that will be used for identity assertion on originating requests, as usual.
* * * Next Change * * * *
7.1
Alternatives evaluation criteria and scoring

The following table provides a summary of the solutions currently described in the TR and their characteristics when measured against compliance to the requirements as well as impact on the system.

Table 7.1-1

	
	IBCF and Transit Re-Use
	Enhanced IBCF
	IBCF and S-CSCF reuse
	P-CSCF based
	Standalone BusTI GW
	S-CSCF based routing

	TR clause
	6.1
	6.2
	6.3
	6.4.3
	6.5
	6.6

	Description
	Allows the IMS to handle sessions directed to the IP-PBX users and originated from the IP-PBX users based on the procedures of TS 23.228 [5], Clause 4.15.
	IBCF solution, where PBX information is provisioned from HSS to IBCF and S-CSCF. 
	Allows the IMS to handle sessions directed to the IP-PBX users and originated from the IP-PBX users based on the procedures of TS 23.228 [5] and ETSI TS 182 025 [8]
	P-CSCF makes IMS registration on behalf IP-PBX user. The MO and MT for IP-PBX user based on TS 23.228 [5]
	A Standalone entity BusTI-GW makes IMS registration on behalf IP-PBX user. The MO and MT for IP-PBX user based on TS 23.228 [5]
	Allows the IMS to handle sessions directed to the IP-PBX users and originated from the IP-PBX users 

	Impacts on I-CSCF
	N/A
	No
	No 
	No
	No
	No 

	Impacts on P-CSCF
	N/A
	N/A
	No
	Yes: handling of TLS and registration on behalf of the IP-PBX
	No
	No

	Impacts on S-CSCF
	N/A
	New procedures for Cx 
	No
	Removal of the prohibition of multiple registrations with trusted authentication.
	No
	Default routeing information is received from the HSS in the user profile instead of being determined at registration time

	Impacts on IBCF
	Addition of PSU from certificate. 
	New interface to HSS
	Addition of PSU from certificate.
	N/A
	No
	Addition of PSU from certificate.

	Impacts on HSS
	No
	New interface to IBCF

Cx updated
	No 
	No
	No
	Default routing information added to the profile

	Impacts on other IMS nodes
	BT AS

Transit function
	N/A
	BT AS
	IP-PBX needs to initiate TLS connection.
	No
	No

	Scalability
	All nodes can be stateless.

As a result, can scale dynamically and independently.
	An IBCF needs to be selected for each PBX.

One S-CSCF will be allocated. As implication, only one S-CSCF at time will be used for all traffic for a particular PBX (subscriber).
	All nodes except S-CSCF are stateless.

S-CSCF will be allocated (as unregistered state). As implication, only one S-CSCF at time will be used for all traffic for a particular PBX (subscriber).  
	All nodes except S-CSCF are stateless 

One or more P-CSCF (and eventually a back up one) needs to be selected by IP-PBX at TLS connection set up.

S-CSCF will be allocated. As implication, only one S-CSCF at time will be used for all traffic for a particular IP- PBX (subscriber).  
	All nodes except BusTI-GW and S-CSCF are stateless.
All signalling traffic to and from a particular enterprise network will go through the same Busti-GW.

S-CSCF will be allocated. As implication, only one S-CSCF at time will be used for all traffic for a particular IP- PBX (subscriber).
	All nodes except S-CSCF are stateless.

S-CSCF will be allocated (as unregistered state). As implication, only one S-CSCF at time will be used for all traffic for a particular PBX (subscriber).  

	Provisioning and configuration
	Certificates required in IBCF (existing TS 33.310 [4] requirements).

Transit function configured with Transit Invocation Criteria.

AS (or its data storage) needs to be provisioned with the PBX related data (including IP/FQDN of PBX).  
	HSS single point of provisioning. 
	Certificates required in IBCF (existing TS 33.310 [4] requirements).

Subscriber profiles of the PBX in HSS needs to be provisioned for each PBX.

The PBX routing information needs to be provisioned in the PBX Profile, either in the AS or in the HSS.
	No IP-PBX data to be provisioned in P-CSCF. Certificates required in P-CSCF (cf TS 33.310 [4]).

Subscriber profiles of the PBX in HSS needs to be provisioned for each PBX.


	The IP-PBX subscriber profiles needs to be provisioned or pre-configured in BusTI-GW.

Subscriber profiles of the PBX in HSS needs to be provisioned for each PBX.


	Certificates required in IBCF (existing TS 33.310 [4] requirements).

Subscriber profiles of the PBX in HSS needs to be provisioned for each PBX.

The PBX routing information needs to be provisioned in the subscriber profile


	Emergency calls and other regulatory requirements
	Supported according to current procedures of TS 23.167 [6].
	Supported according to current procedures of TS 23.167 [6].
	Supported according to current procedures of TS 23.167 [6].
	Supported according to current procedures of TS 23.167 [6].
	Supported according to current procedures of TS 23.167 [6].
	Supported according to current procedures of TS 23.167 [6].

	Resiliency
	All nodes can be stateless.

Multiple paths can always be used to handle node failures.
	Not described
	All nodes except S-CSCF are stateless.

Multiple IBCFs can be used to handle node failures.

S-CSCF failure handled using restoration procedures (as in un-registered state, no dependency to restore full registration state).
	All nodes except S-CSCF are stateless.


P-CSCF redundancy provided by multiple registrations or re-selection of the P-CSCF by the PBX.
S-CSCF failure handled using restoration procedures


	All nodes except BusTI-GW and S-CSCF are stateless.
S-CSCF failure handled using restoration procedures
When the BusTI-GW fails. The backup BusTI-GW will take over the user by making IMS registration on behalf of IP-PBX user.

	All nodes except S-CSCF are stateless.

S-CSCF failure handled using restoration procedures (as in un-registered state, no dependency to restore full registration state).
Multiple IBCFs can be used to handle node failure.

	Support of single site (Small Office Home Office)
	Supported
	Supported
	Supported
	Supported
	Supported
	Supported

	Support of geographically distributed enterprises (multi-site)
	Supported
	Not clear how scalability and resilience should be done. 
	Supported (with above limitation that only one S-CSCF at time will be used). 
	Supported (with above limitation that only one S-CSCF at time will be used).

	Possible to Support (pending the resolution of the FFS in the alternative description).
	Supported (with above limitation that only one S-CSCF at time will be used). 

	Support of large number of PBX users
	Supported
	Not clear how scalability and resilience should be done. 
	Supported (with above limitation that only one S-CSCF at time will be used). 
	Supported (with above limitation that only one S-CSCF at time will be used).
	Supported (with above limitation that only one S-CSCF at time will be used).
	Supported (with above limitation that only one S-CSCF at time will be used). 

	Main issues
	When a large number of small enterprises are used, the configuration table in Transit function may become large. To avoid large configurations in the Transit function for each enterprise, it is possible to have generic filter criteria that triggers the related AS's. This will limit the different type of AS's that can be provided for the small enterprises.


	Requires new interfaces.

Not clear how scalability and resilience will be handled. 
	Only one S-CSCF allocated at a time. For large number of PBX users, this may have the disadvantage that load are distributed unevenly among the S-CSC (see also discussion in TR 23.812). Additionally, failure of one S-CSCF will affect all ongoing calls for a PBX. 
	
More positioned for small and medium size IP-PBX.


Only one S-CSCF allocated at a time. For large number of PBX users, this may have the disadvantage that load are distributed unevenly among the S-CSCF (see also discussion in TR 23.812). Additionally, failure of one S-CSCF will affect all ongoing calls for a PBX.
	For a geographically distributed enterprise (multi-site), all the signalling traffic will aggregate in the one BusTI-GW.

Only one S-CSCF allocated at a time. For large number of PBX users, this may have the disadvantage that load are distributed unevenly among the S-CSC (see also discussion in TR 23.812). Additionally, failure of one S-CSCF will affect all ongoing calls for a PBX.
	Impact on the Cx interface

	Main advantages
	Provides flexible scalability and resilience. Only minor enhancements to IBCF required for the PSU handling.

Inline with existing TS 23.228 [5] procedures and TISPAN peering based principles.


	
	Only minor enhancements to IBCF required for the PSU handling.

In line with existing TS 23.228 [5] procedures and TISPAN peering based principles.


	Full IMS Service with HSS service profiles


	There is no impact on the IMS core.
	Only minor enhancements to IBCF required for the PSU handling.

In line with existing IMS procedures

Does not require deploying an AS (fully in line with ETSI TS 182 025)


* * * End of Changes * * * *
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