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Abstract of the contribution: This paper describes an optimised Service Request procedure, which improves the relation between transferred user data and system signalling as well as processing.
Introduction

TR 23.887 contains already some solutions that modify usage of security procedures or introduce new ones for optimised handling of small amounts of user data. The main advantage of connection-less approaches like used for GPRS is that the radio system needs not to establish a new AS security association for every idle to connected mode change. There is only some signalling for resource request/grant and then user data may be transferred.
Current E-UTRAN functionality requires the security mode command procedure for every change to connected mode. Some optimisation proposal in the TR already combines RRC setup with the security mode command procedure. This however still requires generation of new keys and involves even the MME for processing the NAS security part of the Service Request message.

The main advantage of a connection-less approach comes from using a security context for multiple subsequent radio connections of the UE. Similar gains may be accomplished for the connection oriented model used by E-UTRAN when considering reuse of once generated security contexts. This avoids all signalling and processing related to security parameter generation. The idle to connected change is then mainly the access/grant for radio resources and needs to add a check that security contexts in UE and network are still aligned. Security experts may need to evaluate in detail. From high level perspective it may be considered that re-using security contexts for multiple small data transfers uses the same security parameters for much less user data than for other user with e.g. an extensive multi-media session via a single radio connection.
The solution is described below.
Proposal

It is proposed to add following description to TR 23.887 ver 0.6.0:

5.1.1.3.n
Solution: Lean Service Request Procedure 

5.1.1.3.n.1
General

For transfer of small amounts of data in larger intervals the 3GPP system needs an inadequate effort for signalling and processing to establish the radio access bearer. Considering the transfer of only low volume data is the effort for NAS and AS security signalling, processing and synchronisation relatively high. Connection-less models, as adopted for GPRS, use the user plane security context for multiple active mode periods. Similarly, the Lean Service Request procedure re-uses the AS security contexts and activates AS security together with RRC reconfiguration so that the RAB setup needs less messages for UE and within network and is also faster thereby.

5.1.1.3.n.1.1
Procedure flow

The S1 signalling is between eNB and SGW. The flow is as shown below.
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1. and 2. are unchanged besides the Service Request message indicates that Lean Service Request is supported by the UE as a capability, which indicates that the UE is able to setup RRC with reusing AS security contexts. 
3. The MME sends Initial Context Setup Request to eNB, provides AS security parameters and indicates therein that RAB(s) should be established based on earlier used AS security parameters.

4. The eNB establishes the DRB. UE and eNB initiate AS security with the parameters used for the earlier RAB.

The remaining steps are not modified.

The security aspects are to be evaluated by SA3.

5.1.1.3.n.2
Impacts on existing nodes and functionality

Impacts to UE:

-
Support of Lean Service Request procedure with capability indication in Service Request message

-
Support of RRC functionality to re-instantiate stored AS security contexts when re-establishing RAB(s) and synchronise usage between UE and eNB

-
Support of related error handling
Impacts to eNodeB:

-
same as for UE

-
Support of extended Initial Context Setup handling via S1

Impacts to MME/S-GW/P-GW

-
The MME serves the Lean Service Request by storing eNB keys during Idle mode and assigning again
5.1.1.3.n.3
Solution evaluation
For RAN signalling the solution can provide gains similar to connection-less models as the radio control signalling reduces mainly to accessing and granting resources, but it avoids signalling and processing for generating new security parameters. Compared to a connection-less solution approach with security entities in SGW it maintains the connection-oriented E-UTRAN model and requires therefore less changes or additions for the system.
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