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1.0
Introduction
The document will also look at solutions that are within the scope of the WID as defined in SP-120847, where WLAN MO as defined in TS 24.235 [3] and ANDSF MO as defined in TS 24.312 [2] can be updated to cater for Hotspot 2.0 information [4].
	4
Objective

…..

Ensure that the content in the Management Object related to 3GPP operator policy provisioning for WLAN network selection procedures and the operator policy provisioning in WFA MO for WLAN network selection are consistent.




It also considers how a consistent WLAN network selection procedure can be defined.

	3
Justification *
…..

3GPP already has some support for IEEE 802.11u, GAS (Generic Advertisement Service) and ANQP for I-WLAN as per TS 24.234. As Hotspot 2.0 also deals with network selection, there is a need to analyse how a UE can interact with network selection framework of I-WLAN, Hotspot 2.0 and ANDSF and specify a consistent procedure for WLAN network selection.




And if Hotspot 2.0 release 1 [4] functionality needs to be incorporated into 3GPP solutions.
	4
Objective *

The objective of this work item is to evaluate and if needed enhance existing 3GPP solutions for network selection for WLAN networks taking into account WFA Hotspot 2.0 solutions


When considering the issues identified in TS 23.865 and the scope of the WID the paper splits the issues out into 2 areas:

a) Selection of WLAN AP and Service Provider; and
b) Information used to drive the selection of the WLAN AP and Service Provider.
Note:
A service provider in the context of this document can be a 3GPP operator that owns spectrum and operates a 3GPP network, or equally could be a Mobile Virtual Network Operator (MVNO) e.g. a Cable Company.

2.0
Selection of WLAN AP and Service Provider

2.1
General
In order to provide basic IP WLAN access to a UE 2 things need to happen:

a) An AP needs to be selected; and
b) A SP needs to be selected.  The SP is the entity that authenticates and authorizes the UE access to the AP.  The service provider may either be Home SP or it could be a partner SP that consults with the Home SP to obtain the authorization.

3GPP has a well defined procedure (see TS 24.234 [1] ) that describes the process where by SP is the desired entity to be contacted and the AP selection is given secondary consideration as the SP is the entity that authorizes.
2.2
Key issue Considered

TR 23.865 identifies in Key Issue#3 that there might be an applicability issue of when I-WLAN network selection is used.

2.3
Solution X

2.3.1
Description
It has been proposed by Mototola document (S2-13aaaa) 
that TS 24.234 [1] procedures shall not be modified and that the only changes required to specifications should be around when TS 24.234 [1] procedures are used / trigger.  However if TS 24.234 [1] procedures are not used the UE still needs to be authenticated and authorized for service at an AP.  This requires the UE to construct an NAI of that defined in RFC 4282 [5] to reach a SP that can authenticate and authorize the UE.  One thought has been to use the RPLMN (TS 23.122) as guidance how to annotate the ROOT NAI to create an annotated NAI so that the AAA server in the network can route the authentication request correctly to the desired SP.  However it cannot be guaranteed that the selected AAA server that supports the selected AP can reach the RPLMN.  Examples might be that 
· an equivalent PLMN provides the AAA capabilities and thus the ROOT NAI needs to be decorated differently.  

· the Home SP may have no agreements with any PLMNs to provide WLAN service capabilities and may have contracted with 3rd party providers such as IPASS, BOINGO, WeROAM.  
In these circumstances annotating the NAI based on the RPLMN makes no sense.  The UE would need to analyze the provided Realms information that might be available by the NAI Realm ANQP-element as defined in  802.11 [6] and then compare this to provisioned SP information in the UE to know which SP to choose and annotate the NAI correctly.  In affect the UE is doing SP selection based on comparing provisioned information with gathered information from the network i.e. the well defined procedures in TS 24.234 [1] just using different terms to do the same thing:

· Service Provider / Realm = PLMN

Note that PLMN definition for I-WLAN NAI in TS 23.003 is of the form defined in RFC 4282 [5].  It allows the definition of Service Providers such as WeRoam, IPASS, Boingo.
	3GPP TS 23.003

14.3
Root NAI

The Root NAI shall take the form of a NAI, and shall have the form username@realm as specified in clause 2.1 of IETF RFC 4282 [53].

14.4
Decorated NAI

The Decorated NAI shall take the form of a NAI and shall have the form 'homerealm!username@otherrealm' as specified in clause 2.7 of the IETF RFC 4282 [53].

802.11 [6]
8.4.4.10 NAI Realm ANQP-element
……

The NAI Realm Encoding Type is a 1-bit subfield. It is set to 0 to indicate that the NAI Realm in the NAI

Realm subfield is formatted in accordance with IETF RFC 4282. It is set to 1 to indicate it is a UTF-8

formatted character string that is not formatted in accordance with IETF RFC 4282.


The change that is proposed is to manipulate the data that is used to drive the WLAN AP/ SP selection. 
Advantage:

1. No impact on existing I-WLAN selection algorithm.
2. Reuse existing I-WLAN (24.234) with minimum impact, good backward compatibility. 

3. Use ANDSF paradigm to provision static policy data that becomes active based on defined criteria and received information from the AP. 

Disadvantage: 

1. Currently HPLMN driven mechanism.

2. If active policies change the procedures are not designed to reconsider new AP’s.  Additional trigger points for I-WLAN Network Selection will need to be defined.

Below is an example of how this data manipulation could be achieved.

e.g. 

Operator defines Time of day SSID selection with a Specific service provider.

The new functionality manipulates the Home I-WLAN Specific Identifier List (see section 7.6b of TS 24.234), Operator Controlled WLAN Specific Identifier list (see section 7.6a of TS 24.234) and Service Provider list (see section 7.5 of TS 24.234) so that the data used by the UE in the selection process is specific to the time of day.    A high level diagrammatic view is shown below.
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The evaluation layer could be implementation or from stage 3 perspective could be the inclusion of new leaf information where by it is inferred by the data to what constitutes an active or non active data set e.g. like ISRP where it is implied from the data in the ANDSF leave what is an active rule and what is a non active rule.  Example stage 3 change could be:
	7.6a
Operator Controlled WLAN Specific Identifier list

The "Operator Controlled WLAN Specific Identifier list" file contains a list of WSIDs related to I-WLAN preferred by the operator. It shall be possible to store at least ten entries on the list. The contents of this file are specified in 3GPP TS 31.102 [13]. When stored in the ME, the contents may as an implementation option be stored in 

a)the Access_ID leaf as specified in 3GPP TS 24.235 [26]; or
b)the XYZ leaf as specified in 3GPP TS 24.312 [26].
 If both a) and b) are available in the WLAN UE, the WLAN UE shall combine the contents of b) with the contents of a) taking the list in b) and appending any values from a) that are not already in the list b) to the end of the combined list..




Note:
The XYZ leaf has SSIDs that become active or non active based on comparing received 802.11 ANQP information with that stored in the leaf structure. 

Note:
The operator also has the Steering of Roaming (SOR) feature that could be used to set-up the preferred Service Provider for that time of day

2.3.2
Impact on Existing Nodes or Functionality

UE will be impacted as it will have to manipulate the data used to drive the algorithm.  Stage 1 changes will be required to make sure Stage 1 specifies that an operator shall be capable of provisioning static WLAN AP data and Service provider data into a UE that can dynamically change to when it can or cannot be used. 

2.3.3
Evaluation

TBD
3.0
Information used to drive the selection of the WLAN AP and Service Provider

3.1
General

When evaluating how to provide information to the UE to drive the WLAN AP and Service Provider selection one must realize that the Management objects defined below are just formal mechanisms how to describe the structure of information to be stored in a UE.  Either or both management objects could come from the same management object server within the network.  The management object server in the network could equally have a single provisioning interface from the operators backend system, and the MO server  takes care of provisioning the right MO and leafs .
3.2
Solution X+1 Enhance existing WLAN MO as defined in TS 24.235

3.2.1
Description
ANDSF is an optional element within the 3GPP architecture and it is likely that not all operators are likely to deploy such infrastructure.   It is proposed to extend the existing management object defined in TS 24.235 to incorporate the necessary functionality from Hotspot 2.0   It is up to stage 3 how  this is to be done.  
Advantage:

1. No impact on existing I-WLAN selection.

2. Reuse existing I-WLAN (24.235). 

Disadvantage: 

1. Does not contain the additional behavior as defined in ANDSF

2. Any additions of 801.11 [6] information contained in ANQP responses would need to be liaised to WFA to ensure consistency between WFA and 3GPP

3.2.2
Impact on Existing Nodes or Functionality

The UE and WLAN MO server shall be affected.  The UE will be required to read the new information from the I-WLAN MO. Stage 1 changes will be required to make sure Stage 1 specifies that an operator shall be capable of provisioning static WLAN AP data and Service provider data into a UE that can dynamically change to when it can or cannot be used based on information received from the Access Point.
3.3.3
Evaluation
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PROPOSED INPUT TO TR
X.Y
Solution X

X.Y.1
Description

It has been proposed by Mototola document (S2-13aaaa) 
that TS 24.234 [1] procedures shall not be modified and that the only changes required to specifications should be around when TS 24.234 [1] procedures are used / trigger.  However if TS 24.234 [1] procedures are not used the UE still needs to be authenticated and authorized for service at an AP.  This requires the UE to construct an NAI of that defined in RFC 4282 [5] to reach a SP that can authenticate and authorize the UE.  One thought has been to use the RPLMN (TS 23.122) as guidance how to annotate the ROOT NAI to create an annotated NAI so that the AAA server in the network can route the authentication request correctly to the desired SP.  However it cannot be guaranteed that the selected AAA server that supports the selected AP can reach the RPLMN.  Examples might be that 

· an equivalent PLMN provides the AAA capabilities and thus the ROOT NAI needs to be decorated differently.  

· the Home SP may have no agreements with any PLMNs to provide WLAN service capabilities and may have contracted with 3rd party providers such as IPASS, BOINGO, WeROAM.  

In these circumstances annotating the NAI based on the RPLMN makes no sense.  The UE would need to analyze the provided Realms information that might be available by the NAI Realm ANQP-element as defined in  802.11 [6] and then compare this to provisioned SP information in the UE to know which SP to choose and annotate the NAI correctly.  In affect the UE is doing SP selection based on comparing provisioned information with gathered information from the network i.e. the well defined procedures in TS 24.234 [1] just using different terms to do the same thing:

· Service Provider / Realm = PLMN

Note that PLMN definition for I-WLAN NAI in TS 23.003 is of the form defined in RFC 4282 [5].  It allows the definition of Service Providers such as WeRoam, IPASS, Boingo.

	3GPP TS 23.003

14.3
Root NAI

The Root NAI shall take the form of a NAI, and shall have the form username@realm as specified in clause 2.1 of IETF RFC 4282 [53].

14.4
Decorated NAI

The Decorated NAI shall take the form of a NAI and shall have the form 'homerealm!username@otherrealm' as specified in clause 2.7 of the IETF RFC 4282 [53].

802.11 [6]

8.4.4.10 NAI Realm ANQP-element
……

The NAI Realm Encoding Type is a 1-bit subfield. It is set to 0 to indicate that the NAI Realm in the NAI

Realm subfield is formatted in accordance with IETF RFC 4282. It is set to 1 to indicate it is a UTF-8

formatted character string that is not formatted in accordance with IETF RFC 4282.


The change that is proposed is to manipulate the data that is used to drive the WLAN AP/ SP selection. 
Advantage:

4. No impact on existing I-WLAN selection algorithm.
5. Reuse existing I-WLAN (24.234) with minimum impact, good backward compatibility. 

6. Use ANDSF paradigm to provision static policy data that becomes active based on defined criteria and received information from the AP. 

Disadvantage: 

3. Currently HPLMN driven mechanism.

4. If active policies change the procedures are not designed to reconsider new AP’s.  Additional trigger points for I-WLAN Network Selection will need to be defined.

Below is an example of how this data manipulation could be achieved.

e.g. 

Operator defines Time of day SSID selection with a Specific service provider.

The new functionality manipulates the Home I-WLAN Specific Identifier List (see section 7.6b of TS 24.234), Operator Controlled WLAN Specific Identifier list (see section 7.6a of TS 24.234) and Service Provider list (see section 7.5 of TS 24.234) so that the data used by the UE in the selection process is specific to the time of day.    A high level diagrammatic view is shown below.

[image: image2.png]Current Way

New Way





The evaluation layer could be implementation or from stage 3 perspective could be the inclusion of new leaf information where by it is inferred by the data to what constitutes an active or non active data set e.g. like ISRP where it is implied from the data in the ANDSF leave what is an active rule and what is a non active rule.  Example stage 3 change could be:

	7.6a
Operator Controlled WLAN Specific Identifier list

The "Operator Controlled WLAN Specific Identifier list" file contains a list of WSIDs related to I-WLAN preferred by the operator. It shall be possible to store at least ten entries on the list. The contents of this file are specified in 3GPP TS 31.102 [13]. When stored in the ME, the contents may as an implementation option be stored in 

a)the Access_ID leaf as specified in 3GPP TS 24.235 [26]; or

b)the XYZ leaf as specified in 3GPP TS 24.312 [26].
 If both a) and b) are available in the WLAN UE, the WLAN UE shall combine the contents of b) with the contents of a) taking the list in b) and appending any values from a) that are not already in the list b) to the end of the combined list..




Note:
The XYZ leaf has SSIDs that become active or non active based on comparing received 802.11 ANQP information with that stored in the leaf structure. 

Note:
The operator also has the Steering of Roaming (SOR) feature that could be used to set-up the preferred Service Provider for that time of day

X.Y.2
Impact on Existing Nodes or Functionality

UE will be impacted as it will have to manipulate the data used to drive the algorithm.  Stage 1 changes will be required to make sure Stage 1 specifies that an operator shall be capable of provisioning static WLAN AP data and Service provider data into a UE that can dynamically change to when it can or cannot be used. 

X.Y.3
Evaluation

TBD
X.Z
Solution X+1 Enhance existing WLAN MO as defined in TS 24.235

X.Z.1
Description
ANDSF is an optional element within the 3GPP architecture and it is likely that not all operators are likely to deploy such infrastructure.   It is proposed to extend the existing management object defined in TS 24.235 to incorporate the necessary functionality from Hotspot 2.0   It is up to stage 3 how  this is to be done.  

Advantage:

3. No impact on existing I-WLAN selection.

4. Reuse existing I-WLAN (24.235). 

Disadvantage: 

3. Does not contain the additional behavior as defined in ANDSF

4. Any additions of 801.11 [6] information contained in ANQP responses would need to be liaised to WFA to ensure consistency between WFA and 3GPP

X.Z.2
Impact on Existing Nodes or Functionality

The UE and WLAN MO server shall be affected.  The UE will be required to read the new information from the I-WLAN MO. Stage 1 changes will be required to make sure Stage 1 specifies that an operator shall be capable of provisioning static WLAN AP data and Service provider data into a UE that can dynamically change to when it can or cannot be used based on information received from the Access Point.

X.Z.3
Evaluation

TBD
�If this is incorporated into TR would be better to reword to identify the proposed solution instead.


�If this is incorporated into TR would be better to reword to identify the proposed solution instead.





