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Abstract of the contribution: This contribution proposes to add the corresponding solutions for monitoring event configuration, monitoring event reporting and specific monitoring event handling in MTCe TR23.887.
Introduction
In SA2#93 meeting, the architecture model for monitoring via PCC and HSS was approved. Based on the approved architecture model for monitoring via PCC and HSS, this paper proposes the solutions for monitoring event configuration, monitoring event reporting and specific monitoring event handling. 
Proposal

It is proposed to add the following scope section to the MTCe TR 23.887:
***************** Start of changes **********************
6.1.3.1
Solution : Monitoring via PCC and HSS

6.1.3.1.1
General

An architecture model for monitoring via PCC and HSS is depicted in the following figure.
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Figure 6.1.3.1.1-1: Monitoring architecture model – non-roaming

The main idea of the reference architecture is that the IWF receives the monitoring event subscription request or status queries from SCS or Application Server and distributes those to HSS and/or PCRF in HPLMN. PCC and/or HSS based monitoring functionality provides monitoring event reports via IWF to SCS/AS or alternately monitoring events can be reported to a Monitor Collection Entity (similar to the Trace Collection Entity defined in TS 32.422).
6.1.3.1.2
Flow for Monitoring Event configuration
Figure 6.1.3.1.2-1 illustrates the procedure of monitoring event configuration.
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Figure 6.1.3.1.2-1: Monitoring Configuration flow
1.
The SCS sends a Monitoring Request message (the external identity/MSISDN, list of monitoring events) to the IWF via Tsp. 
2. The IWF checks that the SCS is authorised to send monitoring event requests and that the SCS has not exceeded its quota or rate of submitting monitoring requests over Tsp. If this check fails the IWF sends a Monitoring Event Response message, i.e. proceeds with step 8.

3.
The HSS verifies whether the requested monitoring events are permitted for the SCS. If permitted, the HSS configures any monitoring events that are managed by the HSS and stores the SCS ID for reporting when the event happens. If the HSS managed monitoring events require also reporting from serving CN nodes the HSS conifgures monitoring events in serving CN nodes. 
4
The HSS sends a Monitoring Request Response message indicating which monitoring events are configured successfully and which failed, possibly indication a cause per failed monitoring event

5.
If the HSS managed monitoring events require reporting from serving CN nodes the HSS configures monitoring events in serving CN nodes, through the existing subscription downloading procedures (e.g., during Attach/RAU/TAU procedure etc.. or as part of an Insert Subscriber Data procedure). 
For the reporting alternative using a Monitor Collection Entity, the monitoring configuration may include the (IP) address of Monitor Collection Entity and other necessary information to associate the Monitoring.
6.
SGSN/MME configures the requested monitoring events and confirms success or failure to HSS.
When the monitoring request requires the involvement of other nodes (e.g. eNB, SGW, PGW/GGSN), the SGSN/MME has the monitoring request propagated towards these nodes. Similar mechanisms as used for tracing are used (over S4/S11 to the SGW, over S5/S8 to the PGW, over Iu/S1 to the RAN).
7.
If requested monitoring events are managed via PCC, the IWF initiates monitoring event configuration using procedures from TS 23.203. The procedures are shown extended to include SGSN/MME as depending on the PCC events it will cause configuration of SGSN/MME, e.g. for location reporting.

8.
The IWF sends a Monitoring Request Response message indicating which monitoring events are configured successfully and which failed, possibly indication a cause per failed monitoring event.
Monitoring configuration that is stored in HSS and relevant for SGSN/MME is sent to SGSN/MME any time when the HSS provisions the SGSN/MME with subscriber data, e.g. during an attach.
With above procedures, the trace events (refer to TS 32.422) can be configured similar to HSS based configuration by SCS or directly pre-configured (subscribed) in the HSS.
6.1.3.1.3
Monitoring Event reporting flows

6.1.3.1.3.1  Monitoring event reporting via HSS and IWF
The figure 6.1.3.1.3-1 illustrates reporting monitoring events from SGSN/MME to SCS/AS.
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Figure 6.1.3.1.3-1: Monitoring event reporting flow from SGSN/MME/HSS
1.
Depending on the monitoring event, the SGSN/MME detects a monitoring event and reports it to HSS. 
2.
Depending on the monitoring event the HSS detects an event. The HSS reports the HSS or SGSN/MME detected monitoring event to the IWF. HSS report includes the SCS/AS ID.
3.
The IWF sends monitoring event report to the appropriate SCS/AS.
6.1.3.1.3.2  Monitoring event reporting via PCRF and IWF
The figure 6.1.3.1.3-2 illustrates reporting monitoring event from GGSN/P-GW.
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Figure 6.1.3.1.3-2: Monitoring event reporting flow from GGSN/P-GW
1.
PCC reporting as of TS 23.203 informs the H-PCRF when configured events happen. The box shows including SGSN/MME as depending on monitoring event, the PCC monitoring event could be originally detected by GGSN/P-GW or SGSN/MME.
2.
PCRF sends monitoring event to the IWF that has established the PCC session.
3.
The IWF sends a monitoring event report to the SCS/AS that initiated the monitoring session. 
6.1.3.1.3.3 Monitoring event reporting via Monitor Collection Entity
For the Monitoring via Tracing like mechanisms, the actual delivery of Monitoring related notifications belongs to a dedicated interface that is out of the scope of SA2 (to be defined by SA5 as for the Trace notifications). A Monitor Collection Entity (similar to the Trace Collection Entity defined in TS 32.422) is used to collect the notifications events reported by the PLMN entities.
Monitoring event can be detected by different nodes depending on event type. When Monitoring event are detected, the Monitoring event reports are generated and sent out to the Monitor Collection Entity. 
6.1.3.1.4
Specific Monitoring Event handling

Monitoring Event: Change of Location

When this Monitoring Event is requested, already existing PCC based location reporting functionality gets activated to report any location change with the required location granularity, e.g. cell or TA, towards PCRF. The PCC rules may determine whether the PCRF reports any change of the location to the IWF or reports only the change from a normally used area to an area that requires reporting and potentially actions.

In addition actions may be configured, like reducing service when the event occurs. E.g. the PCC rules may configure to reduce the maximum bitrate when moving outside the normally used area.

Monitoring Event: Change of the association between the ME and the UICC
This event is configured in the HSS. Attach and other procedures today already transfer any changed IMEI-SV to the HSS, to same extent depending on activation of other features like ADD. The HSS compares the received IMEI-SV with the stored IMEI-SV and reports any difference.

As an action it may be configured in HSS that only the stored IMEI-SV is permitted to receive services from the network. Any registration request from a UE with a different IMEI-SV gets rejected by the HSS.
Editor’s note: the detailed solution about monitoring the association between IMSI – IMEI-SV for a UE is captured in clause 6.1.3.2.
Monitoring Event: UE Reachability
This is completely existing functionality with the 3GPP system. The SCS requests to be informed when the UE becomes reachable. The IWF transfers this request to the HSS. The HSS configures this event and stores the SCS ID to inform the SCS when the UE becomes reachable. If serving nodes are registered with the HSS the HSS requests the serving nodes to inform the HSS when the UE becomes reachable.

Any action is assumed to be application level. An already existing action is sending a stored MT SMS when the UE becomes reachable, which may be considered as application level action of the SMS service.

Editor’s note: the detailed procedure flow for the UE Reachability event configuration and reporting is FFS.
Monitoring Event: Loss of connectivity
If loss of the radio connection is of interest a GBR bearer has to be used as this bearer gets released when the radio connection gets lost. This bearer is managed using PCC and PCC informs the IWF/SCS when the bearer is released. The existence of a non-GBR bearer may be monitored in the same way. However this bearer gets not released when the radio connection is lost. This bearer might be released by the P-GW when there is no activity for a long time. And then also connectivity is lost.

Alternatively, if loss of the logical connection is of interests then the HSS configures the SGSN/MME to report when the UE’s gets (implicitly) detached, which is new functionality. The HSS reports to SCS/AS that configured this event.

6.1.3.1.5
Impacts on existing nodes and functionality

IWF will need to:

-
Receive the monitoring event subscription request or status queries from SCS. Controlling also access by service requestors to that monitoring services and information.
-
Distribute the monitoring event subscription request or status queries to HSS via S6m and/or to PCRF via Rx.

-
Receive monitoring event reports or status information from HSS or PCRF (when subscribed via Rx) and transfer those to SCS.

PCRF and PCC will need to:
-
act basically unchanged for events reporting that PCC already supports. For example, loss of connectivity can be already reported for a GBR bearer as RAN releases a lost connection, and the release PCC can report to IWF. As another example, PCC can perform location reporting with different location granularity allowing for detecting a changed point of attachment by the IWF or SCS for UEs with active PDN connections.

-
It is FFS whether PCC needs to implement new session/bearer related event detection and reporting handling. E.g. if loss of connectivity for non-GBR bearers is wanted, this may require new event handling for PCC and the entity that detects it.

HSS will need to:
-
act basically unchanged for handling events or status queries that the HSS already supports. For example, UE reachability may be offered as a monitoring event completely based on existing HSS functionality. 

-
The HSS needs to implement the new subscription related events and if needed for the event specific actions that are wanted for MTC and offering access to that functionality. For example, existing means to configure regional access restrictions can be used to limit the point of attachment for a device. Reporting attempts to access outside the permitted region is new functionality for the HSS. Similarly the HSS can detect that the IMEI does not match the IMEI stored for the device subscription. Reporting attempts with a different IMEI is new functionality for the HSS.

Other entities like SGSN/MME and SGW/PGW/GGSN will need to:
· Implement new event monitoring, reporting and actions as deemed necessary for any new MTCe specific events. For example, the SGSN/MME may detect loss of connectivity for non-GBR connections from missing periodic registrations. This functionality needed is to be determined separately per specific new event.
Editor’s note: It is FFS how SGSN/MME report towards IWF.
6.1.3.1.5
Solution evaluation

Benefits:
-
Session and subscription based monitoring are offered with efficient reuse of already existing monitoring functionality.

-
Control of access to that monitoring functionality is performed by the IWF, not adding this to PCC or HSS based monitoring.

-
SCS and Application server can access 3GPP monitoring functionality via a single IWF provided interface.

Drawbacks:
-
Using the IWF to unify access to HSS and PCC based monitoring may introduce session/context based functionality for the IWF. It is however likely that any other approach offering continuous reporting of session/bearer events may also need to establish some session for this.
***************** End of changes **********************
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3. Monitoring event report
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8. Monitoring Request Response















7. PCC procedures from 23.203







6. Monitoring Configuration Response
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3. Monitoring Event Report



















Event Detection







UE











2. Monitoring Event Report















Event Detection







1. Monitoring Event Report















IWF







HSS







SGSN/MME




































