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Discussion
WFA Hotspot 2.0 specifications specify a range of WLAN capabilities and other parameters that can be used by UEs to select a WLAN network. And Connection Capability is one of the WLAN capabilities defined by WFA Hotspot 2.0 specifications and is used to provide information on the connection status within the WLAN network. The content of the Connection Capability indicates that the WLAN network allows communication on certain IP protocols and ports while blocks communication on others. For example, a firewall or a NAT function in the WLAN network blocks the IP flows associated with certain IP protocols and ports.

Connection Capability is composed by several ProtoPort Tuples and the format of the ProtoPort Tuple is described in Fig. 1.
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Fig. 1: the ProtoPort Tuple format.
1)
The IP Protocol subfield identifies the IP Protocol and refers to the IP protocol field in IPv4 packets or the next header field in IPv6 packets. 
2)
The Port Number subfield is the destination port number of the packets. 
3)
The Status subfield indicates the status of the tuple, and the already defined values of the Status subfield are 0, 1 and 2:
-
If the value is 0, the IP flows which match the IP Protocol and Port Number subfields of the ProtoPort Tuple will be blocked by the WLAN network. 
-
If the value is 1, the IP flows which match the IP Protocol and Port Number subfields of the ProtoPort Tuple will not be blocked by the WLAN network. 
-
If the value is 2, the IP flows which match the IP Protocol and Port Number subfields of the ProtoPort Tuple may or may not be blocked by the WLAN network, i.e. the exact status is not known.
The ProtoPort tuples defined by WFA Hotspot 2.0 specification are listed in table 1.

Table 1: ProtoPort Tuples

	IP Protocol Value
	Port Number Value
	Description

	1
	0
	ICMP

	6
	20
	FTP

	6
	22
	SSH

	6
	80
	HTTP

	6
	443
	Used by TLS VPNs

	6
	1723
	Used by PPTP VPNs

	6
	5060
	VoIP

	17
	500
	Used by IKEv2 (IPSec VPN)

	17
	5060
	VoIP

	17
	4500
	May be used by IKEv2 (IPSec VPN)

	50
	0
	ESP, used by IPSec VPNs


Connection Capability is a new capability of WLAN network defined by WFA Hotspot 2.0 specifications, so when the ANDSF creates the policies according to current specifications defined by 3GPP, it doesn’t consider the Connection Capability of the WLAN network. As a result when a UE selects a WLAN network based on the ANDSF policies, the selected WLAN network may block some or all IP flows of the UE. And this leads to the degradation of the user experience.

In order to illustrate the problem, the following scenario is described: 

1)
Tom wants to download some documents from a FTP server; 
2)
The available access networks in the vicinity of the UE are WLAN AN #1 and WLAN AN #2. 
-
The Connection Capability element of the WLAN AN #1 is (6, 20, 0), which means the WLAN AN #1 will block the IP flows of the FTP service;

-
The Connection Capability element of the WLAN AN #2 is (6, 20, 1), which means the WLAN AN #2 will not block the IP flows of the FTP service.
3)
The ANDSF policy in the UE indicates that the WLAN AN #1 takes precedence of the WLAN AN #2.
In this scenario, the UE selects the WLAN AN #1 based on the ANDSF policy and accesses the network. And then the UE begins to transimt the IP flow of the FTP service through the WLAN AN #1. But the IP flow is blocked by the WLAN AN #1. So Tom can’t download documents from the FTP server via the WLAN AN #1 which is selected based on the ANDSF policy.
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Fig. 2: the scenario of using the ANDSF policy without considering the Connection Capability of the WLAN AN.
If the ANDSF policy indicates that the IP flow of the FTP service will be blocked by the WLAN AN #1 but will not be blocked by the WLAN AN #2, the UE will choose the WLAN AN #2 to access to transimt the IP flow of the FTP service. So using Connection Capability during WLAN network selection can improve the user experience.
When a UE selects a WLAN network which supports the WFA Hotspot 2.0 specifications based on the ANDSF policy and according to the Connection Capability of the WLAN network it will blocks some or all IP flows of the UE, depending on whether the UE supports the WFA Hotspot 2.0 specifications or not, the behaviour of the UE may be different:
1)
The UE which does not support the WFA Hotspot 2.0 specifications can discover that some or all IP flows will be blocked by the WLAN network only after the UE begins transmitting packets of the blocked IP flows. However from the UE’s perspective, the performance of the WLAN network is too bad to use. Then the UE may disconnect from the WLAN network, select and connect to another access network. And the UE will repeat the behaviour until the connected access network will not block any IP flow of the UE;
2)
The UE which supports the WFA Hotspot 2.0 specifications can discover that the WLAN network will block some or all IP flows before the UE associates with the WLAN network. And then the UE may try a new access network selection procedure until the UE finds a WLAN network that will not block any IP flow of the UE.
So if the ANDSF policy does not indicate the Connection Capability of the WLAN network, the UE may try several times to select a suitable WLAN network, this leads to the increase of the access delay and the degradation of the user experience. However if this information is provided by the ANDSF, the UE can know the WLAN network blocks which IP flows as early as possible and the UE will not choose the WLAN network, so the delay and the degradation can be avoided.
Proposal

It is proposed to add the following to the WLAN_NSUE TR 23.865:

***************************** The 1st Change ******************************
5.x
Key Issue – Use Connection Capability during WLAN network selection
5.x.1
Description

WFA Hotspot 2.0 specifications specify a range of WLAN capabilities and other parameters that can be used by UEs to select a WLAN network. And Connection Capability is one of the WLAN capabilities defined by WFA Hotspot 2.0 specifications and is used to provide information on the connection status within the WLAN network. The content of the Connection Capability indicates that the WLAN network allows communication on certain IP protocols and ports while blocks communication on others. For example, a firewall or a NAT function in the WLAN network blocks the IP flows associated with certain IP protocols and ports.

But the ANDSF doesn’t take into account the Connection Capability of the WLAN networks when the ANDSF specifies policies. So when the UE selects a WLAN network using an ANDSF policy, the WLAN network may block the IP flows of the UE. As a result, the user experience is reduced. So it needs to be analyzed whether the Connection Capability of the WLAN network defined by WFA Hotspot 2.0 specifications should be taken into account when making the ANDSF policies related to WLAN selection 
5.x.2
Required Functionality

It needs to be analyzed if and how the Connection Capability of the WLAN network defined by WFA Hotspot 2.0 specifications should be taken into account when making the ANDSF policies related to WLAN selection 
***************************** The 2nd Change ******************************
6.x
Solution #x: ANDSF policies with Connection Capability of WLAN networks
6.x.1
Functional Description
This solution proposes to extend the ANDSF policies to support the WLAN network selection based on the Connection Capability of the WLAN networks which support WFA Hotspot 2.0 specifications. 
The ANDSF may send policies to UE based on Connection Capability information of WLAN networks supporting WFA Hotspot 2.0 specifications. And because the information of the target access network provided by the ANDSF policies is different, the usage of the Connection Capability information is different:

1. The information of the target access network provided by the ANDSF policies is the access technology, i.e. WLAN. The ANDSF may send policies to UE based on Connection Capability of the WLAN networks, for example that “at least one of the available WLAN networks in the vicinity of the UE doesn’t block all the IP flows of the UE or all the IP flows described by the ANDSF policy, the ANDSF policy is valid”. The Hotspot 2.0 compliant UE is capable to obtain the Connection Capability of the available WLAN networks and then the UE determines wether the ANDSF policy is valid based on the information.
2. The information of the target access network provided by the ANDSF policies is the identity of the target access network, such as SSID. The ANDSF may send policies to UE based on Connection Capability of the WLAN networks, for example that “the IP flows matching the filter that the protocol of the IP flow is X and the port number of the IP flow is Y will be blocked by SSID Z”. No matter whether the UE spports the Hotspot 2.0, it will aviod transmitting the IP flows mapping the ANDSF policy to WLAN network with SSID Z.
6.x.2
Impacts on existing nodes or functionality
The ANDSF needs to be extended in order to create/provide policy and information considering the Connection Capability of the WLAN networks. 

6.x.3
Evaluation
************************* End of changes *************************************
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