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Discussion
In Rel-12 NBIFOM, in order to support flow mobility for PMIP and GTP based S2b, the routing rules shall be installed between the UE and the PDN GW via the ePDG. For downlink, the PDN GW shall perform IP flow routing of traffic; while for uplink, the UE shall perform IP flow routing of traffic. 

In current specification of PMIPv6/GTP based S2b, IKEv2 is used for IPSec tunnel establishment and authentication & authorization. As per RFC 5996, the traffic selector payload in IKEv2 message allows peers to identify packet flows for processing by IPsec security services, which consists of the IKE generic payload header followed by individual Traffic Selectors. Thus the traffic selector payload in IKEv2, which can be further extended to align with routing filters defined in 3GPP ANDSF ISRP policies, is a good candidate for indicating the routing rules between the UE and the ePDG. And then the ePDG can forward the routing rules between the UE and the PDN GW.
Therefore a solution based on IKEv2 is proposed in the paper to support flow mobility for PMIP based S2b. 
Addition of WLAN access to a PDN connection which has been established in 3GPP access network: 
During IKEv2 authentication and tunnel setup procedure, the UE sends in IKE_AUTH Request to the ePDG the traffic selector which identifies IP flows transmitted over WLAN access (i.e. routing filter for WLAN access), PDN connection indication which indicates the existing PDN connection to which the IP flow(s) to be added, e.g. handover indication and/or UE home address (IPv4 Home address or IPv6 Home Network prefix) allocated when it is attached to 3GPP Access. 
The ePDG decides the routing filter based on the traffic selector, and includes the routing rule (i.e. routing filter and routing address) in the PBU message. The routing address is the link-local address of the ePDG to be allocated by the PDN GW as specified in TS 29.275 [11]. (For 3GPP access, the routing address is the S-GW IP address.) The routing filter is unidirectional and can be different for uplink and downlink traffic. 
Upon receiving the Proxy Binding Update, the PDN GW links the flows established over non-3GPP access to the (flow(s) of the same) PDN connection established over 3GPP access, i.e. using the same binding cache entity, or creating a new binding cache entity and linking these two bindings. The PDN GW then sends a Proxy Binding Ack message including the routing rules accepted by the network to the ePDG.
The ePDG sends to the UE the IKE_AUTH Response including the traffic selector accepted by the network. 
IP flow mobility:
The IKEv2 INFORMATIONAL message can be used for the UE to move one or more IP flow(s) between WLAN access and 3GPP access. The UE includes the modified traffic selector in the IKEv2 INFORMATIONAL request, and send to the ePDG. The following procedures are similar to the “Addition of WLAN Access”.
Proposal

It is proposed to apply the following changes to TR 23.861.
* * * *START CHANGE * * * *
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7.4.x
Solution X: IP flow mobility routing rules negotiated in both WLAN and 3GPP accesses 

7.4.x.1
Overview 
7.4.x.1.1
General
In this solution, routing rules are provided in both WLAN and 3GPP accesses. 

For WLAN access, the routing rule is provided in the following way:

-
via IKEv2 procedure from the UE to the ePDG;

-
via PMIPv6 signalling from the ePDG to the PDN GW.
For 3GPP access, the routing rule is provided in the following way:

-
via 3GPP access specific signalling (e.g. Attach Request, Request Bearer Resource Modification) from the UE to the S-GW;

-
via PMIPv6 signalling from the S-GW to the PDN GW.
7.4.x.1.2
Routing rule

The routing rule can be defined similar to that for DSMIPv6 as specified in TS 23.261 [12], which contains a routing filter and a routing address. 

Instead of using UE CoA as routing address in DSMIPv6, in PMIPv6:

· the address of ePDG is used as routing address for IP flows transmitted over WLAN access;
· the address of S-GW is used as routing address for IP flows transmitted over 3GPP access.
The traffic selector payload in IKEv2 message as specified in RFC 5996 [9] can be extended to identify IP flows transmitted over WLAN access (i.e. routing filter for WLAN access). After receiving from the UE the IKE_AUTH request which includes the traffic selector, the ePDG decides the routing filter based on the traffic selector, and includes the routing rule (i.e. routing filter and routing address) in the PBU message to the PDN GW. The inclusion of routing rule in PBU message can be done similar to that for BU message in DSMIPv6. That is, Binding Identifier (BID) and Flow Identification (FID) mobile options are included in Proxy Binding Update (PBU) by the ePDG to indicate the routing address and routing filter. The routing address is the address of MAG, i.e. ePDG for IP flows transmitted over WLAN access and S-GW for 3GPP access. The routing filter is unidirectional and can be different for uplink and downlink traffic.
When the PDN GW receives the PBU with the BID and FID mobility options, it copies the BID and FID from the mobility option to the corresponding field in the Binding Cache entry. An example of a typical Binding Cache in LMA (i.e. PDN GW) with routing filters is shown in Table 7.4.x.1.2-1. Each BID/FID entry contains a relative priority. It is assumed that between UE and the LMA there is always a default routing address via which packets not matching any specific routing filter are routed. The BID with the highest priority is the default route.
Table 7.4.x.1.2-1: Binding Cache in LMA supporting flow bindings
	Home Address
	Routing Address
	Binding ID
	BID Priority
	Flow ID
	FID Priority
	Routing Filter 

	HoA1
	MAG Address1 
	BID1
	x
	FID1
	a
	Description of IP flows…

	
	
	
	
	FID2
	b
	Description of IP flows…

	HoA1
	MAG Address2 
	BID2
	y
	FID3
	…
	…


NOTE 1:
This clause shows only a conceptual representation of the binding cache. The actual format is implementation specific.
NOTE 2:
A BID and a FID is only unique for a given HoA, i.e. different mobile nodes can use the same BID or FID value.
7.4.x.2
System Impacts 
Editor’s Note: To be completed.
7.4.x.3
Flows 

7.4.x.3.1 PDN connection establishment over first access
7.4.x.3.1.1 PDN connection establishment over 3GPP access
The UE performs the initial PDN connection establishment over 3GPP access as specified in TS 23.402 [2] clause 5.2 with the following additions:

· The UE sends the information to identify IP flows transmitted over 3GPP access (i.e. routing filter for 3GPP access requested by the UE) in the Attach Request. The packet filter (TFT) can be used/extended to carry the routing filter. The MME forwards the routing filter to the S-GW in the Create Session Request; 

· In step C.2, the S-GW sends the Proxy Binding Update message which includes the routing rule (i.e. the routing filter and routing address) to the PDN GW. The routing address for 3GPP access is the S-GW IP address;

· In step C.3. the PDN GW initiates the IP-CAN Session Establishment Procedure with the PCRF. In this request, the PDN GW provides the routing rules to the PCRF;
· In step C.4, the PDN GW sends the Proxy Binding ACK message which includes the accepted routing rule to the S-GW. 
· After step C, the S-GW sends the Create Session Response with the accepted routing rule to the MME, and the MME forwards the accepted routing rule to the UE in the Attach Accept.
7.4.x.3.1.2 PDN connection establishment over WLAN access
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Figure 7.4.x.3.1.2-1: PDN connection establishment over WLAN access
1.
The UE discovers a WLAN, and may perform the authentication and authorization procedure with 3GPP EPC via the WLAN access as specified in TS 23.402 [2] clause 7.2.1 step 1. 
2.
IKEv2 authentication and tunnel setup procedure are performed via the WLAN access between the UE, ePDG and 3GPP AAA Server/HSS as specified in TS 33.402 [10]. In addition, the UE sends in IKE_AUTH Request to the ePDG the traffic selector which identifies IP flows transmitted over WLAN access (i.e. routing filter for WLAN access requested by the UE).

3.
The ePDG sends a Proxy Binding Update message to the PDN GW as specified in TS 23.402 [2]. In addition the PBU includes the routing rule, i.e. the routing filter derived from the traffic selector and the routing address. The routing address is the link-local address of the ePDG to be allocated by the PDN GW as specified in TS 29.275 [11]. 
4.
If dynamic PCC is supported, the PDN GW initiates the IP-CAN Session Establishment Procedure with the PCRF. The PDN GW sends the routing rule to the PCRF. The PCRF may modify the routing rules for the downlink and/or uplink, and send the modified routing rule to the PDN GW.
5.
Step 5 is the same as step 5 of clause 7.2.1 in TS 23.402 [2]. 
6. 
The PDN GW creates a PMIPv6 binding and installs the IP flow routing rules. The PDN GW then sends a Proxy Binding Ack message to the ePDG as specified in TS 23.402 [2]. In addition the PBA indicates which routing rules requested by the UE are accepted by including the routing filter accepted by the PDN GW.

7.
Step 7 is the same as step 7 of clause 7.2.1 in TS 23.402 [2]. 
8.
The ePDG sends to the UE the IKE_AUTH Response including the traffic selector which carries the routing filter accepted by the PDN GW.

9.
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction complying with the traffic selector is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP-based routing takes place. In the downlink direction, the packet for UE arrives at the PDN GW. The PDN GW tunnels the packet to the ePDG based on the routing rule. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
7.4.x.3.2
Addition of one access
7.4.x.3.2.1
Addition of WLAN access

The UE has successfully attached to 3GPP access and established a PDN connection over 3GPP access using PMIPv6 as described in clause 7.4.x.3.1.1. Subsequently the UE performs the WLAN attachment, and requests to establish a PDN connection using the same APN, and attempts to use both accesses for the same PDN connection simultaneously. 
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Figure 7.4.x.3.2.1-1: Addition of WLAN access to the PDN connection
The signalling flow above shows the particular case where the UE is first connected to a 3GPP access and then it requests addition of a WLAN access.

1.
The UE discovers a WLAN, and may perform the authentication and authorization procedure with 3GPP EPC via the WLAN access as specified in TS 23.402 [2] clause 7.2.1 step 1. 
2.
IKEv2 authentication and tunnel setup procedure are performed via the WLAN access between the UE, ePDG and 3GPP AAA Server/HSS as specified in TS 33.402 [10]. In addition, the UE sends in IKE_AUTH Request to the ePDG the traffic selector which identifies IP flows transmitted over WLAN access (i.e. routing filter for WLAN access requested by the UE), and PDN connection indication which indicates the existing PDN connection to which the IP flow(s) to be added, i.e. handover indication and/or UE home address (IPv4 Home address or IPv6 Home Network prefix) allocated when it is attached to 3GPP Access. 
3.
The ePDG sends a Proxy Binding Update message to the PDN GW as specified in TS 23.402 [2]. In addition the PBU includes the routing rule, i.e. the routing filter derived from the traffic selector and the routing address. The routing address is the link-local address of the ePDG to be allocated by the PDN GW as specified in TS 29.275 [11]. 
4.
If dynamic PCC is supported, the PDN GW initiates the IP-CAN Session Modification Procedure with the PCRF. The PDN GW sends the routing rule to the PCRF. The PCRF may modify the routing rules for the downlink and/or uplink, and send the modified routing rule to the PDN GW.
5.
Step 5 is the same as step 5 of clause 7.2.1 in TS 23.402 [2].  

6.
The PDN GW processes the Proxy Binding Update and allocates to the UE the same IP address as that for the PDN connection the UE has established over the 3GPP access. The PDN GW creates a PMIPv6 binding and installs the IP flow routing rule. The PDN GW links the flow(s) established over WLAN access to the (flow(s) of the same) PDN connection established over 3GPP access, i.e. using the same binding cache entity, or creating a new binding cache entity and linking these two bindings. The PDN GW then sends a Proxy Binding Ack message to the ePDG as specified in TS 23.402 [2]. In addition the PBA indicates which routing rules requested by the UE are accepted by including the routing filter accepted by the PDN GW.

7.
Step 7 is the same as step 7 of clause 7.2.1 in TS 23.402 [2].
8.
The ePDG sends to the UE the IKE_AUTH Response including the traffic selector which carries the routing filter accepted by the PDN GW.

9.
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction complying with the traffic selector is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP-based routing takes place. In the downlink direction, the packet for UE arrives at the PDN GW. The PDN GW tunnels the packet to the ePDG based on the routing rules. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
10.
Appropriate 3GPP resource release procedures are executed for the resources associated with the flows that were moved away from the 3GPP source access as specified in TS 23.402 [2]. 
7.4.x.3.2.2
Addition of 3GPP access

After successfully attachment to WLAN access, the UE has established a PDN connection over WLAN as described in clause 7.4.x.3.1.2. 
Subsequently, the UE performs the initial attachment procedure over a 3GPP access and establishes a PDN connection using the same APN. The procedure is the same as specified in TS 23.402 [2] clause 5.2 with the following additions:

· The UE sends the information to identify IP flows transmitted over 3GPP access (i.e. routing filter for 3GPP access requested by the UE) and UE home address (and/or HO indication) in the Attach Request. The packet filter (TFT) can be used/extended to carry the routing filter. The MME forwards the routing filter to the S-GW in the Create Session Request; 

· In step C.2, the S-GW sends the Proxy Binding Update message which includes the routing rule (i.e. the routing filter and routing address) the PDN GW. The routing address for 3GPP access is the S-GW IP address;

· In step C.3. the PDN GW initiates the IP-CAN Session Establishment Procedure with the PCRF. In this request, the PDN GW provides the routing rules to the PCRF;
· In step C.4, the PDN GW allocates to the UE the same IP address as that for the PDN connection the UE has established over WLAN access. The PDN GW creates a PMIPv6 binding and installs the IP flow routing rule. The PDN GW links the flow(s) established over 3GPP access to the (flow(s) of the same) PDN connection established over WLAN access, i.e. using the same binding cache entity, or creating a new binding cache entity and linking these two bindings. The PDN GW then sends the Proxy Binding ACK message which includes the accepted routing rule to the S-GW; 
· After step C, the S-GW sends the Create Session Response with the accepted routing rule to the MME, and the MME forwards the accepted routing rule to the UE in the Attach Accept.
· Appropriate 3GPP bearer setup or modification procedures are executed for the resources associated with the flows that were moved onto the 3GPP access.
7.4.x.3.3
IP flow mobility
7.4.x.3.3.1
IP flow mobility within a PDN connection initiated over WLAN access

In the following signalling flow, the UE moves one or more IP flow(s) from one access to the other access by updating the routing rules via IKEv2 and PMIPv6 procedures.
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Figure 7.4.x.3.3.1-1: IP flow mobility within a PDN connection initiated over WLAN access
1.
The UE is connected simultaneously to 3GPP and non-3GPP accesses and establishes multiple IP flows of the same PDN connection as described in clauses 7.4.x.3.1 and 7.4.x.3.2.

2.
The UE sends to the ePDG the IKEv2 INFORMATIONAL request, which includes the modified traffic selector to indicate the updated routing rule requested by the UE. 

3.
Same as step 3 in Figure 7.4.x.3.2.1-1 with the difference that if the ePDG supports multiple PDN connections to a single APN, the ePDG also includes the PDN Connection ID based on the mapping between the Security Association and the PDN connection, instead of allocating a new PDN Connection ID. 

4.
Same as step 4 in Figure 7.4.x.3.2.1-1. 
5.
Same as step 6 in Figure 7.4.x.3.2.1-1. 
6.
The ePDG sends to the UE the IKEv2 INFORMATIONAL response which includes the traffic selector which carries the routing filter accepted by the PDN GW. 
7.
The non-3GPP specific resource modification may be performed based on the modified traffic selector in non-3GPP access network, which can be initiated by the UE.

8.
Appropriate 3GPP resource release/allocation procedures are executed for the resources associated with the flows that were removed, modified or added in the 3GPP access. The PDN GW or PCRF may initiates these procedures based on the linking between the flows over non- 3GPP access and the flow(s) of the same PDN connection over 3GPP access.
7.4.x.3.3.2
IP flow mobility within a PDN connection initiated over 3GPP access

The UE can initiate moving one or more IP flow(s) from one access as specified in TS 23.402 [2] clause 5.5 with the following additions:

· The UE sends the modified routing filter in the Request Bearer Resource Modification to the MME. The packet filter(s) with packet filter identifier(s) and the changed packet filter information can be used/extended to indicate the modified routing filter. The MME forwards the modified routing filter to the S-GW in the Bearer Resource Command.

· The S-GW sends the Proxy Binding Update message which includes the modified routing rule (i.e. the modified routing filter and routing address) to the PDN GW. The routing address for 3GPP access is the S-GW IP address;

· The PDN GW initiates the IP-CAN Session Modification procedure and provides the updated routing rules to the PCRF;

· The PDN GW sends the Proxy Binding ACK message which includes the accepted routing rule to the S-GW; 
· The S-GW sends the accepted routing rule to the UE via the MME using the corresponding bearer modification procedure between step A and step B.
· Appropriate 3GPP resource release/allocation procedures are executed for the resources associated with the flows that were removed, modified or added in the 3GPP access.
7.4.x.3.4
Removal of one access
Editor’s Note: This procedure is FFS.
7.4.x.3.5
Addition of one access for multiple PDN connections to the same APN

When a UE having multiple PDN connections to the same APN via one access attaches to a second access, the UE needs to decide which of the multiple PDN connections the UE has would use both accesses simultaneously.
When the UE having multiple PDN connections to the same APN via a 3GPP access attaches to a WLAN, the UE shall perform PMIPv6 procedures only for the PDN connections for which it will use IP flow mobility.

When the UE having multiple PDN connections to the same APN via the WLAN attaches to the 3GPP access, the UE should only establish the PDN connections for which it will use IP flow mobility. However, due to the restriction that the UE cannot indicate which PDN connection is to establish, the UE shall repeat UE PDN Connectivity Request until the desired PDN connections have been established and shall perform PMIPv6 procedures for the desired PDN connections.
* * * *END OF CHANGES * * * *
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