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Abstract of the contribution: This contribution proposes a solution consisting of marking detected application traffic by TDF and PCEF actions for the marked traffic. 
Introduction
The PCEF functionality for charging is specified based on the PCC rule concept, i.e. once an IP packet is associated to a PCC rule the appropriate charging action is applied (but not before all enforcement actions of are completed for this PCC rule). While the PCEF functionality could be reused for the so-called application based charging, there is currently no mechanism available to dynamically associate application traffic identified by a TDF to a PCC rule beside the detection and forwarding of IP-5-tuple based filters. This document proposes another solution for this problem.
Discussion
The key idea of this alternative solution is the marking of downlink traffic belonging to an application by the TDF to enable the PCEF to recognize the application traffic which the TDF detected. The marking should be done in the IP header using either available DSCPs in the Type of Service (TOS) (IPv4) / Traffic class (IPv6) fields or by assigning Flow Labels (IPv6). This allows to reuse existing PCEF functionality for charging (and other enforcement or traffic handling actions) as the PCEF is already able to filter traffic based on such IP header information (cf. Section 6.2.2.2 in TS 23.203). At the same time, the problem of inaccurate charging due to packet discarding at the non-charging entity is avoided as the same entity provides charging and enforcement functionality. 

The solution works in the following way:   
1. The TDF is configured by the PCRF to identify the application(s) of interest for the subscriber. For every detected application, the TDF assigns a DSCP/Flow Label and marks the IP header of the corresponding downlink IP packets with it. The chosen DSCP/Flow Label is also sent to the PCRF together with the information that a new application has been detected (i.e. application identifier, start of application event). 

2. The PCRF can then generate a PCC rule for this application if the application traffic is subject to any specific policy (i.e. a policy which is different from the PCC rule containing the match-all filter). If this is the case, the PCRF populates the PCC rule with a downlink SDF filter containing the DSCP/Flow Label received from the TDF as the only filter attribute and provides the PCC rule to the PCEF. The PCC rule also contains the charging control information for the application traffic and any other PCC control information to be used (e.g. for gating, QoS or usage monitoring). 
3. The PCEF installs the PCC rule and can now identify the downlink application traffic (based on the DSCP/Flow Label assigned and set by the TDF in the downlink IP packets belonging to the application). Once a matching downlink IP packet is received, the PCEF can apply the appropriate charging actions (as well as any other PCC actions) according to the control information of the PCC rule.

To enable the detection of uplink IP packets belonging to the application, two possibilities exist:

4a. The UE could become responsible for setting the DSCP/Flow Label for the uplink IP flows belonging to the application according to the DSCP/Flow Label it receives with the downlink IP packets (similar to the reflective QoS functionality specified in TS 23.139 for 3GPP system – fixed broadband access network interworking).  

4b. The PCEF can derive the SDF filter for the uplink IP flow from the downlink IP flow marked with the respective DSCP/Flow Label by reverting the source and destination IP address and port information (similar to the reflective QoS functionality specified in TS 23.139 for 3GPP system – fixed broadband access network interworking). It should be further studied, whether a removal of uplink SDF filters is necessary and how this can be achieved (e.g. via detecting inactivity). 
5. Once the TDF detects the stop of the application traffic, the PCRF would be informed accordingly and the PCC rule for the application traffic can be subsequently removed from the PCEF.
Further considerations:

· If DSCPs are used for the marking, the TDF should choose the DSCPs dynamically to overcome the limits given by the DSCP encoding, i.e. there is no need for a static relation between DSCP and application. The very first application detected for a UE IP-CAN session will get the very first DSCP (out of the set of DSCPs 3GPP will finally select to use). The second detected application will get the second DSCP and so on. The available range of 32 DSCPs should be enough for all applications of a single UE while it may not be enough for all applications an operator wants to handle in the network.
· The order of SDF template checking in the PCEF should not matter as long as all application traffic subject to TDF detection is covered by the PCC rule containing the match-all filter. Otherwise, the PCRF is required to set the PCC rule precedence in such a way that the SDF templates of the PCC rules for the applications detected by TDF (containing the DSCP/Flow Label based SDF filters) are checked before the IP-5-tuple based filters. 

· This alternative solution works as long as all IP flows matching the IP-5-tuple information derived from the downlink application traffic belong to the application. The other case requires further analysis.
Proposal
It is proposed to add this mechanism as alternative solution for scenario 1 (application usage charging only) and scenario 3 (service data flow charging and application usage charging) in TR 23.800.
* * * Start of 1st proposed change * * * *
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* * * Start of 2nd proposed change * * * *
6.1.x
Alternative solutions 2: TDF marking and PCEF based application charging
6.1.x.1
Solutions's assumptions

For the solution variant without uplink application traffic marking performed by UE (as described below):

All uplink IP flows matching the IP-5-tuple information that is derived by the PCEF from the downlink application traffic belong to the application.
Editor's Note: The other case is FFS.

6.1.x.2
Reference architecture, Credit management, Termination action

As defined by the 3GPP TS 23.203 [3].

6.1.x.3
Functional description

The TDF performs the detection of the application traffic. In this alternative solution (described in detail by Annex X.4), the TDF is also marking the downlink traffic belonging to the detected applications by setting a DSCP or Flow Label in the IP header. The PCRF is informed about the DSCP or Flow Label (which the TDF selected for the application) and generates a PCC rule for it with a downlink SDF filter containing this DSCP or Flow Label. Based on the DSCP or Flow Label, the PCEF is able to identify the downlink application traffic marked by the TDF and the existing PCEF charging functionality can be reused for the application traffic. 
NOTE:
Until the new PCC rule for the application traffic is successfully installed at the PCEF, the marked downlink packets cannot be identified by the PCEF.

For the uplink application traffic, either the UE could become responsible for setting the DSCP or Flow Label (according to the DSCP or Flow Label it receives with the downlink IP packets of an application) or the PCEF could derive the SDF filter for the uplink IP flow from the marked downlink IP flow by reverting the source and destination IP address and port information. This behaviour of the UE or the PCEF respectively would be similar to the reflective QoS functionality specified in TS 23.139 [x].
NOTE:
In situations where a correct UE behaviour cannot be ensured, the TDF shall verify the UE marking and discard any marked uplink IP packet that does not belong to the application indicated by the DSCP or Flow Label (similar to the uplink bearer binding verification defined for the BBERF/PCEF in 3GPP TS 23.203 [3]. 
Editor's Note: The need for counting of uplink IP packets that are discarded in this way and the correction of the application traffic charging in the PCEF (with the help of the PCRF forwarding such information) is FFS.
Once the TDF detects the stop of the application traffic, the PCRF would be informed accordingly and the PCC rule for the application traffic can be subsequently removed from the PCEF.
Redirection functionality should be added to PCC rules to enable traffic redirection at the PCEF and thus to ensure the correct charging of redirected uplink traffic. It should be noted that the ADC rule based redirection is also supported with the limitation that the first uplink IP packets which are subject to redirection cannot be charged appropriately. Once the first response to the redirected uplink traffic is received by the TDF, the downlink traffic marking solution can start and the uplink traffic to the redirect server can be charged correctly.
6.1.x.4
Impacts on existing nodes or functionality
TDF: 
· Management of DSCPs or Flow Labels for the detected applications (i.e. selection, informing PCRF)
· Marking of downlink application traffic belonging to the detected applications
PCRF:

· Enhancement of PCC rule with Redirection functionality

· Using the DSCP or Flow Label provided by the TDF for the generation of a PCC rule for the application traffic

PCEF:
· Enhancement of PCC rule with Redirection functionality

· Generation of uplink SDF filters for the application related PCC rule by reverting the source and destination IP address and port information of the marked downlink IP flows, similar to the reflective QoS functionality specified in TS 23.139 [x] (as alternative to impacts on UE)
UE:
· Marking of uplink application traffic with the DSCP or Flow Label received with the downlink IP packets of the application, similar to the reflective QoS functionality specified in TS 23.139 [x] (as alternative to impacts on PCEF)
* * * Start of 3rd proposed change * * * *
6.3.x
Alternative solutions 2: TDF marking and PCEF based application charging 
6.3.x.1
Solutions's assumptions

For the solution variant without uplink application traffic marking performed by UE (as described below):

All uplink IP flows matching the IP-5-tuple information that is derived by the PCEF from the downlink application traffic belong to the application.
Editor's Note: The other case is FFS.

6.3.x.2
Reference architecture, Credit management, Termination action

As defined by the 3GPP TS 23.203 [3].

6.3.x.3
Functional description

The TDF performs the detection of the application traffic. In this alternative solution (described in detail by Annex X.4), the TDF is also marking the downlink traffic belonging to the detected applications by setting a DSCP or Flow Label in the IP header. The PCRF is informed about the DSCP or Flow Label (which the TDF selected for the application) and generates a PCC rule for it with a downlink SDF filter containing this DSCP or Flow Label. Based on the DSCP or Flow Label, the PCEF is able to identify the downlink application traffic marked by the TDF and the existing PCEF charging functionality can be reused for the application traffic.
NOTE:
Until the new PCC rule for the application traffic is successfully installed at the PCEF, the marked downlink packets cannot be identified by the PCEF.

For the uplink application traffic, either the UE could become responsible for setting the DSCP or Flow Label (according to the DSCP or Flow Label it receives with the downlink IP packets of an application) or the PCEF could derive the SDF filter for the uplink IP flow from the marked downlink IP flow by reverting the source and destination IP address and port information. This behaviour of the UE or the PCEF respectively would be similar to the reflective QoS functionality specified in TS 23.139 [x].
NOTE:
In situations where a correct UE behaviour cannot be ensured, the TDF shall verify the UE marking and discard any marked uplink IP packet that does not belong to the application indicated by the DSCP or Flow Label (similar to the uplink bearer binding verification defined for the BBERF/PCEF in 3GPP TS 23.203 [3]. 
Editor's Note: The need for counting of uplink IP packets that are discarded in this way and the correction of the application traffic charging in the PCEF (with the help of the PCRF forwarding such information) is FFS.
Once the TDF detects the stop of the application traffic, the PCRF would be informed accordingly and the PCC rule for the application traffic can be subsequently removed from the PCEF.

Redirection functionality should be added to PCC rules to enable traffic redirection at the PCEF and thus to ensure the correct charging of redirected uplink traffic. It should be noted that the ADC rule based redirection is also supported with the limitation that the first uplink IP packets which are subject to redirection cannot be charged appropriately. Once the first response to the redirected uplink traffic is received by the TDF, the downlink traffic marking solution can start and the uplink traffic to the redirect server can be charged correctly.
6.3.x.4
Impacts on existing nodes or functionality
TDF: 
· Management of DSCPs or Flow Labels for the detected applications (i.e. selection, informing PCRF)
· Marking of downlink application traffic belonging to the detected applications

PCRF:

· Enhancement of PCC rule with Redirection functionality

· Using the DSCP or Flow Label provided by the TDF for the generation of a PCC rule for the application traffic

PCEF:

· Enhancement of PCC rule with Redirection functionality

· Generation of uplink SDF filters for the application related PCC rule by reverting the source and destination IP address and port information of the marked downlink IP flows, similar to the reflective QoS functionality specified in TS 23.139 [x] (as alternative to impacts on UE)

UE:

· Marking of uplink application traffic with the DSCP or Flow Label received with the downlink IP packets of the application, similar to the reflective QoS functionality specified in TS 23.139 [x] (as alternative to impacts on PCEF)
* * * Start of 4th proposed change * * * *
Annex <X>:
Solution principles
X.1
General

This section contains descriptions of the various solutions identified during the study. As the same solution is often applied in more than one scenario, the text can simply refer to the respective subsection in this Annex and just point out any details or further enhancements.
X.2
TDF analysis of SDF templates and enforcement duplication

Editor's Note: This section describes the solution principles.
X.3
TDF analysis of SDF templates and usage monitoring based counting correction
Editor's Note: This section describes the solution principles.
X.4
TDF marking and PCEF based application charging
This alternative solution is based on the marking of downlink traffic belonging to an application by the TDF to enable the PCEF to recognize the application traffic which the TDF detected. The marking should be done in the IP header using either available DSCPs in the Type of Service (TOS) (IPv4) / Traffic class (IPv6) fields or by assigning Flow Labels (IPv6) as the PCEF is already able to filter traffic based on such IP header information (cf. Section 6.2.2.2 in TS 23.203 [3]). PCC rules can then be provided for the application traffic having a downlink SDF filter which contains the DSCP or Flow Label the TDF marked the downlink IP packets with. The PCEF is thus able to identify the downlink application traffic identified by the TDF and the existing PCEF charging functionality can be reused for the application traffic. 
Editor's Note: For a solution based on DSCP marking, the following requirements have to be fulfilled: 
1) DSCP marking can only be applied if it can be guaranteed (e.g. through network configuration) that none of the network elements along the path between the TDF and PCEF performs DSCP (re-)marking, and that the standard DiffServ operation along this path is not disrupted. Using DSCP values with no standardised meaning in IETF prevents any IP router between TDF and PCEF to perform differentiated service scheduling for related IP packets unless it is updated or configured to support those DSCP values. This implies that sufficient network capacity must be guaranteed along the path between the TDF and PCEF so that the disabling of DiffServ packet forwarding has no detrimental impact on the end-to-end QoS. Alternatively, the available DSCP value range could be further separated into sub-ranges for the required DiffServ packet forwarding behaviours. By configuring the TDF as well as the IP routers accordingly, the impact on the end-to-end QoS can be avoided. 
2) To guarantee that no external DSCP marking is forwarded (and would lead to a wrong classification at the PCEF), the TDF may be configured to perform DSCP marking for all passing IP packets. The TDF shall mark downlink IP packets not matching any ADC rule with a configured DSCP default value.
Editor's Note: The possibility of further options for the downlink traffic marking is FFS.
The PCRF configures the TDF to identify the application(s) of interest for the subscriber as defined in Release 11. The following steps have to be performed for every detected application:   

1. The TDF assigns a DSCP/Flow Label to every application it detects and marks the IP header of the corresponding downlink IP packets with it. The chosen DSCP/Flow Label is also sent to the PCRF together with the information that a new application has been detected (i.e. application identifier, start of application event). 

2. The PCRF generates a PCC rule for this application if the application traffic is subject to any specific policy (i.e. a policy which is different from the PCC rule containing the match-all filter). If this is the case, the PCRF generates a PCC rule with a downlink SDF filter containing the DSCP/Flow Label received from the TDF as the only filter attribute and provides this PCC rule to the PCEF. The PCC rule also contains the charging control information for the application traffic and any other PCC control information to be used (e.g. for gating, QoS or usage monitoring). 

3. The PCEF installs the PCC rule and can now identify the downlink application traffic (based on the DSCP/Flow Label assigned and set by the TDF in the downlink IP packets belonging to the application). Once a matching downlink IP packet is received, the PCEF can apply the appropriate charging actions (as well as any other PCC actions) according to the control information of the PCC rule.

To enable the detection of uplink IP packets belonging to the application, two possibilities exist:

4a. The UE could become responsible for setting the DSCP/Flow Label for the uplink IP flows belonging to the application according to the DSCP/Flow Label it receives with the downlink IP packets (similar to the reflective QoS functionality specified in TS 23.139 [x]). 

4b. The PCEF could derive the SDF filter for the uplink IP flow from the downlink IP flow marked with the respective DSCP/Flow Label by reverting the source and destination IP address and port information (similar to the reflective QoS functionality specified in TS 23.139 [x]). 
Editor's Note: It should be further studied, whether a removal of uplink SDF filters is necessary and how this can be achieved (e.g. via detecting inactivity).
5. Once the TDF detects the stop of the application traffic, the PCRF would be informed accordingly and the PCC rule for the application traffic can be subsequently removed from the PCEF.

* * * End of proposed changes * * * *
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