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Abstract: This contribution propose a solution for Rel-12 SaMOG with Simple IPSec tunnel.
Introduction
This contribution proposes a solution for UE access to Trusted WLAN access with Simple IPSec tunnel.
As the WLAN access is regarded as trusted access, we propose to use IPSec tunnel with Null encryption and Null integrity to improve the performance from UE side and network side.
By bring UE capability during EAP-AKA’ procedure to the network, this solution could well co-exist with Rel-11 UE.
Discussion
What features we need to support for Rel-12 SaMOG?

Rel-11 has provided a solution for SaMOG without UE impact. Rel-12 is expected to support the following key issues.

The key requirement for Rel-12 SaMOG is following.

· Seamless handover between WLAN and 3GPP
· Multiple PDN connections support over trusted WLAN to EPC
· Concurrent support of NSWO and PDN connections

· UE requested NSWO or APN(including non-default APN)
To meet the above requirements, both UE and networks has to been modified. We propose to consider one solution to fulfill all the requirements. Otherwise there will be different Rel-12 SaMOG UE, which adds more complexity.
Scenarios

With Rel-11 SaMOG if a 3GPP operator wants to provide trusted WLAN access service，a P2P link between UE and TWAG has to be guaranteed. There are basically two ways.

1) 3GPP operator provides the trusted WLAN access network also

2) 3GPP operator provides TWAG, and needs private interface with BNG and/or TWAP of WLAN operators to support establishment of S2a tunnel
It means in reality 3GPP operator should deploy their network tightly coupled with WLAN network to support Rel-11 SaMOG. When we consider the above requirement in Rel-12 SaMOG, the way 2) becomes more complicated, 

In Rel-11 since our motivation is for the unimpacted UE and provide WLAN access ASAP, it is ok we restrict the scenarios. However in Rel-12, since it is to provide a better experience for the UE, we will have to impact on the UE, it is a good opportunity for us to reconsider how many scenarios we could support in SaMOG. Can we support more scenarios than Rel-11 SaMOG?
Per Figure 1 as an example, AP could be provided by WLAN operator or cellular operator. For WLAN only operator, it is able to provide roaming service to multiple 3GPP operators. For these 3GPP operators, the WLAN network is regarded as a trusted non-3GPP network. Thus, WLAN only operator may not deploy a GW to support S2a in their own network. 
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Figure 1: Scenario: UE access 3GPP operator PS domain via WLAN operator’s WLAN network
Simple IPSec tunnel based solution
Rel-8 has IPSec tunnel based solution between the UE and the ePDG for s2b which support multiple PDNs and handover. With the IPSec tunnel, all the above requirements already could be easily met. Currently, a large quantity of smart phones with popular mobile OS has supported IPSec fuction which uses IKEv1 (to support L2TP VPN). To implement IKEv2 in the UE will not bring remarkable further complexity comparing other potential solutions(which may need other control plan and user plane protocols). Today we have not seen a mature S2b UE in the MKT, one of the important reasons is that the performance of UE is heavily impacted as the encryption or integrity will consume huge resources. If we close both of them, a simple IPSec tunnel is more feasible in practice (Note: for EAP-AKA’ in IKEv2 procedures, as EAP-AKA’ is mandatory for SaMOG, it also will not bring further complexity yet):
With this concept, we propose the following architecture. We add MTGWF functionalities in to TWAG function. 
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Figure 2: Rel-12 SaMOG Architecture

MTGWF provide the functionality ofr termination of IPSec tunnel between UE and MTGWF. The details are as following.
-
Routing of downlink packets towards the SWu’ instance associated to the PDN connection;

-
De-capsulation/Encapsulation of packets for IPSec.

-
Tunnel authentication and authorization (termination of IKEv2 signalling and relay via AAA messages);

-
Enforcement of QoS policies based on information received via AAA infrastructure
MTGWF: Multiple PDN connections and mobility support Trusted GW Functionality.
Note: Whether multiple TWAG functions are mapped to a single entity or a single TWAG function is distributed among multiple entities is an implementation issue.
Some Q&A according to offline discussion

1) How does this solution coexist with Rel-11 SaMOG?

a) The UE capability(e.g. Rel-12 SaMOG capability) is sent to the TWAN and HSS/AAA when the UE perform the first time EAP-AKA’ procedure. When TWAN receive this capability, TWAN allocate local IP address for the UE, this local IP address could be used for NSWO, or for later IPSec tunnel request. Otherwise the TWAN think the UE is a Rel-11 UE, TWAN will decide whether to perform NSWO or EPC routed as defined in Rel-11. 

b) The network capability is also sent to the UE during EAP-AKA’ procedure, to avoid a Rel-12 UE send APN request or multiple PDN request to the Rel-11 only network.
2) What is the relationship between the MTGWF and the 3GPP operator’s network?
a) Since MTGWF is part of functionality in the TWAG. It depends on how operators deploy the whole TWAG functionalities.

3) How does the UE select the right MTGWF in the correct TWAN ?

a) The UE constructs an FQDN using the HPLMN ID or VPLMN ID and employs the DNS server function to obtain the IP address(es) of the MTGWF, similar as ePDG selection.
b) UE will perform EAP-AKA’ procedure in the trusted WLAN access, during this procedure UE will get the capability of the network with the selected PLMN. 

c) Since the capability is only for the selected PLMN used for EAP-AKA’, the UE should also use the same PLMN to  information to generate a FQDN, and use that to request DNS server and get the MTGWF address.

4) The relationship between TWAG and MTGWF ?
a) TWAG has 3 main functionalities : first hop router, IPSec tunnel (with zero- encryption and integrity profile) termination towards UE, and S2a termination.

b) MTGWF is a new functionalities for IPSec tunnel termination with which TWAG could support multiple PDN connections and IP preservation for handover.

5) Is it possible that when NSWO is not provided but only single PDN connection is provided?

a) After WLAN access authentication, the WLAN network allocated local IP address to the UE. The IP address could be used for the UE to establish IPSec tunnels with the MTGW for the PDN connections. The routing range may be restricted if the NSWO is not allowed. 
6) What’s the difference between MTGWF and ePDG?

a) MTGWF is a functionality in TWAG. It has no functionality of S2a (GTP/PMIP) termination. ePDG terminate S2b. 
b) Standard IPSec tunnel is used between ePDG and the UE per RFC4303. MTGWF only provide a IPSec tunnel with zero-encryption and zero integrity profile.
i. Per RFC4303, both confidentiality and integrity are optional, at least one of these services must be selected, hence both algorithms MUST NOT be simultaneously NULL. However since here it is used for 3GPP UE, we could use the parameters of the RFC, and do the customized design both in UE and TWAN since the UE is 3GPP UE. Because the motivation for the RFC defined IPSec is to provide a security tunnel, here we only want to use it for establish a P2P tunnel.
c) EAP-AKA’ is performed during IKEv2 procedure in MTGWF, while EAP-AKA is performed in ePDG case.
7) The feasibility of UE supporting IKEv2/IPSec.

a) Many of the existing UEs support IPSec tunnel to set additional VPN(e.g. IPSec/L2TP), it proves that it is feasible for terminals to support IPSec tunnel.
b) Per 33.402, 3GPP has customized the usage of IKEv2/IPSec. Following picture shows how many signaling is required for one IPSec tunnel. Most of the signaling is used for EAP-AKA procedure and just be performed once in the establishment of one PDN connection. It would not be an issue to deploy it in the UE from control plane part of view. 
c) For user plane point of view, since it is proposed to use IPSec with zero-encryption profile and zero-integrity profile, user plane should not be a big issue either. 
[image: image3.png]o

asccistions, {-H vaues, Noncss)

i Vot B Bhouraps

3GPP
AAASery

e selectors, APN info)

5. ASA Auser [FAT Reguesf ARA

(Heder PO B

nasenge)

LI T ——

inditional Messages.

b ASAN Answer [EAR-Req AR . Nossicasion)

DTTTTT——

|55 1k AUTH Respone (tedir, AP Ry AR A-NotTctio]|

b FAP-Rest AR A-Nouficaior
Se. A Requen [EAP ResppKAf Notiicstin

[ A Ansor (rarsuccene ey mateio, 1vsn)

12 IKE AUTH Reues EAHN

13 Check AT

e Seloctors

Signaling for IKEv2
} tunnel establi

—— EAP-AKA procedure

1P sec tunnel
establishment




Advantage of Simple IPSec tunnel based Solution
1) We could reuse the current S2b specification (IPSec tunnel establishment part) to support multiple PDN/handover/non-default PDN/concurrent PDN connections and NSWO. Saving standard time.

2) Using IPSec with null integrity and null encryption, we could notably improve the performance both in UE and network side.
3) Allow flexible network deployment, less impact on existing WLAN access network.
Proposal

We propose to update the text of TR 23.852 as suggested below.
* * * Start of proposed changes in TR 23.852 * * * *
8.2
Solutions

Editor’s Note: This clause will describe the solution(s) for SaMOG Phase 2 study.

8.2.x
Solution x: Simple IPSec solution
8.2.x.1
Functional Description
Editor's Note: It should be described whether and how the solution fulfils the requirements in subclause 8.1.
8.2.x.1.1   Architecture
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Figure 8.2.x.1.1-1 Architecture of Phase 2 SaMOG
MTGWF: Multiple PDN connections and mobility support Trusted GW Functionality.
SWu’
This is the reference point between the UE and the MTGWF and supports handling of IPSec tunnels. 
The functionality of MTGWF is similar as part of ePDG functionalities for IPSec tunnel termination includes the following:
-
Routing of downlink packets towards the SWu instance associated to the PDN connection;

-
De-capsulation/Encapsulation of packets for IPSec
-
Tunnel authentication and authorization (termination of IKEv2 signalling and relay via AAA messages);

-
Enforcement of QoS policies based on information received via AAA infrastructure;

8.2.x.2
Procedures
8.2.x.2.1
Initial Attach in WLAN on S2a
8.2.x.2.1.1
Initial Attach in WLAN on GTP S2a
This procedure is similar with untrusted non-3GPP access procedure. The main difference is During IKEv2 procedure, Null encryption and Null integrity is performed. The UE should support this IKEv2 tunnel with null encryption and Null integrity.
The UE firstly get NSWO before it connect to EPC via trusted WLAN access.
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                       Figure 8.2.x.2.1.1-1  Initial Attach in WLAN on GTP S2a
1) The Access authentication procedure between UE and the 3GPP EPC is performed as defined by TS 33.402 [45]. UE capability (i.e. Rel-12 SaMOG capability) is sent by the UE to the TWAN and the AAA/HSS during the EAP-AKA’ procedure. Upon successful authentication and optionally on SaMOG phase 2 capability, a local IP address or IPv6 prefix is allocated to the UE. The TWAN may indicate its network capability to the 3GPP AAA server via STa interface, then the 3GPP AAA server forward it to the UE at the end of EAP-AKA’ procedure. If the network capability indicates Rel-12 SaMOG capability, it means the network support UE requesting APN, multiple PDN connections and simultaneously supporting NSWO and EPC routed etc.
Note: The detail how the Rel-12 SaMOG capability indication is negotiated between the UE and the TWAN is up to Stage 3.
2) UE perform IKEV2 procedure to trigger a trusted access to EPC. The MTGWF IP address to which the UE needs to form IPSec tunnel is discovered via DNS query. The UE construct a FQDN with a correct PLMN ID similar as ePDG selection, the UE shall use the PLMN ID which is used for the EAP-AKA’ procedure in the step1 to generate the FQDN. Additionally the FQDN should distinguish a MTGWF from an ePDG.The UE may request connectivity to a specific PDN providing an APN, that is conveyed with IKEv2 as specified in TS 33.402 [45]. If the UE has provided an APN theMTGWF verifies that it is allowed by subscription. If the UE has not provided an APN theMTGWF uses the default APN. If there is no requested IP address in the CFG_Request from the UE to the MTGWF which indicates the attach is an initial attach, the MTGWF may perform a new PDN GW selection procedure as described in clause 4.5.1 of TS23.402, e.g. to allocate a PDN GW that allows for more efficient routeing. The UE shall indicate the type of address(es) (IPv4 address or IPv6 prefix /address or both) in the CFG_Request sent to the MTGWF during IKEv2 message exchange. The MTGWF get the UE capability from HSS/AAA during IKEv2 procedure, thus MTGW use Null encryption transform and Null integrity transform for the UE.  
3) The TWAN sends a Create Session Request (IMSI, APN, RAT type, TWANTEID for control plane, PDN Type, PDN Address, EPS Bearer Identity, Default EPS Bearer QoS,TWAN Address for the user plane, TWAN TEID of the user plane, APN-AMBR, Handover indicator, etc) message to the PGW. The message usage refer to the same message between ePDG and PGW.
4) The PDN GW initiates the IP CAN Session Establishment Procedure with the PCRF, as specified in TS 23.203 [19].
5) The selected PDN GW informs the 3GPP AAA Server of the PDN GW identity. The 3GPP AAA Server then informs the HSS of the PDN GW identity and APN associated with the UE's PDN Connection. 
6) The PDN GW returns a Create Session Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, EPS Bearer QoS, APN-AMBR, Charging ID, Cause) message to the TWAN, including the IP address(es) allocated for the UE. The PDN GW selects the PDN type to be used in the same way as done during the E-UTRAN Initial Attach in TS 23.401 [4].
NOTE 4:
If the UE requests for both IPv4 address and IPv6 prefix, both are allocated. If the PDN GW operator dictates the use of IPv4 address only or IPv6 prefix only for this APN, the PDN GW shall allocate the only IPv4 address or only IPv6 prefix to the UE. If the UE requests for only IPv4 address or IPv6 prefix only one address/prefix is allocated accordingly.

7)  After the Create Session Request is successful, the TWAN is authenticated by the UE and indicates to the UE that the authentication and authorization with the external AAA server is successful.

8)
The TWAN sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads. The TWANalso includes the identity of the associated PDN (APN) in the IDr payload of IKEv2. In case the UE provided APN to theTWAN in the earlier steps, theTWAN shall not change the provided APN.

9)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the TWAN by the UE using the IPSec tunnel. The TWAN then tunnels the packet to the PDN GW. From the PDN GW normal IP-based routing takes place. In the downlink direction, the packet for UE arrives at the PDN GW. The PDN GW tunnels the packet to the TWAN in S2a GTP tunnel. TheTWAN then tunnels the packet to the UE via proper IPSec tunnel.

8.2.x.2.1.2
Initial Attach in WLAN on PMIP S2a
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Figure 8.2.x.2.1.2-1  Initial Attach in WLAN on PMIP S2a
The procedure is similar as section 8.2.x.2.1.2 except PMIP based S2a tunnel is used in this procedure.
8.2.x.2.2
UE-Initiated Connectivity to Additional PDN in WLAN on S2a

8.2.x.2.2.1
UE-Initiated Connectivity to Additional PDN in WLAN on GTP S2a

This clause is related to the case when the UE has an established PDN connection over trusted non-3GPP access with GTP on S2a and wishes to establish one or more additional PDN connections over such untrusted access. This procedure is also used to request for connectivity to an additional PDN over trusted non-3GPP access with GTP on S2a when the UE is simultaneously connected to such untrusted access and a 3GPP access, and the UE already has active PDN connections over both the accesses. The UE establishes a separate SWu’ instance (i.e. a separate IPSec tunnel) for each additional PDN.
There can be more than one PDN connection per APN if both the TWAN and the PDN GW support that feature. When multiple PDN connections to a given APN are supported, during the establishment of a new PDN connection, the TWAN creates and sends a PDN Connection identity to the PDN GW. The PDN connection identity is unique in the scope of the UE and the APN within an TWAN, i.e. the IMSI, the APN, and the PDN connection identity together identify a PDN connection within an TWAN. In order to be able to identify a specific established PDN connection, both the TWAN and the PDN GW shall store the PDN Connection identity. Sending the PDN connection identity is an indication that the TWAN supports multiple PDN connections to a single APN and the PDN GW shall be able to indicate if it supports multiple PDN connections to a single APN. Between the UE and the TWAN the IPSec SA associated with the PDN connection identifies the PDN connection.
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Figure 8.2.x.2.2.1-1 UE-Initiated Connectivity to Additional PDN in WLAN on GTP S2a
1)
The UE has performed the Initial S2a Attach procedure as defined in clause 8.2.x.2.1.1, Figure 8.2.x.2.1.1-1and has an established PDN connection.

2)
The UE repeats the procedure of clause 8.2.x.2.1.1, Figure 8.2.x.2.1.1-1 for each additional PDN the UE wants to connect to, with the following exceptions:

a)
The IKEv2 tunnel establishment procedure for each additional PDN connection is initiated with the TWAN that was selected in step 1;

b)
The APN information corresponding to the requested PDN connection is conveyed with IKEv2 as specified in TS 33.402 [45];
Note: When UE request the multiple PDN connection of same APN, the same PDN- GW is selected for the UE.
8.2.x.2.2.2
UE-Initiated Connectivity to Additional PDN in WLAN on PMIP S2a
Similar as Figure 2.2.x.2.2.1-1 except PMIP tunnel.
8.2.x.2.3
Handover from 3GPP access to WLAN on S2a

Editor’s Note: This procedure is FFS. The handover indicator for the first PDN connection for this UE over trusted WLAN will be sent from UE to TWAN in EAP. The handover indicator for any additional PDN connection for this UE over trusted WLAN is sent from UE to TWAN as part of step 1 in 8.2.1.2.2.1. 
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  (A)  

  ( B )  

  ( C )  

  ( D )  

 

3 Au thenticatiion and authorisation  
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Step 3~Step9 is similar as initial attach procedure. Except following.
During the Access authentication procedure between UE and the 3GPP EPC , the TWAN responses to the UE with the Rel-12 SaMOG support indication. Then the handover indicator is sent during step 4 from the UE to the TWAN. The TWAN get the PDN GW information during step 4 from the subscription data and select the same PDN GW for the UE. The TWAN then include the handover indicator in step 5. The PDN GW then allocate the same IP address for the UE as it has been used in 3GPP access.
NOTE : When multiple PDN connections to a single APN are supported in the TWAN, the MN-ID, the APN and the PDN connection identity indentify the PDN connection within the Untrusted Non-3GPP access network. The TWAN learns from Create Session Response whether the PDN GW supports multiple PDN connection to the same APN or not.
Step 10. The UE initiate addition PDN connection established in Step 10 if it has existing multiple PDNs in 3GPP. Handover indicator is also used in this procedure.
8.2.x.2.4
Detach and PDN disconnection in WLAN on S2a

8.2.x.2.4.1
Detach and PDN disconnection in WLAN on GTP S2a

8.2.x.2.4.1.1
UE/TWAN Initiated Detach and UE/TWAN requested PDN Disconnection Procedure in WLAN on GTP S2a
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Figure  8.2.x.2.4.1.1-1 UE/TWAN Initiated Detach and UE/TWAN requested PDN Disconnection Procedure in WLAN on GTP S2a
1. UE triggers IKEv2 tunnel release to TWAN.
2. TWAN send Delete Session Request to the PDN GW.
3. The PDN GW informs the 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in the 3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2 of TS23.402.

4. The PDN GW deletes the IP‑CAN session associated with the UE and executes a PCEF-Initiated IP‑CAN Session Termination Procedure with the PCRF as specified in TS 23.203 [19].

5. The PDN GW acknowledges with Delete Session Response (Cause).

6. The Trusted WLAN access locally removes the UE context and deauthenticates and disassociates the UE at Layer 2 according to IEEE Std. 802.11-2007 [64].
8.2.x.2.4.1.2
HSS/AAA Initiated Detach Procedure in WLAN on GTP S2a
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1)
The HSS/AAA sends a detach indication message to the TWAN to detach a specific UE.

2)
This include the procedure after step1 as Figure 8.2.x.2.4.1.1-1.


For multiple PDN connectivity, this step shall be repeated for each PDN connected.

3)
The TWAN sends a Detach Ack message to the 3GPP AAA Server. If the detach procedure was initiated from the 3GPP AAA Server and if the UE no longer has any context in the 3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2. If the detach procedure was initiated by HSS, the 3GPP AAA Server replies to the HSS as described in clause 12.1.3.

8.2.x.2.4.2
Detach and PDN disconnection in WLAN on PMIP S2a

8.2.x.2.4.2.1
UE/TWAN Initiated Detach and UE/TWAN requested PDN Disconnection Procedure in WLAN on PMIP S2a
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1)UE triggers IKEv2 tunnel release to TWAN.
2)TWAN send Proxy binding Update (with lifetime=0) to the PDN GW.
3)The PDN GW informs the 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in the 3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2 of TS23.402.

4)The PDN GW deletes the IP‑CAN session associated with the UE and executes a PCEF-Initiated IP‑CAN Session Termination Procedure with the PCRF as specified in TS 23.203 [19].

5)The PDN GW acknowledges with Proxy Binding Ack.

6)The Trusted WLAN access locally removes the UE context and deauthenticates and disassociates the UE at Layer 2 according to IEEE Std. 802.11-2007 [64].
8.2.x.2.4.2.2
HSS/AAA Initiated Detach Procedure in WLAN on GTP S2a
Same as Figure 8.2.x.2.4.1.2 except PMIP tunnel.
8.x.1.3
Impacts on existing nodes or functionality
Editor's Note: Impact on existing nodes or functionality is still to be added.

Impact on TWAG: 
1) support of UE and network capability negotiation. 
2) Adding a new functionality MTGWF to support multiple PDN and seamless handover between UE and trusted WLAN access.

Impact on 3GPP AAA server: support UE and network capability negotiation.

8.x.1.4
Evaluation
Editor's Note: The fulfilment to the requirements in subclause 8.1 should be evaluated.

This solution support all the requirements in subclause 8.1
Advantage of Simple IPSec tunnel based Solution

· We could reuse the current S2b specification(IPSec tunnel establishment part) to support multiple PDN/handover/non-default PDN/concurrent PDN connections and NSWO. Saving standard time.

· Using IPSec with null integrity and null encryption, we could notably improve the performance both in UE and network side.

· Allow flexible network deployment, less impact on existing WLAN access network.

* * * Start of proposed changes in TR 23.852 * * * *
3GPP
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Initial attach as Figure  8.2.x.2.1.1-1























TWAN







New PDN connection







hPCRF







HSS/



AAA







PDN GW 2







AAA Proxy











UE







Roaming  Scenarios















Existing PDN connection























PDN GW 1











2. establish new PDN connection as in Figure 8.2.x.2.1.1-1
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9. user plane set up completion







7. IPSEC tunnel setup completion







8. IKEv2(IP address configuration)







5. Update PDN GW information











4. IP-CAN Session establishment Procedure
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3. Create Session Request















2. IKEv2 Authentication and Tunnel Setup
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9. user plane set up completion







7. IPSEC tunnel setup completion
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4. IP-CAN Session establishment Procedure
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2. IKEv2 Authentication and Tunnel Setup
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4. PCEF-Initiated IP-CAN Session Termination Procedure







1. IKEv2 tunnel release trigger







6. Trusted  WLAN access specific resource release procedure
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11. 3GPP EPS Bearer release
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8. IPsec tunnel setup completion and address configuration
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10. UE-initiated Connectivity to Additional PDN
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4. PCEF-Initiated IP-CAN Session Termination Procedure







1. IKEv2 tunnel release trigger







6. Trusted  WLAN access specific resource release procedure
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2. The procedures as TS 23.402, Figure 7.4.1-1, after Step 1
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