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Abstract of the contribution: It is proposed to solve some of the open issues related to solution 4 and as well add support for IPv4.
DISCUSSION

The solution 4 “Select the IP interface based on the routing configuration in IPv6” only addresses IPv6, but in fact IPv4 could support the same functionality.
As RFC4632 states “Forwarding in the Internet is done on a longest-match basis”, it would be sufficient to provide (i) the routing rules for subnets where entities providing PLMN services are located and (ii) preference (low, middle, high - see RFC4191, section 2.1) of the default routing route (i.e. route to default gateway). 
The routing rules for subnets where entities providing PLMN services are located would be provided to the UE during setup of a PDN connection to a PDN (identified by an APN) where those PLMN services are available e.g. MMS and IMS.

For MMS, routing rules for subnets where MMS servers are located would need to be provided. 
For IMS, routing rules for subnets where IMS entities in the CP and UP are located would need to be provided.

The routing rules would be provided to the UE using DHCPv4 (RFC3442) and/or PCO.
The preference (low, middle, high - see RFC4191, section 2.1) of the default routing route (i.e. route to default gateway) would be provided to the UE during setup of a PDN connection using a PCO. 

NOTE:
When routing rules for subnets are provided by a PCO, the same PCO can contain both the preference of the default routing route and the routing rules for subnets. When routing rules for subnets are provided by DHCPv4, a PCO is needed to provide the preference of the default routing route.
In order to ensure deterministic routing to entities other than those providing PLMN services, the default routing rule provided in up to one PDN connection would be marked with high preference and the default routing rule in other PDN connections would be marked with the low preference. Routing rules of NSWO would be assumed to be marked with the medium preference.
There are two FFS statements:

Editor’s note: it is FFS whether this solution requires extensions of ANDSF and/or UE, e.g. to avoid conflicts between the ANDSF policies and the routing information that the UE obtains via DHCPv6 or RA.
A UE supporting both ANDSF and solution 4 could first run the ANDSF policies and then apply the IP routing. For NSWO and IFOM, the UE would:

-
route the IP flows matching an ANDSF rule using the ANDSF rule (i.e. using IP routing rules of the selected access only); and
-
route the IP flows for which no matching ANDSF rule exists using IP routing rules of the all IP interfaces.
NOTE:
MAPCON policies are not IP flow dependent and thus not impacted.
Editor’s note: It is FFS which set of routing policies is used when the UE have multiple concurrent PDN connections (especially in the case one of the PDN connections uses a PGW in the VPLMN), and NSWO connectivity. In the local breakout case, only applying routing rules of the VPLMN may imply a loss of control from the HPLMN.
When UE has multiple PDN connections and/or NSWO, the UE uses all routing rules provided by all PDN connections and NSWO at once. 
If there are several default routing rules, the UE uses the default routing route with highest preference. As the default routing rule of NSWO is assumed to always have medium preference:

-
the operator can prioritize PDN connection to Internet APN above NSWO by providing the default routing rule with the high preference in the PCO of the PDN connection to Internet APN. 
-
the operator can prioritize NSWO above PDN connection to Internet APN by providing the default routing rule with the low preference in the PCO of the PDN connection to Internet APN. 
When UE has PDN connection with PGW in the VPLMN, the HPLMN needs to ensure in roaming agreement that the P-GW provides the correct preference of the default routing route. 

PROPOSAL

It is proposed to update the TR 23.853 version 0.5.0 as follows:
************** First change *******************

5.4
Solution 4: Select the IP interface based on the routing configuration
5.4.1
Description
Both DHCPv6 and RA can be used to deliver the IPv6 routing information to the UE. DHCPv6 is used for IPv6 parameter configuration and RA is used for SLAAC of handset. 
· DHCPv6: The IPv6 parameter configuration via DHCPv6 is introduced from Release 8 in 3GPP. The DHCPv6 extension option can contains the routing information and respond to UE’s DHCPv6 request. The policy (routing information) comes from the DHCPv6 server. The DHCPv6 server can be collocated with GGSN/PGW or be deployed in a central manner to which the GGSN/PGW relays the DHCPv6 message. In both cases the 3GPP PLMN operator where the PGW is located is responsible to configure the appropriate routing policies in the DHCPv6 server.
· RA: the RA can contain the routing information to UE (e.g., through RIO). The routing information is sent to UE periodically when the network updates the IPv6 prefix to UE in SLAAC. It is the 3GPP PLMN operator where the PGW is located responsibility to provide the routing policies, which advertised in the RA messages to the UE, to the PGW. 
When UE obtains the routing information, the UE will select the proper source IP address according to the routing and the IP packets are routed accordingly to the corresponding IP interface.

The specific characters of using DHCPv6 or the RA are the following.
· Although it is an optional feature, the DHCPv6 is generally used for parameter configuration (e.g., prefix delegation, DNS or network server information of IMS configuration, etc.,). DHCPv6 is more anagement/operation friendly due to the central control mechanism when PGW/GGSN is used as DHCPv6 relay. It is easy to do per-user configuration.
· For RA approach, the RIO has been already specified in [RFC4191]. It if benefit on the “push mode” that can  be distribute to the UE. It needs more work for the PMIP case. The point-to-point link is between UE and SGW (MAG). The prefix is obtained from PGW (LMA). The SGW needs to obtain the routing information from multiple PGWs and send the information to UE through RA. Such information shall be transferred from one SGW to another when SGW relocation happens due to the UE movement.
For IPv4, the routing information can be provided using the following options:
-
DHCPv4 + PCO: The routing information is provided to the UE along with the IP address using DHCP (using RFC 3442). The preference (low, middle, high) of the default routing route is provided to the UE during setup of PDN connection using PCO.
-
PCO: Both the routing information and the preference (low, middle, high) of the default routing route are provided to the UE during setup of PDN connection using PCO.

A UE supporting both ANDSF and solution 4 first runs the ANDSF policies and then apply the IP routing as follows:

-
If the IP flow matches an ANDSF rule for NSWO, the UE routes the IP flow using only the IP routing rules received via NSWO;
-
If the IP flow matches ANDSF rule for IFOM, the UE routes the IP flows via the access indicated by the ANDSF rule and using the IP routing rules of the PDN connection associated with the IP flow; and 
-
routes the IP flows for which no matching ANDSF rule exists using IP routing rules of the all IP interfaces.

NOTE:
MAPCON policies are not IP flow dependent and thus not impacted.


When UE has multiple PDN connections and/or NSWO, the UE uses all routing rules provided by all PDN connections and NSWO. The UE selects the interface to send outgoing IP packets by searching UE routing table to find the route with the longest prefix that matches the destination address of the IP packet, using preference as a tie-breaker if multiple matching routes have the same prefix length.
In order to ensure deterministic routing to entities other than those providing PLMN services, the default routing rule provided in up to one PDN connection is marked with high preference (as in RFC4191, section 2.1) and the default routing rule in other PDN connections are marked with the low preference. Routing rules of NSWO is assumed to be marked with the medium preference.
When the UE has PDN connections with PGW in the VPLMN, the HPLMN needs to ensure in roaming agreement that the P-GW provides the correct preference of the default routing route.
5.4.2
Impact on existing nodes or functionality
For the DHCPv6 approach, the UE and PGW/GGSN support DHCPv6 route option. In this case the DHCPv6 server is configured with the routing policies to be delivered to the UE.
For the RA approach, the UE and PGW need to support the option used by RA for configuration. In this case the PGW is configured with the routing policies to be delivered to the UE.
For the DHCPv4 + PCO approach, the UE and the PGW (including L-GW)/GGSN support the DHCPv4 classless static route option to indicate the routing information and a PCO for indicating the preference of the default routing route. In this case the DHCP server is configured with the routing policies to be delivered to the UE and P-GW is configured with the preference of the default routing route.
For the PCO approach, the UE and PGW (including L-GW)/GGSN support a PCO for indicating both the routing information and the preference of the default routing route. P-GW is configured with the routing information and the preference of the default routing route.
The UE sets the routing preference to medium for NSWO and when the UE does not receive any preference for the route.
5.4.3
Evaluation
This solution enables IP interface selection using existing internet principles with the following characteristics:

- It supports IP interface selection for interfaces not associated with any APN;
- It supports multiple PDN connections using same APN; and
NOTE: Support for multiple PDN connections to same APN is not within scope of the WID.
- It works for UEs supporting ANDSF and for UEs not supporting ANDSF”.
When the UE does not support ANDSF, the solution enables the UE to use existing IP routing table. If the UE uses ANDSF in combination with this solution, the UE needs, for an IP flow matching an ANDSF rule, to use a reduced IP routing table. 
The limitations of this solution include the following:

· 
· 
· If user applies preferences, then they may differ from the preferences as part of the routing rules, in a similar manner as user preferences may override operator policies when applying ANDSF policies;
· It is only possible to have three preference levels which limit the possibility to provide different relative priority between multiple PDN connections that provides the same IP routing capabilities.
· It is limited to the cases when destination IP address can be used to identify services/applications which may not cover all cases addressed by the ANDSF policy with Application ID and Domain Names; and
· HPLMN needs to ensure in roaming agreement that the L-GW/P-GWs in VPLMN provides the correct preference of the default routing route.
· Editor’s Note:
How the operator can control an L-GW is FFS.
· 
 ************** End of changes *******************
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