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Abstract of the contribution:

Signalling based on EAP-AKA’ authentication is assumed in several SaMOG solutions. We provide the corresponding protocol stack and a base description. 

Discussion
In several solutions proposed for SaMOG phase 2 an EAP-based authentication is used for signalling of capabilities and PDN connection management. In order to avoid unclarity about the scope of authentication signalling and additional AAA signalling involving TWAN it seems appropriate to add a clear depiction of the protocol stack and a corresponding description.
As a matter of fact, EAP-AKA’ based authentication has to be performed between UE and 3GPP AAA server. For this purpose the TWAP acts as EAP authenticator. On the other hand, according to the proposed solutions, this authentication shall also be enhanced in order to negotiate capabilities and authorize PDN connections. This latter part is independent of EAP-AKA’ and involves TWAG.
It is proposed to include the text below in the TR 23.852v1.2.0:

* * * First Change * * *
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* * * Second Change * * *

8.2.x
Solution x: Protocol stack for authentication related signalling
8.2.x.1
Functional Description
Editor's Notes: It should be described whether and how the solution fulfils the requirements in Subclause 8.1.
Figure 8.2.x.1-1 shows the protocol stack that can be used together for authentication, capability negotiation and signaling for PDN connection management.

[image: image1]
Figure 8.2.x.1-1: Protocol stack for authentication related signalling
3GPP access authentication based on EAP-AKA’ as defined in IEEE RFC 5448 [x] (together with still necessary, 3GPP defined extensions) is performed end-to-end between UE and 3GPP AAA Server. Between UE and the TWAN/authenticator the information is transported over EAPoL (see IEEE 802.1X [5]). Between TWAN/authenticator and 3GPP AAA Server the EAP-AKA’ payload is transported over DIAMETER. The following information is assumed to be exchanged newly, i.e. in addition to Rel. 11:
- handover indication (from UE to NW);

- APN (requested one from UE to NW, selected one from NW to UE):

- success/failure of PDN connection request (from NW to UE):
- PDN connection identifier (from NW to UE at PDN connection establishment or teardown. from UE to NW at PDN connection teardown)
NOTE 1: how the EAPoL is extended across the TWAN is out of scope of 3GPP.
Editor’s Note: additional information is FFS. 

The provision of information for PDN connection establishment, subsequent to authentication, is transported from the 3GPP AAA Server to the TWAN over DIAMETER; note that this is a association logically different from the previous one.
NOTE 2: the internal structure of TWAN (separation or co-location of TWAP and TWAN) is not considered here.
Editor’s Note: the DIAMETER applications to be used are FFS.
8.2.x.2
Procedures
Editor's Notes: The call flows are described in this subclause.
Figure 8.2.x.2-1 depicts the structure the authentication related signalling flow for the first PDN connection to be established.
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Figure 8.2.x.1-1: Authentication related signaling flow (first PDN connection)
Description of steps:
1) The messages as defined in 3GPP TS 33.402, figure 6.2-1, are exchanged, with the following enhancements:

a) optional: inclusion of handover indication (as a 3GPP defined attribute)
b) indication of success or failure of PDN connection request (with 3GPP defined information on the authorized PDN connection, e.g. VLAN tag,  TWAN related address etc. in EAP-Request/AKA’-Notification)
2) 3GPP AAA server provides the corresponding, matching information about the authorized PDN connection to the TWAN. 
Subsequent authentication for establishment of additional PDN connections is shown in figure 8.2.x.1-2.
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Figure 8.2.x.1-2: Authentication related signaling flow (subsequent PDN connection)
Step 1 is the trigger for additional authentication from the UE.

Step 2 is based on the existing fast re-authentication scheme, but has to encompass the enhancements described for step 1 of figure 8.2.x.1-1.

Step 3 is the same as step 2 of figure 8.2.x.1-1.
8.2.x.3
Impacts on existing nodes or functionality
Editor's Notes: Impacts to UE and network elements within TWAN as well as EPC to support backward compatibility and co-existence with Rel-11 in this subclause.
The UE has to support an enhanced EAP-AKA’ scheme with new attributes in EAP notifications.
The 3GPP AAA server has to support:

- an enhanced EAP-AKA’ scheme with new attributes in EAP notifications; 

- an additional DIAMETER dialogue with new AVPs, to be coordinated with the EAP-AKA’ scheme.
8.2.x.4
Evaluation
Editor's Notes: The fulfilment to the requirements in Subclause 8.1 as well as simplicity of implementation in the UE should be evaluated.

* * * End of Changes * * *
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