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Abstract of the contribution: This paper discusses potential mismatch of authentication mechanisms between Hotspot 2.0 and S2a interface.
1. Discussion
1.1 Analysis
According to TS33.402, the authentication mechanisms of S2a/b interfaces are as follows:
For S2a (Trusted Access), the use of EAP-AKA' is mandatory.

	6.2
Authentication and key agreement for trusted access

[…]

EAP-AKA' as defined in RFC 5448 [23] shall be used for mutual authentication and key agreement.


And for S2b, the use of any authentication mechanism is allowed.
	6.4
Authentication and key agreement for untrusted access

[…]

Any authentication and key agreement procedure deemed appropriate by the access network provider, including EAP-AKA’, may be used.


On the other hand, the supported authentication mechanisms of Hotspot 2.0 Release 1 are as follows:
[image: image1.png]Table 1: Credential Types and EAP Methods

Credential Type EAP Method
Certificate EAP-TLS [10]
SIMUSIM EAP-SIM [11], EAP-AKA [12]

Username/Password (with server side certificates)

EAP-TTLS [13] with MSCHAPV2 [17]





In Hotspot 2.0 Release 2, this problem does not exist as EAP-AKA' has been added.
If Hotspot 2.0 Release 1 is used as Trusted Access via s2a (i.e. by means of SaMOG), there seems to be mismatch such that S2a requires the use of EAP-AKA' when Hotspot2.0 Release 1 does NOT support EAP-AKA'. This could potentially mean that Hotspot 2.0 cannot be used as a trusted access over S2a, and the author of this paper thinks such situation is totally unacceptable.
1.2 Discussion
This paper would like to ask following questions to SA2:

1.
Is the problem statement above valid?

2.
Is SA2 the right place to discuss this or not (e.g. is it more a SA3 discussion)?
3. What would be the potential solution if SA2 says 'yes' to above 2 questions?

Alt.1: Ask WBA to add EAP-AKA' to the HS2.0 Rel-1


Alt.2: Ask SA3 to allow the use of EAP-SIM/EAP-AKA over S2a

Regarding the solution, the author of this paper believes that Alt.2 would be the most realistic and feasible way forward in order to ensure the backward compatibility with commercially certified/launched Passpoint (Hotspot 2.0 Rel-1) devices.
If SA2 agrees that this issue is valid and worth discussing in SA2, then the following is a text proposal to be captured in the TR23.865.
2. Proposal
**** START OF CHANGE *****
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5.X
Key Issue #X: Authentication when Hotspot 2.0 is used on S2a

5.X.1
Description

As described in TS 23.402 [x], the network can use WLAN access via S2a and S2b interfaces. According to TS33.402 [y], the authentication mechanisms of S2a/b interfaces are as follows:

For S2a (Trusted Access), the use of EAP-AKA' is mandatory.

	6.2
Authentication and key agreement for trusted access

[…]

EAP-AKA' as defined in RFC 5448 [23] shall be used for mutual authentication and key agreement.


And for S2b, the use of any authentication mechanism is allowed.
	6.4
Authentication and key agreement for untrusted access

[…]

Any authentication and key agreement procedure deemed appropriate by the access network provider, including EAP-AKA’, may be used.


On the other hand, the supported authentication mechanisms by Hotspot 2.0 (Release 1)  Technical Specification Version 1.0.0 [z] are as follows:
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Credential Type EAP Method
Certificate EAP-TLS [10]
SIMUSIM EAP-SIM [11], EAP-AKA [12]

Username/Password (with server side certificates)

EAP-TTLS [13] with MSCHAPV2 [17]





Trusted Non-3GPP access via S2a interface requires the use of EAP-AKA', but Hotspot 2.0 Release 1 does not support it. Therefore there is a potential situation that Hotspot 2.0 cannot be used via S2a interface.
NOTE:
Hotspot 2.0 Release 2 supports EAP-AKA'.
5.X.2
Required Functionality
There is a need to clarify which authentication mechanism to be used when Hotspot 2.0 Release 1 is used via S2a interface.

The following approaches are to be evaluated:
Alt.1: Liaise WFA to request the addition of EAP-AKA' in Hotspot 2.0 Release 1; or
Alt.2: Update TS23.402 [x] and TS33.402 [y] that EAP-SIM/AKA can also be used.
**** END OF CHANGE *****
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