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Abstract of the contribution: The intent of this contribution is to present the case that it is extremely unlikely for the security bridge that could be caused by the IKEv2-based solution as documented in TS 23.139 to transport the H(e)NB’s Local IP address.  The purpose of this discussion paper is to address RAN3 and CT3 concern on such security risk. 
Background

The intent of this contribution is to present the case that it is extremely unlikely for the security bridge that could be caused by the IKEv2-based solution as documented in TS 23.139 to transport the H(e)NB’s Local IP address.  The purpose of this discussion paper is to address RAN3 and CT3 concern on such security risk.
Discussions

Consideration#1: The usage of the H(e)NB local IP address in BBAI

The local IP address of the H(e)NB is designed to be used as the reference by the EPC to locate the serving fixed broadband access network’s IP edge so that the PCRF of the 3GPP network can locate the BPCF of the fixed broadband network to support the policy communication between the 3GPP and the fixed broadband network.  

This implies when the PCRF obtains the local IP address, it establishes the communication path with the BPCF over an inter-operator transport infrastructure.  
The awareness of the H(e)NB local IP address will not automatically grant QoS to the UE or the H(e)NB which is attached to the fixed broadband access network because the UE needs also be authenticated by the 3GPP network and is verified to have the appropriate policy to qualify for the QoS treatment. 

Consideration#2: The technical challenge and questionable motivation for an intruder to retrieve the H(e)NB local IP address from the encrypted IKEv2 configuration payload

The encryption protection of the IKEv2 configuration payload is done by the prior mutual authentication between the H(e)NB and the 3GPP network in the trusted environment (TrE) as specified by the 3GPP standard.  If the intruder attempts to break into the H(e)NB to retrieve the H(e)NB local IP, the intruder must first break into not only the security environment, but also the software executable which is not human readable machine codes to identify the memory location in the H(e)NB to retrieve the information.  
Let’s assume the intruder is able to break into the TrE to impersonate the H(e)NB local IP address to replace it with its own fake local IP address, the intruder is required to be able to hijack the fixed broadband access network infrastructure so that it can establish the connectivity with the PCRF, because PCRF refers to the H(e)NB local IP address to identify the IP edge of the fixed broadband access network as described earlier. 

Not to mention the complexity and questionable motivation on how the intruder can achieve such difficult mission to break into a trusted environment, but if such trusted environment is compromised, there would be a much bigger security for the entire network than just the worry for leaking the H(e)NB local IP address of the H(e)NB to the intruder. 
Consideration#3: Existing precedence for 3GPP to acquire the similar code point allocation from IANA
The current approved solution as documented in TS 23.139 is intended to leverage IKEv2 Configuration Payload to transport the H(e)NB’s local IP  address requires a simple code point allocation to be requested by 3GPP to IANA to support such solution. 

In reality, the use of the IKEv2’s Configuration Payload as a 3GPP vendor specific solution is nothing new between 3GPP and IANA.   The following present a recent communications between 3GPP and IANA regarding a new code point allocation request for IKEv2 Configuration Payload to transport the HA’s IP address.  With such precedence has already been existed, and the formal communication process has already been in place between 3GPP and IANA, the concern from RAN3 regarding the long wait for a standard track RFC to support SA2 approved solution seems to be truly unnecessary. 
[image: image1.png]IKEx2 Configuration Payload Attribute Types
Registration Procedures: Expert Review
Reference:  [RECS996]

Note: Attribute Types with an "+" may be malEizvalusd on return only if
multiple values were requested.

Value  Actribute Type  MulpizValued  Length Reference
o Reserved IRECS9261
1 INTERNAL IP¢ ADDRESS YES® 0 or 4 octets [RECS936]
2 INTERNAL IP¢ NETMASK NO 0 or 4 octets [RECS936]
s INTERNAL IP4_DNS vES 0 or 4 octets [RECS936]
. INTERNAL IP¢ NENS  YES 0 or 4 octets [RECS936]
s Reserved IRECS9361
B INTERNAL IP¢ DHCE  Y¥ES 0 or 4 octets [RECS936]
7 APPLICATION_VERSION NO 0 or more IRECS9361
e INTERNAL IPG_ADDRESS YES® 0 or 17 octets [RECS926]
s Reserved IRECS9361
10 INTERNAL IP6_DNS vES 0 or 16 octets [RECS936]
1 Reserved IRECS9361
12 INTERNAL IP6 DHCE  YES 0 or 16 octets [RECS936]
13 INTERNAL IP4_SUSNET YES 0 or & octets [RECS936]
1a SUPPORTED_ATTRISUTES NO Multiple of 2 [REG5296]
15 INTERNAL IP6_SUSNET YES 17 octets IRECS9261
16 MIP6 HOME PREFIX  YES 0 or 21 octets [RECS026]
17 INTERNAL IP6_LINK  NO & or more IRECS739]
1 INTERNAL IP6_PREFIX YES 17 octets IRECS7391

19 HOME AGENT ADDRESS NO | 160r 20 [http: £tp/Specs/html-info,

20-16383  Unassigned 16384-32767 Private Use REC5996)




Conclusions
This discussion paper presents the severe technical challenges and questionable motivation for an intruder to obtain the H(e)NB IP address.  Hopefully, it can address RAN3’s concern regarding SA2’s approved solution from the security perspective and to accept the stage-2 proposal to move forward to implement the stage-3 solution in RAN3.  
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