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Abstract of the contribution: This paper proposes a UE based monitoring solution using T4 and Tsp reference point to configure or report monitoring events..
Discussion

UE based MTC monitoring can be used to monitor and report events which cannot be monitored or is difficult to be perceived by the network, such as low power and partial failure. In addition, the UE based monitoring could also be used to monitor the event of change of location. As comparison to the network based detection, the device based detection can perceive the change of location event at cell level in both idle and connected mode, while the network base detection could only acquire the location information of an idle-mode MTC device at RA/TA level. Since in some cases the allowed location area could be smaller than a RA or a TA, e.g. an Automatic Teller Machine may only be allowed to locate in one or two cells, network based monitoring may be not fine enough and may cause delay.
The T4 reference point has been introduced in TS 23.682 between the MTC-IWF and the SMS-SC. Hence, the SCS can send monitoring related information to the MTC-IWF via Tsp and the MTC-IWF forwards the information to the SMS-SC using existing T4 based trigger delivery procedure defined in TS 23.682 clause 5.2.2. As an alternative the SCS can send the monitoring related information to the SMS-SC using Tsms reference point.
When the UE detects the events, the UE generates an MO SMS and reports to SCS. The MO SMS can be either delivered via T4 and Tsp, or via Tsms. 
Since Using Tsms to send and report monitoring event is considered as an over-the-top solution, it is not depicted in the procedures in the proposal part.
Proposal

It’s proposed to add the following solution to the TR 23.887.
First change

6.1
Key Issue - Monitoring
6.1.1
Description

Monitoring is intended for monitoring of configured events. This comprises of means that allow for activating monitoring of specific events, the event detection and the reporting to authorised users, e.g. for use by applications or logging. For MTC Devices, it is desirable that the network or the device itself detects and reports events (including location) caused by those devices that may result, for example, from vandalism or theft of the communication module. If such an event is detected, the network might be configured to perform special actions, e.g. limit the access or reduce the allocated resource.
This key issue aim at studying and providing solutions for enhancements to 3GPP procedures for configuration of monitoring events, monitoring event detection and reporting.

6.1.2
Architectural Requirements

The following architectural requirements shall be met –

Configuration of Monitoring Events and actions: 
-
It shall be possible to configure monitoring events in the 3GPP system (UE or Network Nodes), for example - monitoring the association of the MTC Device and UICC and/or new IMSI–IMEI-SV association, change of the location, loss of connectivity, alignment of subscribed feature etc.
-
It shall be possible to configure the action to be executed by the network when configured monitoring event is detected, for example - reduce services provided to the UE, restrict access of the UE, detach the UE etc. 
-
It shall be possible to configure the maximum time between the actual loss of connectivity and its detection.
-
It shall be possible for the network to authorize a service request to activate/deactivate subscribed monitoring events/actions from a SCS.

Editor's Note: the terminologies of the “configuration”, “subscription “, and “activation/deactivation” need to be revisited.

Editor's Note: it is FFS whether the network will be able to configure and monitor UE based monitoring.
Detection of Monitoring Events:
-
It shall be possible for the network to detect monitoring events. On detection of the monitoring event UE or Network may execute a configured action. It may be possible for the MTC device to detect monitoring events while how the MTC device performs detection is out of scope of 3GPP.
Reporting of Monitoring Events:
-
It shall be possible for the UE or network to report the detected events to the Services Capability Server or Application server. Event reporting may provide more detailed information like the cause for a detected communication failure event. Application layer reporting of monitoring events is outside the scope.

Second change
6.1.3
Solutions

6.1.3.X
Solution: Monitoring via T4 and Tsp 
6.1.3.X.1
General
This solution is based on the architecture defined in TS 23.682 by enhancing the Tsp and T4 reference point for configuration of monitoring events. The SCS sends the Monitoring Service Request including the monitoring related information to the MTC-IWF via Tsp reference point. The MTC-IWF verifies the request and if the verification is successful, the MTC-IWF forwards the monitoring related information to the SMS-SC via T4. Then T4 based trigger delivery procedure as defined in TS 23.682 clause 5.2.2 is used to deliver the monitoring event to the UE. This procedure can also be used by the SCS to send updated monitoring related information. As an alternative the SCS can send the monitoring related information to the SMS-SC using Tsms reference point.
Monitoring events can be statically configured on the UE or dynamically downloaded by the SCS via Tsp and T4. When the monitoring event is configured or received from SCS, the UE starts detection of which the method is out of scope of 3GPP. Upon detection of the event, the UE reports to the SCS using an MO SMS, which can be transferred via T4 and Tsp, or via Tsms as an alternative.
Editor’s Note:  Using Tsms to send and report monitoring event is considered as an over-the-top solution which is not depicted in the following procedures.
6.1.3.X.2
Monitoring Event Configuration
The following figure illustrates the procedure of monitoring event configuration using Tsp and T4. If pre-configuration of monitoring event is used, this procedure does not happen.
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1.2  The SCS sends a Monitoring Service Request message to the MTC-IWF including the monitoring event information, e.g. the request to monitor the change of location event, the allowed location information and the possible action of the UE if the event is detected. The MTC-IWF verifies whether the SCS is allowed to send monitoring request and that the SCS has not exceeded its quota or rate of submitting monitoring request over Tsp. If the verification fails the MTC-IWF sends a Monitoring Answer to the SCS indicating that the Monitoring request has failed with a cause value. Otherwise, the flow continues with step 3.
3.
The MTC-IWF forwards the monitoring related information to the SMS-SC using the T4 based trigger delivery procedure as defined in TS 23.682 clause 5.2.2.

6.1.3.X.2
Detection and Reporting by the UE
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Note: Either Alt A or Alt B can be used to transfer the monitoring report to the SCS. 
1. If the pre-configuration of monitoring event is activated or dynamic configuration is received from the SCS, the UE starts detection accordingly. When the event is detected, either steps contained in Alt A or Alt B are performed.
2-5. The UE generates an MO SMS and sends it to the SMS-SC via MME/SGSN/MSC. The SMS-SC forwards the monitoring report to the SCS via T4 reference point.
6.1.3.X.2
Impacts on existing nodes and functionality

The UE will need to be able to process the monitoring information encapsulated in the MT-SMS and generates MO SMS when monitoring event is detected.

6.1.3.X.3
Solution evaluation

Benefits: 
Existing procedures and mechanisms are reused as much as possible, which minimizes the impact on existing nodes. 
End of changes
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