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Abstract of the contribution: This contribution analyses the proposals that have been presented for solving H(e)NB IP address transport for BBAI and makes a proposal for the way forward.
Discussion

The debate about of to provide the H(e)NB IP address to MME/SGSN has by now lasted a long time in several 3GPP WGs. At the most recent SA plenary meeting, the issue was discussed and was then sent back to SA2. As per the SA2 chairman’s report from SA plenary meeting (S2-123434); “SA decided to give SA2 more time, until SA 58, to seek a solution that is agreeable to all parties (SA2, SA3, CT4, RAN3). SA2 would thus need to agree on a solution and correspond with the other groups to seek approval.  

So far, a number of different proposals have been presented. Below we briefly summarize the different proposals and assess their feasibility. Since the proposals have been discussed in previous SA2 meetings, only a very brief summary of each proposal is provided.

Alternative 1: Keep the existing SA2 solution where IKEv2 provides the H(e)NB IP address to H(e)NB. The H(e)NB puts the IP address into S1AP/RANAP signaling towards MME/SGSN. The IKEv2 extensions can possibly be done using 3GPP vendor-specific IEs.
This solution is fully specified and has been included in SA2 specification for quite some time now. The solution has however been challenged in SA2 and it has also failed to reach acceptance in other 3GPP WGs. For example, SA3 has indicated in an LS (S2-122640) that: “Regarding the question on whether the H(e)NB local IP address sent by the H(e)NB to the network after the IPsec tunnel establishment must be verified by the network, SA3 could not reach consensus on whether such a verification is required. However, SA3 believes that obtaining the local IP address from a network element in a trusted location (i.e., not having the H(e)NB having to provide the local IP address) would be preferable from a security perspective.”. The reply from SA3 is thus not fully decisive. RAN3 provided an LS (S2-122642) that stated: “SA2 solution involves the untrusted or potentially compromised H(e)NB in the transfer of this information to the CN. In particular, this exchange of information held in a secure node (the SeGW) through an untrusted or potential compromised node (the H(e)NB) raises security concerns”. 

Alternative 2: Only do the S1AP/RANAP updates in rel-11 and then let implementations solve, using proprietary means, how to get the IP address into these messages. One possibility is that the H(e)NB GW inserts the IP address into S1AP/RANAP based on a proprietary H(e)NB GW – SeGW interface or based on a combo H(e)NB GW / SeGW implementation. 
This “solution” fails to solve deployments without HeNB GW and is thus only a partial solution. The impacts on MME/SGSN for the scenarios without H(e)NB GW are very unclear. Also, since it is based on proprietary mechanism it is not a fully specified solution. Such a hybrid solution where some parts are standardized (i.e. S1AP/RANAP and GTP IEs) but other parts are not specified (i.e. how H(e)NB will get the IP address) has significant risks of creating problems in deployments where it will be hard to trace an error case to its root cause. Furthermore, the proposal is based on a concept where the H(e)NB GW modifies an S1AP/RANAP message by inserting the H(e)NB IP address. This goes against the current RAN3 assumptions, by which UE associated signaling shall go through the H(e)NB GW transparently. 

Alternative 3: Create a fully specified network-based solution for how to provide the H(e)NB IP address to MME/SGSN. 

This alternative has been proposed on a high level but so far not described in any detail. The solution may e.g. use a direct interface between H(e)NB GW and SeGW, and/or a direct interface between MME and SeGW in case HeNB GW is not deployed. The interactions could also be handled indirectly between SeGW and SGSN/MME via a AAA server without involvement of the H(e)NB GW. This alternative would most likely require the definition of new reference points to MME/SGSN and possibly also new network entities (AAA server). Since there is no detailed solution description available it is very hard to discuss and form a position on this option. Also, since rel-11 has been closed for a while now, it can only be concluded that it is too late for this kind of solution in rel-11.

A further aspect, in addition to the issues described for the alternative solutions above, is the question about H(e)NB IP address change due to NAT remapping. CT4 has provided an LS to SA2 (S2-122657) asking for feedback regarding the need for MOBIKE. This issue has not yet been resolved. There are thus still outstanding issues regarding NAT remapping.

Alternative 4: Postpone the H(e)NB part of BBAI until rel-12
This alternative would likely start from the current documented solution and would focus on solving the H(e)NB IP address issue.  It would e.g. be possible to make a proper security evaluation of alternative 1 and/or draft a more detailed proposal for alternative 3 that can be discussed and assessed.

There is also the fact that there are ongoing WIs and discussions dealing with H(e)NB enhancements of various types (e.g. regarding H(e)NB ID verification). Therefore it may be better to wait until these WIs/discussions reach completion, in order to have a complete view of what is available and what needs to be added/modified.
Conclusion

During SA2#93, interested companies that participated in the discussion again could not reach a conclusion/single way forward.   As can be seen from S2-124113, the outcome with additional clarification:

	
	Summary of the solution
	Reference TDOCs
	Support this way forward
	Cannot accept this way forward

	A
	Postpone H(e)NB part of BBAI to Rel-12
	S2-123574
	3 (additional 1, if solution D cannot be agreed)
	4

	B
	Keep existing SA2 design and use 3GPP vendor-specific code point for IPsec/IKEv2 extensions
	S2-123587

S2-123588
	5 (additional 1 could live with this)
	1

	C
	Avoid IKEv2 extensions

Specify in Rel-11 at least the S1/Iu extensions to deliver the H(e)NB IP address/port to the mobile packet core

The H(e)NB GW or the H(e)NB deliver the H(e)NB IP address/port via S1/Iu
	S2-123865
	1 (if solution B cannot be agreed)
	2

	D
	Avoid IKEv2 extensions (as in proposal C), but only an entity in the operator’s network, such as the H(e)NB GW, provides the IP address/port to the mobile packet core
	S2-123892
	1
	5


In addition to the “oxymoron” aspect of a partial nature of a standards solution, any solution that needs to rely on specific proprietary aspects must be ruled out where there is discussion that additional work towards a secure solution needs to be developed in future releases. 

Based on the analysis in the previous section and the outcome from last meeting, it is concluded that the only realistic and technically sound way forward at this stage is to go with alternative 4 (or option A from the table above).   
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