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Abstract of the contribution: This contribution proposes a  reference architecture for monitoring and adds key issues that need to be considered with regard to a reference architecture.
Discussion
The paper aims at analysing the functionality needed for monitoring and suggest an architecture model for monitoring. As a starting point already existing similar functionality is considered and it is intended to make efficient use of functionality that the system offers already. Considerations include also aspects from earlier work on similar functionality.

As a starting point we consider that the existing PCC architecture offers already monitoring functionality for a number of bearer/session related events, like establishment, modification, release of bearers or location monitoring with a few granularity level. Further we have the HSS offering already some subscription related monitoring, like the UE reachability notification towards application servers or the detection and also the prevention of network accesses by device IDs that are not permitted for the subscription. The PCC architecture is already enabled to insert rules based on reported events. To certain extent it can be also already assumed for the HSS with it subscription data based access and service restrictions.

These two functional areas may complement each other. The PCC architecture provides already monitoring and can be developed further to perform monitoring of session/bearer related events that are of interest for MTC monitoring. And the HSS model can be developed further to perform monitoring of subscription related events that are of interest for MTC.

The monitoring done via HSS and via PCC need to be offered towards SCS with adequate control of access to that functionality and information. The IWF can perform this task. Preferably the IWF doesn’t need to maintain context information about monitoring following earlier IWF design goals.
The already existing HSS model for reachability complies with the desire of having no contexts in the IWF. The entities that are interested in being informed when a UE becomes reachable register their identity with the HSS. For the HSS related events it is more important to keep the IWF stateless as the subscription related monitoring tasks may be virtually forever, e.g. restricting a subscription to a specific device ID. Here it will cause problems like lower reliability when an entity like the IWF would also need to keep long time contexts for this.

The PCC model is session oriented. For continued monitoring of session/bearer related events the SCS may also need to establish a session, where the IWF may act like a proxy. Considering the lessons learned from work on NetLoc the session/bearer related monitoring should however also work efficiently for reporting single events, i.e. where the SCS/AS may want just a one time report or status query.
For determining the base architecture it is not important to consider any detailed allocation of the event detection functionality. It may be assumed distributed and is even specific per wanted event. E.g. the UE reachability is detected by the serving CN node if the UE returns to the node that stores a notification request from HSS or it is detected by the HSS if the UE appears at another CN node. It is not useful to consider allocating detection functionality in general. It has to be done specifically for every new event that is wanted.

Considering the aspects discussed above we do not expect that a completely new architecture that could be established independently and fully in parallel to existing PCC/HSS functionality would do anything better or more efficient. It would be rather the contrary, a new independent architecture would need to replicate substantial part of the already existing functionality. Also will the use of already existing functionality make existing functionality immediately available for use by SCS, like monitoring of devices roaming in other PLMN that don’t deploy any specific MTC monitoring, or deploy at later stage.

Following this evaluation we suggest to base MTC monitoring that offers HSS and PCC based monitoring via IWF towards SCS. The SCS and applications may subscribe to monitoring events, configure actions, get monitoring reports and may query status information from 3GPP network.
Based on this evaluation we further suggest to consider key issues of efficient support of reporting single events/queries and the offering a unified interface towards 3GPP external entities.
Proposal

It is proposed to add the solution providing monitoring via PCC and HSS to the MTCe TR 23.887:

***************** Start of changes **********************

6.1.3.x
Solution : Monitoring via PCC and HSS
6.1.3.x.1
General
An architecture model for monitoring via PCC and HSS is depicted in the following figure.
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Figure 6.1.3.x.1-1: Monitoring architecture model – non-roaming
Editor’s note: T* between IWF and AS needs further considerations
The main idea of the reference architecture is that the IWF receives the monitoring event subscription request or status queries from SCS or Application Server and distributes those to HSS and/or PCRF in HPLMN. PCC and/or HSS based monitoring functionality provides monitoring event reports via s to SCS/AS.
6.1.3.x.2
Impacts on existing nodes and functionality
IWF will need to:

-
Receive the monitoring event subscription request or status queries from SCS or Application Server. Controlling also access by service requestors to that monitoring services and information.
-
Distribute the monitoring event subscription request or status queries to HSS and/or PCRF.

-
Receive monitoring event reports or status information from HSS or PCRF and transfer those to SCS or Application Server.

PCRF and PCC will need to:
-
act basically unchanged for events reporting that PCC already supports. For example, loss of connectivity can be already reported for a GBR bearer as RAN releases a lost connection, and the release PCC can report to IWF. As another example, PCC can perform location reporting with different location granularity allowing for detecting a changed point of attachment by the IWF or SCS for UEs with active PDN connections.
-
PCC needs to implement the new session/bearer related event detection and reporting handling. E.g. if loss of connectivity for non-GBR bearers is wanted, this may require new event handling for PCC and the entity that detects it.
HSS will need to:

-
act basically unchanged for handling events or status queries that the HSS already supports. For example, UE reachability may be offered as a monitoring event completely based on existing HSS functionality. 
-
The HSS needs to implement the new subscription related events and if needed for the event specific actions that are wanted for MTC and offering access to that functionality. For example, existing means to configure regional access restrictions can be used to limit the point of attachment for a device. Reporting attempts to access outside the permitted region is new functionality for the HSS. Similarly the HSS can detect that the IMEI does not match the IMEI stored for the device subscription. Reporting attempts with a different IMEI is new functionality for the HSS.
Other entities like SGSN/MME will need to:

-
implement new event monitoring, reporting and actions as deemed necessary for any new MTCe specific events. For example, the SGSN/MME may detect loss of connectivity for non-GBR connections from missing periodic registrations. Reporting is assumed via HSS or PCC. This functionality needed is to be determined separately per specific new event.
6.1.3.x.3
Solution evaluation
Benefits:
-
Session and subscription based monitoring are offered with efficient reuse of already existing monitoring functionality.

-
Control of access to that monitoring functionality is performed by the IWF, not adding this to PCC or HSS based monitoring.

-
SCS and Application server can access 3GPP monitoring functionality via a single IWF provided interface.

Drawbacks:

-
Using the IWF to unify access to HSS and PCC based monitoring may introduce session/context based functionality for the IWF. It is however likely that any other approach offering continuous reporting of session/bearer events may also need to establish some session for this.

***************** End of changes **********************
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