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Abstract of the contribution: This discussion paper proposes a way forward for the H(e)NB BBAI feature in REL 11 and 12. 

1. Introduction
This discussion paper proposes a way forward for the H(e)NB BBAI feature in REL11 and REL 12.  The recommendations are based on SA2, SA3 and RAN3 decisions and the status of the ietf draft  on  IKEv2 modifications to carry 3GPP specific IEs from the SeGW t the H(e)NB

2. Background

2.1  H(e)NB ID Verification Requirements

Per SA2 LS to CT4/1 (S2-114680), SA2 approved the IKEv2 based solution for the H(e)NB BBAI feature contingent upon  change to the IKEv2 RFC.

“SA2 believes that IETF needs to be involved in the development of the necessary IKEv2 extensions.
Per SA2  LS to RAN3 (S2-112880):
Sa2 kindly requests RAN3 to examine the impacts on S1-AP and RANAP messages as identified above and to confirm whether they are acceptable to RAN3.SA2 kindly requests RAN3 to examine the impacts on S1-AP and RANAP messages as identified above and to confirm whether they are acceptable to RAN3.
SA2#90 Meeting Report:

“..It was anyway observed that the existing mechanism  (i.e. IKEv2 modification) is pending RAN3 approval and is also dependent on the standardization of the necessary IKEv2 extensions in IETF. Alternative solutions, including the one described above (refers to S2-121475) will be taken into consideration if either RAN3 or the IETF will raise issues with the existing mechanism”.

RAN3 Reply to S2-1128800/R3-111825 ( R3-121375):

RAN3 would like to provide the following feedback to SA2 on the liaison received on BBAI:

“..RAN3 was informed at RAN3#75 that SA3 agreed on a mandatory requirement to verify the HeNB Identity and the CSG Id used by a HeNB in R3-120358/S3-120205 on which SA2 was not copied.

· SA2 solution involves the untrusted or potentially compromised H(e)NB in the transfer of this information to the CN. In particular, this exchange of information held in a secure node (the SeGW) through an untrusted or potential compromised node (the H(e)NB) raises security concerns

· SA2 solution exposes the IP address of the H(e)NB

Note also that the SA2 solution uses an extension of IKE V2 protocol (between H(e)NB and SeGW thus impacting HNB, HeNB, SeGW) and would need to wait for a Standards Track RFC to be available.

RAN3 feels it might be beneficial for SA2 to analyze the above issues more thoroughly as RAN3 cannot accept the SA2 solution as it is
Status of the IKEv2 verification IETF draft:

There is opposition in IETF to the protocol modification to carry non-configuration data  to the H(e)NB that is available to the SeGW. The IETF draft was not discussed  at the last IETF meeting and there is no ongoing discussion via the mailing list.The 2nd version of the draft has been uploaded without any changes required.
3. Conclusion
RAN3 is responsible for the H(e)NB subsystem architecture and SA3 for security. Therefore, SA2 CANNOT go against the decision  of RAN3 and the SA3 recommendation

SA2 has to respect its own decision with regards to the RFC change 

Conclusion and decision 1: SA2 must remove the IKEv2 requirement from REL 11
4. Proposal
3.1 Way Forward in REL 11


We are proposing that 3gpp endorses one of the following:

1. The BBAI H(e)NB feature in REL 11  relies on the SeGW to send the H(e)NB local IP address to the network. The interface between the SeGW and the H(e)NB GW/MME is specified

2. The BBAI H(e)NB feature in REL 11  relies on the SeGW to send the H(e)NB local IP address to the network. The interface between the SeGW and the H(e)NB GW is not specified and the feature does not work when the HeNB GW is not deployed

3. Same as 2 (in case there is no HENB GW, OR for all cases) the MME anyhow indicates the UE is behind a HENB (without giving the IP @) and the PCRF fetches the IP @ from the HeNB subsystem

As a fall back, i.e. in case none of the above solutions would be accepted, 

4. Defer the whole feature (3gpp- BBF policy interworking for H(E)NB) to Rel12 (leave more time to find a proper solution, to cool down and possibly consider  Common Network based solution for BBAI and H(e)NB ID verification features)
Conclusion and decision 2: SA2 chooses one of the solutions above
3.2 Way Forward in REL 12

When considering the 3gpp- BBF policy interworking for H(E)NB feature in Rel12, a new requirement (expressed by SA3) is to be considered: the H(e)NB ID verification. 
Refer to § 4.4.9 (“Requirements on Verification of H(e)NB Identity and Operating Access Mode of 33.320”). 

Some extracts are put in an appendix of this contribution.

Thus for the 3gpp- BBF policy interworking for H(E)NB feature in Rel12, the following kind of solutions may be envisaged:
1.
Common Network based solution for BBAI and H(e)NB ID verification features

2.
Separate solution for BBAI and H(e)NB ID verification
Appendix: extract from

The requirements on the H(e)NB identity and operating access mode verification in the network are:

-
The network shall implement a verification that the identity used by the H(e)NB for communicating with the network is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity. In case the H(e)NB uses a related identity to communicate with the network, that related H(e)NB identity shall have a secure mapping to the identity that is used for authenticating to the SeGW. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, an MME implementing the above verification shall be deployed.

NOTE0:
The above requirement implies that the network has to ensure that all communication of H(e)NBs is subject to the above verification, even if a (rogue) message from a compromised H(e)NB would not indicate to originate from a H(e)NB. This could e.g. be the case if a compromised HeNB pretends to be an eNB in some messages.
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