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Abstract of the contribution:This contribution provide additions to the diameter overload study related to charging interfaces.
Discussion

In the current version of the TR, focus has been mainly on interfaces towards HSS regarding Diameter use cases. For a complete evaluation of the analysis, charging aspects have been analysed and added where applicable in the TR.  It is expected that any further development may be performed by SA WG5 and CT3.

In addition and consistent with other Diameter interfaces, it is proposed to also cover the basic scenarios where deployment of mechanism using existing Diameter protocol can be used.
Proposal

It is proposed to add the following text to TR 23.843
First Change
4.3
Scenario 2: CN overload due to flood of registrations and mobility management events
An HLR/HSS or core network node may be overloaded due to registration and mobility management events such as a massive number of Attach and default bearer requests in a short period of time. This may be triggered, for example, when a large number of M2M devices try to re-Attach as a result of failure of a core network node.
Attach (including CS LAU with IMSI attach) procedure and TAU/RAU/LAU procedures are typical registration messages from 3GPP network perspective. During Attach procedure (including CS LAU with IMSI attach) over GERAN/UTRAN access, the SGSN, MSC/VLR and HLR/HSS may be overloaded due to a massive amount of registration related signalling. Sustained high levels of registration signalling can prevent the network from recovering gracefully.
Similarly, during Attach procedure over E-UTRAN access, the MME and HLR/HSS may be overloaded due to a massive amount of registration related signalling. Sustained high volume of Attach requests can prevent the network from recovering gracefully. In addition, the S-GW/P-GW may also become overloaded due to a flood of default bearer establishment signalling. This flood may be extended beyond the S-GW/P-GW to the PCRF and OCS when PCC and online charging usage are predominant.
During registration procedure over non-3GPP access, the S-GW/P-GW and HLR/HSS (i.e. 3GPP node) may be overloaded due to massive amount of registered related signalling. Other non-3GPP related nodes (e.g. ePDG) are not discussed in this TR.
Second Change
4.4
Scenario 3: CN overload due to flood of resource allocation for mobile originating services

When massive numbers of mobile users attempt simultaneously to initiate mobile originating services (e.g. to establish an application session), UEs signal to allocate resources in core and serving networks, (e.g. Service Request procedure, UE requested PDN connectivity procedure). This massive number of requests may be triggered, for example during a catastrophic event.

During the process of setting up an application session, the UE may start signalling for establishing a dedicated bearer. This results in signalling to establish a bearer between SGSN/GGSN or MME/S-GW/P-GW. When a massive number of such signalling requests need to be handled in a short period of time, it may overload the network nodes. This flood may be extended beyond the S-GW/P-GW to the PCRF and OCS when PCC and online charging usage are predominant.
Third Change
6.2.5.2.X
Diameter Charging Interfaces

Offline charging interfaces, based on the Rf protocol between a Charging Trigger Function and the Charging Data Function located in the Offline Charging System (OFCS), are used to convey charging information for network resource usage concurrently with the usage. When the OFCS is overloaded, then the Diameter messages may be discarded resulting in the collection of inaccurate data used for billing and resulting loss of revenue for services delivered. Procedures should be defined for the CTF to handle the overload condition of the destination OFCS that allow the OFCS to stabilize. Detailed mechanisms should be studied and defined by SA Working Group 5.

Online charging interfaces, based on the Ro protocol between a Charging Trigger Function and the Online Charging Function located in the Online Charging System (OCS), are used to authorize usage of network resources in addition to conveying charging information for the network resource usage. When the OCS is overloaded, then Diameter messages may be discarded leading to indeterminate behaviour in the CTF nodes generating the requests. It is likely that different types of CTFs may be required to perform different actions in response to overload. For example, an SMSC may simply delay sending an SMS, whereas a PCEF may deny user session establishment. Common and application-specific procedures should be defined for the CTF to handle the overload condition of the destination OCS that allow the OCS to stabilize. Detailed mechanisms should be studied and defined by SA Working Group 5.
Fourth Change
Annex A:
Core network interfaces and services using Diameter as well as overload impact
This section provides information on core network nodes, interfaces and services using Diameter and impact due to overload. 

Editor’s Note: the following table is under development.

	Table x. CN Nodes and their related interfaces using Diameter

	CN nodes
	Defined interface
	Services
	overload impact

	PCRF –PCEF/TDF
	Gx, Sd
	Policy control and DPI
	Denial of services, loss of policy control for service personalization and network optimization, billing errors and revenue loss

	PCRF/PCEF/AS/MRFC—OCS/OFCS 
	Sy, Gy/Ro, Ro, Gz/Rf, Rf
	Online/offline charging, service authorization, policy control, charging information reporting
	Denial of some services, billing errors and loss of revenue

	PCRF—AF, P-CSCF
	Rx
	application and IMS services
	Denial of IMS services

	
	
	
	

	HPCRF--VPCRF
	S9 
	Roaming authentication/authorization
	Loss of roaming service

	CDF/CGF—MRFC/MGCF/AS/SCC-AS/I-/S-CSCF, etc
	Rf
	Offline charging, 
	

	HSS—MME/SGSN
	S6a, S6d
	Mobility management, registration, authentication and location services
	Denial of Services, signalling storms leading to congestion collapse, and persistent inability to access the network,

	HSS—GMLC/MME
	SLg, SLh
	UE location reporting
	Unable to provide location information to core/IMS network, including emergency services, lawful interception and location services.

	HSS/UDC—I-/S-CSCF
	Cx/Dx
	UE IMS registration, authentication, and domain management
	Denial of IMS services, signalling storm leads to congestion collapse, reselection from LTE to 2/3G,

	HSS—SCC-AS/AS
	Sh/Dh
	IMS services delivery
	Denial of or unpredictable behavior of certain services (e.g., voice call routed to voicemail, delayed messaging…)

	HSS—BSF
	Zh
	Bootstrapping Server Function 
	


Note 1: Reference: TS 23.203, TS 32.240,

Note 2: If a DRA (Diameter Routing Agent) is deployed, it relays these interfaces between functional nodes to HSS and/or PCRF.
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