SA WG2 Temporary Document

Page 1

SA WG2 Meeting #92
S2-123866
08-12 October 2012, Sofia, Bulgaria
(revision of S2-12xxxx)
Source:
NEC
Title:
Off-path flow routing signalling for network-based IP Flow Mobility
Document for:
Discussion and Approval

Agenda Item:
8.13
Work Item / Release:
FS_NBIFOM / Rel-12
Abstract of the contribution:

This contribution proposes an off-path flow routing information signalling solution for network-based IP flow mobility and contributes this solution to TR 23.861.

Introduction
Section 7.2 of TR 23.861 (V1.5.0) describes and discusses so far two proposals (Proposal A and B) for IP flow mobility to support Multi Access PDN Connectivity and IP Flow Mobility for network-based mobility protocols, such as PMIPv6. Both proposals (section 7.2.1 and 7.2.2) consider access system specific signalling interfaces for flow mobility between the UE and the SGW/AGW. Proposal A further relies on PMIPv6 specific signalling to convey flow routing rules from the SGW/AGW to the PDN GW, whereas Proposal B relies on the 3GPP bearer modification procedure via the MME to convey the flow routing filters to the network infrastructure and on the 3GPP GW Control and QoS Provisioning procedure to forward IP flow routing filters from the SGW to the PCRF. From the PCRF, routing policies are then enforced in the PDN GW in a subsequent step by means of the IP CAN Modification procedure. 
These approaches have the following shortcomings:
· Dependency on access technology and/or access system specific signalling mechanism between the UE and Access GW; 
· Proposal A + B piggy-back the IP routing filters onto existing signalling messages used for bearer setup/modification (i.e. existing signalling messages are overloaded with IP flow routing signalling); and
· Both proposals are tailored to PMIP – i.e. a different approach would have to be standardized for GTP-based S2a/b.
This document proposes a third solution, which solves the abovementioned issues. The proposed solution is based on a logical Flow Routing Control Function (FRCF). The FRCF is independent of a particular access technology/system and mobility protocol (GTP or PMIPv6), and enables “off-path” signalling of flow routing information for UE-initiated flow mobility between a UE and the network. 

Proposal:
It is proposed to include the following text to Section 7 of TR 23.861.

1st Change (new section)
7.6.X 
Solution A: Off-path Flow Routing Signalling for network-based flow mobility
7.6.X.1 
General
A UE, which has at least one PDN connection established, can signal IP flow routing information to a Flow Routing Control Function (FRCF) in the network. The FRCF is a logical function that can be co-located with an existing node (e.g. ANDSF or PCRF). The FRCF serves as point of contact for the UE to signal flow routing information.

The FRCF enables signalling of flow routing information from the UE to the PDN GW through the PCRF, who make the final flow routing policy decision. UE-initiated control on flow routing enables all relevant flow mobility use cases, such as handover of a single, multiple or all flows from one access to another access of the same PDN connection.
If not collocated with the PCRF, The FRCF utilizes a new Rx like reference point to interface with the PCRF, in order to signal UE flow routing information. The PCRF represents the central component to maintain flow routing policies and signals the flow routing information to the flow routing policy enforcement function in the PDN GW through the Gx reference point.
Figure 7.6.X.1-1 depicts the integration of the FRCF with the PCRF system by means of a new Rx+ reference point. The same principles apply for the roaming scenarios as the FRCF is assumed to be always located in the HPLMN.
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Figure 7.6.X.1-1: Off-path Flow Routing Signalling Architecture for NB-IFOM (non-roaming architecture).

The proposed architecture has the following characteristics:

· It enables UE-initiated control for flow mobility through access-independent signalling of IP flow routing information,

· Flow routing information can be signalled over any existing PDN connection, which makes the solution also independent from the existing attach/detach and PDN connection/disconnection procedures,
· Flow routing information can be signalled at any time, without the need to send IP mobility (such as PMIPv6 or DSMIPv6) or bearer modification signalling messages, providing a clear separation between mobility management and flow routing control, and
· The interface between the UE and the FRCF is access system independent and applicable for both network-based mobility protocols: GTP and PMIP.

There are different options, how the FRCF can be realized in the network. One possible realization would be to co-locate the FRCF with ANDSF or PCRF. An alternative realization would be to build a dedicated Flow Routing Control Server. The choice of a preferred realization is FFS.

7.6.X.2 
Flow Routing Information Provisioning and Enforcement 

7.6.X.2.1
General

For IP flow mobility scenarios it is assumed that the UE is concurrently attached to a PDN over a 3GPP access and a non-3GPP access using the same IP address on both PDN connections and interfaces (IF1, IF2).

IP flow routing is based on forwarding rules, which are enforced on the PDN GW for downlink traffic and on the UE for uplink traffic. The FRCF provides the interface for the UE to exchange flow routing information with the network. The flow routing information are used only to direct flows associated with a PDN connection for which multiple accesses are available over the desired access system. These flow routing information have no impact on how flows are handled by the selected access system.

The following sub-clauses define the use of the FRCF for UE-initiated IP flow mobility. Procedures are described for the initialization a communication session between the UE and FRCF (section 7.6.X.2.2), for adding an access to a PDN connection (section 7.6.X.2.3), for the UE to initiate IP flow mobility for one or a set of IP flows (section 7.6.X.2.4), and for removing an access from a PDN connection (section 7.6.X.2.5).
The following explanation and message sequences refer to the Flow Table (FT) term to ease description. A Flow Table comprises a set of flow routing rules, which consist of a flow filter and the routing information. Flow filters consist of the necessary information to identify individual or an aggregate of IP flows (e.g. 5-tuple). Flow filters may also make use of prefix notations and wildcards, or include QoS related information (e.g. DSCP). The routing information indicates which access system to be preferred in case a PDN connection is available over multiple access systems.


7.6.X.2.2
Initialization of communication session with FRCF 
This section describes how a UE can initialize the communication with the FRCF. After successful initialization, the UE can signal FTs to the FRCF, which will then be validated by the PCRF and enforced by the P-GW.









Figure 7.6.X.2.2-1: Initialization of communication session between the UE and the FRCF
1. 
The UE has attached to the PDN through at least one access. 
2. 
To initialize the communication session with the FRCF, the UE sends an Initialization Request. 
NOTE 1: 
Initialization with the FRCF relies on the necessary UE support and subscription for that service. The FRCF is selected through DNS based on a statically or dynamically configured FRCF name on the UE.

NOTE 2: 
The signalling between the UE and the FRCF is described by means of pseudo protocol messages. The protocol details are still FFS.

3. 
The FRCF establishes a Diameter session for the UE with the PCRF with an Authentication and Authorization Request (AAR) message.

4. 
The PCRF may optionally request the Subscriber Profile Repository (SPR) to obtain the subscriber’s IP flow routing policies.
5. 
The SPR optionally provides in the response to the PCRF the subscriber’s IP flow routing policies. 

6. 
The PCRF approves the setup of the Diameter session and responds with the Authentication and Authorization Acknowledge (AAA) message.
7. 
The FRCF confirms the successful initialization.


7.6.X.2.3
Addition of one access to the PDN connection

The UE performs concurrent attach over an additional access by including a multi-access indication and associated parameters (if any) in the access specific procedures. The access network shall pass such multi-access related information to the PDN GW during Attach or PDN connection establishment procedures. The PDN GW shall maintain multiple bindings for the PDN connection, one for each of the attached accesses for the UE.

NOTE: 
Further details on how the additional access procedure (over a different access system) to a PDN can be achieved are defined in sub-clause 7.2.2.2. This includes the allocation of the same IP address to both PDN connections from the PDN GW.

7.6.X.2.4
UE-initiated flow routing rule update
This section defines the use of the FRCF for UE-initiated flow routing rule signalling. 
















Figure 7.6.X.2.4-1: UE initiated handover of IP Flow from 3GPP access to non-3GPP access
1.  The UE performs concurrent attach over multiple access systems by including a multi-access indication and associated parameters (if any) in the access specific procedures. The access network shall pass such multi-access related information to the PDN GW during Attach / PDN connection establishment procedures. The PDN GW shall maintain multiple bindings for the PDN connection, one for each of the attached accesses for the UE.

2.  
The UE may receive a local trigger (e.g. from a resource or connection manager, or from the user) about a change in the currently preferred IP flow routing policies.

3.
The UE initiates IP flow mobility by sending a FlowRouting Request message with the updated FT to the FRCF. This  message carries either the updated flow routing rules or the complete set.

NOTE: The protocol details are still FFS.

4. 
The FRCF forwards the updated FT to the PCRF with an Authentication and Authorization Request (AAR). 
5. 
The PCRF upon authorizing the UE provided FT, updates the FT in the PCEF of the P-GW by means of the IP CAN Session Modification procedure (Authentication and Authorization Request/Answer). 
6. 
If necessary, the PCRF updates the BBERF in the SGW and the AGW respectively to reflect the updated flow mobility state also in the Traffic Flow Templates and in the associated bearer mapping. The BBERF is updated with the GW Control and QoS Rules Provisioning procedure.
7.
The PCRF acknowledges the AAR message to the FRCF with an Authentication and Authorization Answer (AAA) and provides the authorized FT.

8.
The FRCF acknowledges the UE’s FlowRouting Request by means of a FlowRouting Response message to the UE including the authorized FT.

9.
The UE and the PDN GW enforce the updated FTs.

7.6.X.2.5
Removal of one access from the PDN connection

The UE can remove a single access from a multi-access PDN connection. Once an access used for routing of some of the IP flows has been removed, the UE in the uplink and PDN GW in the downlink will remove all related flow routing rules. 
        NOTE:
Further Details about the removal of an access from a PDN connection are described in section 7.2.2.5.

FRCF





Non-3GPP GW





P-GW





PCRF





SGW





UE





IF1





             1.  UE attached to the same PDN over one or multiple accesses 





SPR





3. AAR





4. Profile�    Request





2. Initialization Request





5. Response [FT]





7. Initialization Response





6. AAA 





FRCF





Non-3GPP GW





P-GW





PCRF





SGW





UE





IF2





IF1





             1.  UE attached to the same PDN over a 3GPP Access and a non-3GPP Access 











Flow 1





Flow 2





2. Update FT�





3. FlowRouting Request [FT]





4. AAR [FT]





5. IP CAN Session Modification [FT]





6.





GW Control and QoS Rules Provisioning





GW Control and QoS Rules Provisioning





7. AAA[FT]





9. Enforce FT in downlink





8. FlowRouting Response [FT]





9. Enforce FT in uplink





Flow 2





Flow 1








3GPP

SA WG2 TD


_1402833701.doc


FRCF







Gxa







Sx







Rx+







SWn







Access







Untrusted







 Non-3GPP IP







SWu







UE 







Gateway 







Serving







Access







 3GPP







S5 







Gxc







Access







 Non-3GPP IP







 







Trusted







S2a







Gxb







ePDG







Gateway







PDN







Networks 







Non-3GPP







HPLMN







S2b







Gx







PCRF












