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Abstract of the contribution: This contribution proposes an alternative way forward in case none of the other input papers on this topic can be agreed. It is recommended that for Rel-11 3GPP standardizes at a minimum the signalling of the H(e)NB local IP address over the essential interface: H(e)NB Subsystem (( EPC, in order to keep basic support for BBA interworking in Rel-11.

Background

Current Status of the Work in SA2
As part of the Rel-11 work SA2 developed a solution for fixed BroadBand Access Interworking (BBAI) for the H(e)NB scenarios in TS 23.139. All the required architecture enhancements, functions and message sequence flows have been documented in the SA2 technical specification. 

The specified SA2 solution assumes that the H(e)NB’s local IP address/port information are signalled from the H(e)NB to the EPC (i.e. the SGSN/MME). The EPC (i.e. PCRF) requires this information in order to locate the BBF domain that connects the H(e)NB and to signal this information to the BBF Policy Server for the provisioning of QoS for the H(e)NB connection in the BBF network.

The documented solution consists of two parts:

1. The H(e)NB includes its local IP address/port in existing RANAP/S1AP messages towards the EPC. This requires only a simple extension of the signalling message by RAN3.

2. In case the H(e)NB is deployed behind a NAT, the H(e)NB needs to learn its local IP address/port (as it is seen in the BBF network). The current SA2 solution proposes that the Security Gateway (SeGW) provides the H(e)NB’s local IP address/port to the H(e)NB as part of the IPsec/IKEv2 signalling. This solution requires an extension of the IETF IPsec/IKEv2 Configuration Payload.

Open Issues

The remaining open issues regarding the Rel-11 work on this topic are:

1. RAN3 did not yet specify the necessary extensions to RANAP/S1AP, which are required for the H(e)NB to signal its local IP address/port information towards the EPC.

2. The work on extending the IPsec/IKEv2 protocol allowing the SeGW to signal the H(e)NB’s local IP address/port has not been accomplished yet.

RAN3 did not yet specify the required RANAP/S1AP extension, as they believed that the current SA2 solution is not secure. This was indicated to SA2 in their LS response in R3-121375.

However, SA3, who evaluated the security aspects of the current SA2 solution in parallel to the RAN3 discussions, did not identify any specific security problem with SA2’s current solution, as the H(e)NB is equipped with a Trusted Environment (TrE). So, a hacker could only spoof a faked H(e)NB’s local IP address/port in case the TrE would be compromised. 

Proposed Way Forward

Since the reason for RAN3 not to progress the required work on RANAP/S1AP was primarily related to security concerns, which have been meanwhile overruled by SA3, NEC proposes for SA2 to keep the current stage-2 solution (as defined in TS 23.139) for Rel-11, and respond to the RAN3 LS (R3-121375) accordingly.
Note: This recommendation is inline with the way forward proposed by ZTE in S2-123587.

However, if none of the other way forward proposal should be agreeable by SA2, NEC proposes to specify as a minimum the signalling of the H(e)NB local IP address/port over the essential interface: H(e)NB Subsystem (( EPC in order to maintain the support for BBA interworking for H(e)NB in Rel-11.

What standards work is remaining to achieve that?

RAN3 needs to define a simple protocol extension to RANAP and S1AP that allows the H(e)NB to include its local IP address/port information in existing signalling message towards the SGSN and MME respectively (i.e. only the respective information elements need to be defined). 
Why are the protocol extensions to RANAP/S1AP essential for Rel-11?

Considering that all other protocol extensions and standards work to enable BBAI support for H(e)NBs in Rel-11 are on track, and the only missing part is the RANAP/S1AP extension, it is therefore essential to agree on this minimal changes to support this feature in Rel-11.

Note also that at the last SA Plenary meeting several operators indicated their interest to have this feature in Rel-11.

Furthermore, since Iuh/S1 constitute the main interfaces between the H(e)NB Subsystem and the EPC, it is important to define the necessary protocol extensions on that interface first. This is most important for operators to stabilize these interfaces as soon as possible in order to plan future network roll-outs.

3GPP

SA WG2 TD


