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Abstract of the contribution: 
Discussion
As discussed in other technical contributions (e.g. see S2-123772 and S2-123774), when the UE is triggered to select a WLAN access network by an active ANDSF policy with specific SSIDs preferences, the UE does not need to perform the I-WLAN selection procedure. Instead, the UE may select and associate with a specific SSID indicated in the active ANDSF policy. Subsequently, if the selected SSID is considered un-trusted, the UE may use any pre-configured credentials (e.g. username / password) to authenticate over this SSID. If such access credentials are not available in the UE, it may attempt to authenticate by using 3GPP based credentials and EAP-AKA. This case is shown in Figure 1 below.
An issue that may arise during the procedure of Figure 1 is when EAP-AKA is used for authentication over SSID-X and SSID-X does not support interworking with UE’s home PLMN. In this case, the WLAN rejects the authentication request with a Root NAI because it cannot route AAA messages to UE’s home PLMN, e.g. due to lack of roaming agreements.
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Figure 1: EAP-AKA authentication when the root NAI is rejected by SSID-X.

When the UE cannot authenticate over SSID-X with a Root NAI, how should it behave? That is, how should the UE select a decorated NAI for EAP-AKA authentication? Note that the decorated NAI and the PLMN associated with this NAI is required only for the purposes of authentication – the subsequent tunnel establishment is based on completely different procedures.
Various options can be considered for the decorated NAI selection:
Option 1: UE discovers the PLMNs supported by SSID-X and then attempts EAP-AKA with a Decorated NAI that includes the identity of the supported PLMN with the highest priority.

· This option makes sure that UE stays on SSID-X and later attaches to EPC over this SSID, as instructed by the ANDSF in PLMN-A. However, the PLMN used for EAP-AKA authentication may not be the highest priority PLMN across the PLMNs supported by all available SSIDs in the vicinity of UE. For example, SSID-Y may support interworking with PLMN-B that has higher priority over all PLMNs supported by SSID-X. 

· With this option, the UE may be authentication by a PLMN other than HPLMN and PLMN-A (registered PLMN).

Option 2: UE attempts EAP-AKA with a Decorated NAI that includes the identity of the registered PLMN, i.e. PLMN-A. There is no need to discover the list of PLMNs supported by SSID-X (as required in Option 1).
· This option makes sure that UE stays on SSID-X and later attaches to EPC over this SSID, as instructed by the ANDSF in PLMN-A. Since the UE is already registered to PLMN-A (over 3GPP access), it is highly likely that PLMN-A is the highest priority PLMN. However, the PLMN-A may not be the highest priority PLMN across the PLMNs supported by all available SSIDs in the vicinity of UE. For example, SSID-Y may support interworking with PLMN-B that has higher priority over all PLMNs supported by SSID-X.

· Since the ANDSF of PLMN-A instructs the UE to access EPC over SSID-X, it is assumed SSID-X supports interworking with PLMN-A.

· With this option, the UE is authentication by the registered PLMN (PLMN-A). This PLMN is the same with the PLMN in which the ePDG/PGW is later selected.

Option 3: UE discovers the supported PLMNs across all available SSIDs (not only SSID-X), selects the highest priority PLMN across all discovered PLMNs and associates with an SSID that supports interworking with the highest priority PLMN. 

· This option may cause the UE to select an SSID other than SSID-X which was recommended by the ANDSF. Thus, when SSID-X does not support interworking with HPLMN or the highest priority PLMN, the SSID preferences of the ANDSF become useless.
Proposal
It is proposed to document the above key issue in TR 23.865 by adding the following text. 
5.x
Key Issue: NAI Selection

5.x.1
Description
When the UE is triggered to select a WLAN access network by an active ANDSF policy with specific SSIDs preferences, the UE does not need to perform the I-WLAN selection procedure, as specified in TS 24.234. Instead, the UE may select and associate with a specific SSID indicated in the active ANDSF policy. Subsequently, if the selected SSID is considered un-trusted, the UE may use any pre-configured credentials (e.g. username / password) to authenticate over this SSID. However, if such access credentials are not available in the UE, it may attempt to authenticate by using 3GPP based credentials and EAP-AKA. This case is shown in Fig. 5.x.1-1 below.

An issue that may arise during the procedure of Fig. 5.x.1-1 is when EAP-AKA is used for authentication over SSID-X and SSID-X does not support interworking with UE’s home PLMN. In this case, the WLAN rejects the authentication request with a Root NAI because it cannot route AAA messages to UE’s home PLMN, e.g. due to lack of roaming agreements.
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Fig. 5.x.1-1: EAP-AKA authentication when the root NAI is rejected by SSID-X.

When the UE cannot authenticate over SSID-X with a Root NAI, it needs to be specified how the UE can select a decorate NAI. Note that the decorated NAI and the PLMN associated with this NAI is required only for the purposes of authentication – the subsequent tunnel establishment is based on different procedures. 
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