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Abstract of the contribution: The dispute for the BBAI H(e)NB Local-IP support based on the approved TS 23.129 solution using IKEv2 based solution was escalated to SA#57 and was decided by SA chair to ask SA2 to have one more trial to come to agreement on the final resolution and SA2 chairman has kindly agreed to give another trial in the SA2#93 meeting.  One major remark during SA#57 discussion was regarding how SA2 is going to address the concern raised by RAN3’s LS-out to SA2 (R3-121375).  The intent of this contribution is to present the clarifications to address RAN3’s concern. 
Background

In the last few months, there is an initiative to try to overturn the SA2 Rel-11 BBAI design decision as described in TS 23.139 to transport the H(e)NB’s Local-IP address between the H(e)NB to the EPC.  The existing solution is based on a simple code-point extension for the existing IETF IPSec/IKEv2 Configuration Payload [1]. The info of the H(e)NB’s Local-IP address is used by the Policy Server at the EPC to locate the Broadband Fixed Network domain that serves the H(e)NB and the corresponding policy server at the fixed network.  Such info is not used for granting any QoS resource directly to the H(e)NB. 
In the mean time, there was an unrelated security concern regarding the support of H(e)NB’s identity verification at the MME/SGSN/EPC as a second line of defence in case the H(e)NB Trusted Environment (TrE) is compromised.  Somehow, the solution of the H(e)NB’s NATed Local-IP Address Transport were tied to this security concern and related security requirements.  The concern was brought to RAN3, and subsequently, RAN3 asked SA2 the following [4] coloured in “blue” for further clarification. 

“RAN3 would like to provide the following feedback to SA2 on the liaison received on BBAI:

· SA2 solution involves the untrusted or potentially compromised H(e)NB in the transfer of this information to the CN. In particular, this exchange of information held in a secure node (the SeGW) through an untrusted or potential compromised node (the H(e)NB) raises security concerns

· SA2 solution exposes the IP address of the H(e)NB
Note also that the SA2 solution uses an extension of IKE V2 protocol (between H(e)NB and SeGW thus impacting HNB, HeNB, SeGW) and would need to wait for a Standards Track RFC to be available.”
The intent of this discussion paper is to address those concerns raised by RAN3 and hoping that SA2 folks can agree on how to respond to RAN3 based on the information provided by this discussion paper. 
Discussions

1. Addressing the first question raised by RAN3 to SA2  regarding the security concern of  SA2’s proposed IKEv2-based solution using the Configuration Payload  to transferring the H(e)NB’s IP address to CN. 
Based on the SA3’s LS-out to CT4 and copied to SA2 as well as RAN3 [2] as shown as follows written in blue, it is a clear response that, SA3 can NOT agree on if there is such issue as raised by RAN3 indeed exists, and hence, to mandate a requirement to verify the H(e)NB local IP address sent by the H(e)NB by the CN.  Even though, SA3 does prefer the network-based solution.  Never-the-less, it does not indicate in their LS-out that, SA3 objects the current design decision for transporting the H(e)NB local-IP addressing using IKEv2-based solution via the Configuration Payload. 
“Regarding the question on whether the H(e)NB local IP address sent by the H(e)NB to the network after the IPsec tunnel establishment must be verified by the network, SA3 could not reach consensus on whether such a verification is required. However, SA3 believes that obtaining the local IP address from a network element in a trusted location (i.e., not having the H(e)NB having to provide the local IP address) would be preferable from a security perspective. Clearly, any network based solution that changes the architecture needs to be run by SA2. “ 

Moreover, SA3’s LS-out [2] clearly separates the H(e)NB identity verification discussion from the H(e)NB local IP address transport discussion.  Even within SA3 meeting on the H(e)NB identity verification proposal, there is no intention to link these two subjects together.   Therefore, there is no justification for SA2 or RAN3 to tie these two unrelated subject into one common issue. 
2. Addressing the second question raised by RAN3 to SA2 regarding the extension of IKEv2 protocol would need to wait for a standard track RFC to be available
The current approved solution as documented in TS 23.139 leveraging IKEv2 Configuration Payload to transport the H(e)NB’s local IP  address requires a simple code point allocation to be requested by 3GPP to IANA to support such solution. 

In reality, the use of the IKEv2’s Configuration Payload as a 3GPP vendor specific solution is nothing new between 3GPP and IANA.   The following present a recent communications between 3GPP and IANA regarding a new code point allocation request for IKEv2 Configuration Payload to transport the HA’s IP address.  With such precedence has already been existed, and the formal communication process has already been in place between 3GPP and IANA, the concern from RAN3 regarding the long wait for a standard track RFC to support SA2 approved solution seems to be truly unnecessary. 
[image: image1.png]IKEx2 Configuration Payload Attribute Types
Registration Procedures: Expert Review
Reference:  [RECS996]

Note: Attribute Types with an "+" may be malEizvalusd on return only if
multiple values were requested.

Value  Actribute Type  MulpizValued  Length Reference
o Reserved IRECS9261
1 INTERNAL IP¢ ADDRESS YES® 0 or 4 octets [RECS936]
2 INTERNAL IP¢ NETMASK NO 0 or 4 octets [RECS936]
s INTERNAL IP4_DNS vES 0 or 4 octets [RECS936]
. INTERNAL IP¢ NENS  YES 0 or 4 octets [RECS936]
s Reserved IRECS9361
B INTERNAL IP¢ DHCE  Y¥ES 0 or 4 octets [RECS936]
7 APPLICATION_VERSION NO 0 or more IRECS9361
e INTERNAL IPG_ADDRESS YES® 0 or 17 octets [RECS926]
s Reserved IRECS9361
10 INTERNAL IP6_DNS vES 0 or 16 octets [RECS936]
1 Reserved IRECS9361
12 INTERNAL IP6 DHCE  YES 0 or 16 octets [RECS936]
13 INTERNAL IP4_SUSNET YES 0 or & octets [RECS936]
1a SUPPORTED_ATTRISUTES NO Multiple of 2 [REG5296]
15 INTERNAL IP6_SUSNET YES 17 octets IRECS9261
16 MIP6 HOME PREFIX  YES 0 or 21 octets [RECS026]
17 INTERNAL IP6_LINK  NO & or more IRECS739]
1 INTERNAL IP6_PREFIX YES 17 octets IRECS7391

19 HOME AGENT ADDRESS NO | 160r 20 [http: £tp/Specs/html-info,

20-16383  Unassigned 16384-32767 Private Use REC5996)




Conclusions
This discussion paper presents two strong technical and procedural justifications to address the two concerns that were raised by RAN3’s LS-out to SA2 [4] regarding the approved solution as documented in TS 23.139 to leverage IKEv2 based solution to transport the H(e)NB’s local IP address from H(e)NB to MME. The intent is to clarify any misunderstanding from RAN3 regarding SA2’s approved solution and hopefully, the information as described in this discussion paper will also be used as the reference to respond to RAN3 to address their concerns. 
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