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Abstract of the contribution: This contribution proposes a solution of device based detection for MTC monitoring purpose.
Discussion

To detect abnormal behaviours of MTC devices, several solutions has been introduced in TR 23.888, including SGSN/MME based detection, HLR/HSS based detection and GGSN/PGW based detection. These solutions have the same commonality that they are all executed by network nodes (referred to network-based solution below), and network based solutions have several drawbacks in some cases:

· The granularity of detection may not be fine enough. Take the event “change in the point of attachment” for example, the SGSN/MME can only acquire the location information of the MTC device when it is in connected mode. While in idle mode, the SGSN/MME cannot obtain the location information of the MTC device in cell level. However, in some cases the allowed location area may be smaller than a RA or a TA, e.g. an ATM machine may only be allowed to locate in one or two cells, so when the device goes into idle, the SGSN/MME cannot detect “change in the point of attachment” even if the device is not in its allowed location area. This drawback also applies for HLR/HSS based detection and GGSN/PGW based detection.
· The detection may be delayed. Network based solutions have delays between the occurrence and the detection of the event. For instance, if SGSN/MME based detection is used for “loss of connectivity” event, the SGSN/MME may check the connection only in a certain frequency, e.g. to void unnecessary signalling overload. Hence it’s possible that the connection is lost in some point but not detected until the next check is activated in SGSN/MME. 
Besides the above 3 network based detection solutions, this contribution proposes a device based detection solution.

· For the event of “change in the point of attachment”, the MTC device can be configured with the allowed location area via pre-configuration, OTA or OMA DM etc. Then the device can detect whether its current location is within the allowed location information. This detection could be at cell level which is more precise than the network based solutions.
· For the event of “loss of connectivity”, the MTC device can be configured to monitor particular event such as “monitor the connection to the PGW” or “monitor the RRC connection”. Then the MTC device detects whether such connection is available or lost. If the connection is lost, the MTC device could trigger a report immediately.
· For the event of “association of the MTC device and UICC”, the detection mechanism is different from the network based solutions. The network solution detects on subscriber basis, i.e. whether an IMEI is allowed for an IMSI, while the device based solution works on device basis, i.e. whether an IMSI is allowed in a certain device. In this solution the MTC device can be configured with one or more allowed IMSI(s) for the IMEI of the device, and detect whether the IMSI in use is allowed. If not, the MTC device could trigger a report immediately.
· For the event of “alignment of the MTC feature”, similar as the network based solution, the MTC device can detect whether its behaviour is aligned with its activated feature based on some criteria, e.g. if low mobility feature is activated in the MTC device, then a frequent RAU/TAU or handover procedure should be detected by the MTC device as abnormal behaviour, the MTC device could trigger a report immediately.
Compared to network based solutions, the device based solution makes the detection more precise and in time. Although there’s consideration that the MTC device is not always trusted to the network, some MTC devices should be deployed by operator or trusted 3rd party, so the behaviour of the MTC device could be expected.
Proposal

It’s proposed to add a solution of device based detection to the key issue “Monitoring” in TR 23.887.
****** 1st Change ******
6.1
Key Issue - Monitoring
6.1.1
Description

Monitoring is intended for monitoring of configured events. This comprises of means that allow for activating monitoring of specific events, the event detection and the reporting to authorised users, e.g. for use by applications or logging. For MTC Devices, it is desirable that the network or the device itself detects and reports events (including location) caused by those devices that may result, for example, from vandalism or theft of the communication module. If such an event is detected, the network might be configured to perform special actions, e.g. limit the access or reduce the allocated resource.
This key issue aim at studying and providing solutions for enhancements to 3GPP procedures for configuration of monitoring events, monitoring event detection and reporting.

6.1.2
Architectural Requirements

The following architectural requirements shall be met –

Configuration of Monitoring Events and actions: 
-
It shall be possible to configure monitoring events in the 3GPP system (UE or Network Nodes), for example - monitoring the association of the MTC Device and UICC, change in the point of attachment, loss of connectivity, alignment of subscribed feature etc.
-
It shall be possible to configure the action to be executed by the network when configured monitoring event is detected, for example - reduce services provided to the UE, restrict access of the UE, detach the UE etc. 
-
It shall be possible to configure the maximum time between the actual loss of connectivity and its detection.
Detection of Monitoring Events:
-
It shall be possible for the network or the device itself to detect monitoring events. On detection of the monitoring event UE or Network may execute a configured action.

Reporting of Monitoring Events:
-
It shall be possible for the UE or network to report the detected events to the Services Capability Server or Application server. Application layer reporting of monitoring events is outside the scope.

6.1.3
Solutions

6.1.3.1
Solution : Device based detection
6.1.3.1.1
General
For this solution, the MTC device is responsible for detecting monitoring event. The monitoring events along with the related criteria are configured on the MTC device via pre-configuration, OTA or OMA DM etc. 
	Monitoring Event
	Procedures

	Monitoring the association of the MTC Device and UICC
	1> The MTC device is configured with the allowed IMSI(s) for the IMEI of the device.
2> The MTC device checks whether the IMSI in use is allowed.

3> If not, the MTC device could trigger a report.

	Monitoring the alignment of the MTC feature
	1> The MTC device is configured with the criteria of one or more MTC features;
2> The MTC device checks whether the behaviour is align with the MTC feature based on the criteria.

3> If not, the MTC device could trigger a report.

	Monitoring change in the point of attachment
	1> The MTC device is configured with the allowed location area;
2> The MTC device checks whether the current location is within the allowed location area.

3> If not, the MTC device could trigger a report.

	Monitoring loss of connectivity
	1> The MTC device is configured with “loss of connectivity” event;
2> The MTC device checks whether the connection which requires detection is lost.

3> If yes, the MTC device could trigger a report.


6.1.3.1.2
Impacts on existing nodes and functionality

6.1.3.1.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
6.1.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.
****** End of Change ******
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