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1. Overall Description:

GERAN2 thanks SA3 for their LS on PWS key distribution (S3-120805/GP-120865) and CT1 for their LS reply on PWS key distribution (C1-123453/GP-120885) and would like to provide the following answers to the questions raised by SA3:

· Is there any NAS restrictions in the related groups’ specifications, especially for the size of NAS SMC, RANAP SMC/RRC SMC, AUTHENTICATION AND CIPHERING REQUEST, Ciphering Mode Command, Cipher Mode Command and TAU/LAU/RAU ACCEPT messages ?

[Answer 1 to SA3] When NAS message like AUTHENTICATION REQUEST and LAU ACCEPT messages or AS message like Ciphering Mode Command message are sent in CS domain via radio interface, the size of these message shall not exceed 251 octets as required in TS 44.006.

The message sent on A interface shall not exceed 272 octecs according to the Signaling System No.7, which bears NAS message like AUTHENTICATION REQUEST and LAU ACCEPT messages or BSSMAP messages like Cipher Mode Command.

When NAS message like AUTHENTICATION AND CIPHERING REQUEST and RAU ACCEPT messages are sent in PS domain via radio interface, the size of such upper layer PDUs shall not exceed 1560 octets as required in TS 44.060.

There is no specific limitation of NAS messages sent via Gb interface. So it’s GERAN2 understanding that the limitation in radio interface will be applied.

· Is there any constraint and other consideration to distribute 1 or 2 public keys in one of the above messages ? 

[Answer 2 to SA3] GERAN2 kindly asks SA3 to consider the current sizes of these messages as shown below before distributing the public keys in one of these messages. GERAN2 also expect the size of these messages to increase in future releases as the protocol evolves.  

AUTHENTICATION REQUEST(NAS message for CS domain)  


             37   bytes
AUTHENTICATION AND CIPHERING REQUEST(NAS message for CS and PS domain)  49   bytes
LAU ACCEPT (NAS message for CS domain)                                                                      119 bytes

ATTACH ACCEPT(NAS message for PS domain)                                                                160 bytes

RAU ACCEPT(NAS message for PS domain)                                                                       191 bytes

Ciphering Mode Command (AS message for CS domain)                                                      3    bytes

Cipher Mode Command (BSSMAP message for CS domain)                                                 35 bytes

GERAN2 would also like to highlight that in certain circumstances the traffic load associated with registration updates (including the corresponding accept messages) can be very high. As such, GERAN would consider that significant increases to the size of above messages should be avoided if possible.
GERAN2 would appreciate more background information  in order to analyse the possible constrain in radio interface when distributing the keys via the messages listed above.
· What is the maximum number of public keys be feasible to be carried in one of the above messages?

[Answer 3 to SA3] The maximum number of public keys is depending on the size limitations of NAS and AS messages as mentioned above.

2. Actions:

To SA3 group:

ACTION: 
GERAN2 kindly ask SA3 to take the above answers into account.
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