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Abstract of the contribution: Proposes to introduce a solution for T5 based device triggering.
Discussion

Based on the discussions in Rel-11 this paper proposes a solution for T5 based triggering in a generic format to be included in TR 23.887.
T5 based triggering solution could be re-used for sending small data on the downlink. Devices that are attached with no bearer context should first be triggered in order to establish a bearer context. So, if the server is trying to trigger the device to transmit small data on the downlink, this approach can be re-used and additional signalling needed to establish bearer context can be avoided. 

If the UE without MSISDN is trying to respond to the trigger by an MO-SMS, it introduces additional complexities since replacement of MSISDN with IMSI poses security threats when sending IMSI externally, and using external id as a replacement has some issues due to the increased size and SMS format not being defined, hence it has potential impacts on charging and it also has backwards compatibility issues. If the UE uses generic format to respond to the trigger and MME/SGSN forwards it using T5, there is no dependency on MSISDN.
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5
Small Data and Device Triggering Enhancements (SDDTE)
5.2.2
Key Issue - Support for T5 device triggering
5.2.2.1
Description

Editor's Note:
Describe the key Issue (i.e. problem statement), including technical constraints and interpretations.

This key issue provides solutions for T5 based triggering which was not fully specified in TS 23.682 (Rel-11) due to following open issues - 
· Support for delayed delivery of T5 device trigger and how to provide store and forward capability

· Format of trigger payload – Generic or SMS

· Commonalities with monitoring and small data transmission

· Charging and subscriptions aspects 

· T5 capability support indication 

5.2.2.2
Architectural Requirements

Editor's Note:
Capture agreements on requirements for solving the key issue. This clause may be omitted if deemed unnecessary.

5.2.2.3
Solutions

5.2.2.3.x
Solution: Device Triggering using T5
5.2.2.3.x.1
General
This solution introduces device triggering using generic format over T5. T5 is a control plane interface between MTC-IWF and serving nodes (e.g. MME/SGSN). The format of the trigger content is not specified but determined by the applications using the trigger function provided by the network. In case of using a generic format triggering, requests are not bound by the SMS message size. A generic format allows providing trigger handling information that could be used by the serving node – such as priority or validity time. This format can also be easily extended, if additional information or functionality is needed in future releases.

Supporting store and forward functionality in the IWF could also be achieved without much complexity by registering for “UE reachability notification” with MME/SGSN (via HSS) when the trigger delivery fails due to UE reachability or while retrieving subscriber information.
Editor's Note:
The location of a store and forward function for T5 (i.e. either co-located with MTC-IWF or as a separate entity) is FFS.

Editor's Note:
Delivery from a store and forward function to a UE that has become reachable in a different domain is FFS, e.g. in terms of trigger message compatibility.
5.2.2.3.x.1.1
Capability exchange
A UE capable of being directly triggered by generic NAS transport message shall report this capability as part of the UE capability when it registers with the network (i.e. EPS Attach Request, Tracking Area Update Request, GPRS Attach Request and Routeing Area Update Request). A serving node capable of direct triggering shall provide an indication of the UE and serving node trigger capability to HSS (i.e. in Update Location request upon initial attach, TAU or RAU). HSS stores and provides this information to indicate the UE and serving node(s) trigger capability to the MTC-IWF.
5.2.2.3.x.1.2
Charging
Charging can be provided on a per trigger request basis. MTC-IWF can generate CDRs taking into account successful and unsuccessful trigger requests. In roaming cases MME/SGSN in VPLMN can generate CDRs for trigger requests.
5.2.2.3.x.1.3
End-to-End Security

It needs to be assured that the Device trigger messages using generic format are initiated and generated only by trusted entities (e.g. SCS) that have been authenticated and validated by the network (e.g. can’t be generated by normal devices). Mutual authentication needs to be provided between SCS and MTC-IWF over Tsp between entities in the security domains, in which SCS and MTC-IWF reside, and MTC-IWF and MME/SGSN over T5 (see 3GPP TS 23.682). Integrity protection, replay protection, confidentiality protection and privacy protection is supported for communication between the MTC-IWF and SCS, and MTC-IWF and MME/SGSN. This will automatically be applied for all signalling messages (including device trigger messages in generic format). Integrity protection and encryption (in EPS) / ciphering (in UMTS) is supported for NAS messages, thus also applicable for device trigger messages delivered using NAS (e.g. Generic downlink NAS transport).
5.2.2.3.x.1.4
Trigger delivery using T5
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Figure 5.2.2.3.x.1.4-1: T5 Trigger Delivery Flow

1.
The MTC-IWF uses the UE capabilities, serving CN node(s) capabilities retrieved from the HSS to select a suitable serving CN node capable of triggering in a generic format. The MTC-IWF sends a Submit Request (IMSI, message priority, MTC-IWF ID, reference number, single delivery attempt flag (optional), validity time (optional), Request type (trigger application), application PDU) to the serving CN node and generates CDRs. This might involve sequential or parallel delivery attempts in SGSN and/or MME. 
NOTE 1:
The application PDU in the Submit Request contains information from the Application Server and/or from the SCS.
2.
The serving CN node indicates the Request type (trigger application) in the container type, application PDU in a generic NAS container, MTC-IWF ID, Reference number within the NAS message and delivers it to the UE. UE provides the contents of the generic container and the container type to the corresponding application.


NOTE 2:
If the UE is in idle mode, the serving CN node may page the UE prior to sending a NAS message for delivering the trigger.
3.

Based on the received application PDU in the NAS Downlink message the UE performs specific actions, e.g. generate application data or establish a connection to the SCS/AS if needed.
4.
The UE responds with the delivery status (cause), MTC-IWF ID, reference number, response type (trigger application) in the container type, and optionally, application PDU (including the result from the actions in step 3) in a generic NAS container.
5.
The serving CN node sends a Delivery Report (cause, reference number, response type (trigger application) in the container type, and if received, application PDU in a generic container) to the MTC-IWF. Cause indicates whether the Trigger-Message was successfully delivered to the UE or reason for failure.

6.
If the Trigger-Message cannot be delivered and validity period indicates that this is not requesting only a single delivery attempt, the MTC-IWF registers with the HSS for UE reachability notification. For UE reachability notification procedure offered by MME, refer to TS 23.401 Section 5.3.11. For UE reachability notification procedure offered by SGSN, refer to TS 23.060 Section 5.3.10. When MTC-IWF is notified of UE reachability, it may re-attempt to deliver the trigger request.
Editor's Note:
The allocation of a store and forward function for T5 (i.e. either co-located with MTC-IWF or as a separate entity) is FFS.

Editor's Note:
Delivery from a store and forward function to a UE that has become reachable in a different domain is FFS, e.g. in terms of trigger message compatibility.
5.2.2.3.x.2
Impacts on existing nodes and functionality
MTC-IWF

-
Retrieve UE and serving node capability information for direct triggering.
-
Receives UE reachability notification from HSS.
-
Forwards the trigger request to the serving nodes (MME, SGSN).
-
Generates CDRs for trigger requests.
HSS
· Retrieves UE and serving node capability information for direct triggering from serving nodes.
· Receives UE capability and serving CN node capability information for direct triggering from serving nodes;
MME/SGSN
· Sends UE and serving node capability information for direct triggering.
· Supports sending trigger content in a NAS message (e.g. Generic NAS format).
· Receives trigger request from MTC-IWF.
· Generates CDRs for trigger requests in roaming case.
UE

· The UE needs to deliver the trigger content to the correct application.
· The UE needs to report its capability information for generic format based triggering to the network.
· The UE needs to support sending a trigger response in a NAS message.
5.2.2.3.x.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
5.2.2.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.
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